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Do you want to jailbreak?
Warming: It looks like you're already
jailbroken. Doing it again might be

harmful.
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Cancel Jailbreak
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Downloading...
This might take a while. Have fun!
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| 25 58 44 46 2D 31 2E 33  APDF-1.3 Terminal — bash — 126x23
I B4 25 C4 ES F2 ES EB A7 oo
| F3 AB DB C4 CE6BA 3420 ...... 4
I 38 20 oF 62 64 BA 3C 3C © obj.<<
1 28 2F 4C 65 6E 67 74 68 sLength
< 31 =

dump_1i i$ file eqo -hio_1 mac
data

1=

_iui_go |

_text:0008209C EXFORT

__text:0888209C iui go

_ text:0088209C

_text:00082089C var_18 = —-8x18

_ text:0008209C

_text:00082089C STHFD 5Pt, {R4-R¥,LR} I—_rl
__text:B0a0820A08 abD R7?, 3P, #B=C

_ text:000020A4 SUB SP, SP, #4 =
_ text:000020A8 HOU R4, RA

_ text:008820AC LDR RA, ={cfstr_Iui_goOnePOne_ - Bx28CH)
_text:000820E0 Moy RG, R2

_ text:000820BY Moy RS, R1

__text:000020B8 ADD RO, PC, RO ; "iui_go: one=%p one_len=%d"
~_text:000020BC BL _HNSLog

_ text:000828CH LDR RB, ={cfstr_OneD - Bz2000)
_text:-ooaaz2acy LDRE R1, [RE]

_text:000020C8 ADD Ra, PC, RA ; U=one = %d”
_text:000020CC BL _HNSLog

_text:00e82008 LDR R1, =(_bus - @x2BEB)

_text:ooooz2apy How RA, #60zA ; int

_text:ooaazane abD R1, PC, R1 ; void {=){int)
_text:000020DC BL _signal

_text:000020E0 LDR RB, =(off_347C - Bx28F0)
_text:000020E4 LDR R1, =(off_33F4 - BxZ28F4)
_text:000020ER LDR RA, [PC,RB]
_text:oo8820EC LDR R1, [PC,R1]

" text:000020F B BL _objc_msgSend
~text:0AOP20FL LDR R1, =(0Ff_333C - 0x2108)
text:0006820F8 HOUY R2, RS

Wi 1 installui.dylib 1 wad.bin IS SCIEE, FOKIEDG BB A FH 2. .« .
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AR JE, AW — T iphone S R G R — 24 & B by

Emails

/var/mobile/Library/Mail/

“Protected Index” (SQLite for message metadata)

“Envelope Index” (SQLite for email folders metadata)

IMAP (@ xx.com (@ imap.xx.com (mailbox for your IMAP accounts)
ExchangeActiveSyncXXXXXXXX-XXXX-XXXX-XXXKX-XXXXXXXXXXXX/ (mailbox for vi
ctim’s exchange GUID XX..)
Voicemails

/var/mobile/Library/Voicemail/

voicemail.db (SQLite for message metadata)
/var/mobile/Library/Voicemail/*.amr (Audio Download and open in Quick
time)
SMS Messages

/var/mobile/Library/SMS/

sms.db (SQLite for message metadata)

Parts/ (TXT msg’s and msg parts for MMS)

g, NP IAVRES — AN APP AE N i0S T rootkit [“hello world”Z ik M

Audio File Services

Audio File services lets you read or write audio data to and from a file or buffer.
You use it in conjunction with Audio Queue Services to record or play audio. In
i0S and Mac 0§ X, Audio File Services consists of the functions, data types, and
constants declared in the AudioFile.h header file in

AudioToolbox. framework.
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WHEEFZE T, Reisa®s . o o B EZA7 X i 1) LAT/LONG(Z 4 fE) i 47
TR, EEELIAL B AE: Ivar/root/Library/Caches/locationd/cache.plist, il4nF% i)

WifiLoca9
Altitude=0;
HorizontalAccuracy=80;
Latitude="41.882041";
Lifespan=144;
Longitude="-87.628489";
Timestamp="304907008.940135";
Type=4;
Ver9calAccuracy="-1";

i

Xk AEWN A LN BB S ER T A R @Ok T, AR FEE . JokE
JIASERPE BB HFFERAT, PGP Email ZEH2RY dataaccessd R 1|F .

iPhone:/var/mobile root# ps -hax |grep dataaccessd
38 ?2? 0:05.33 /System/Library/PrivateFrameworks/DataAccess.framework/Su

pport/dataaccessd

iPhone:var/mobile root# gdb --quiet —--pid=38
Attaching to process 38.
Reading symbols for shared libraries . done

Reading symbols for shared libraries

.............................................. done
0x3404c658 in mach msg trap ()
(gdb) info mach-regions
Region from 0x0 to 0x1000 (---, max —---; copy, private, not-reserved)

from 0x1000 to 0x2000 (r-x, max r-x; copy, private, not-reserved)

from 0x2000 to 0x3000 (rw-, max rw-; copy, private, not-reserved)

from O0xfe000 to Oxff000 (r--, max rwx; share, private, reserved)
from 0x100000 to 0x400000 (rw-, max rwx; copy, private, not-reserved)

(3 sub-regions)

(gdb) dump memory dump 100000.bin 0x100000 0x400000

$ strings dump 100000.bin |grep -B6 -A2 'Authorization: Basic'

POST /Microsoft-Server-ActiveSync?User=emonti&DeviceId=ApplnnnnNP&Devic

eType=iPhone&Cmd=Ping HTTP/1.1



Host: owa.mycompany.com

Content-Length: 0

Ms-Asprotocolversion: 12.1

User-Agent: Apple-iPhone2C1/801.306

X-Ms-Policykey: 550504473

Authorization: Basic bX1jb21lwYW55LmNvbVx1bWoudGkebm90ZnVija2luZ2xpal2VseS
E=

Accept: */*

Accept-Language: en-us

FATEEF linel5 A line27, rw YA A7 X I8 B 1 AR R AL P i, AEIX AP L T 0x100000 [X

HEAEARE L%,
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Cancel
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47, BATBAE A APP Store FFBk—INMTHRI H B, BlUnELESE T Square IXAMFEF, IR, HK
WRIRIE 22, BORAMER 2 52t /.

SR AT [ i . SN SR B E iDevice H Y it app SCIF.

# find /var/mobile/Applications —-name SomeApp.app

/var/mobile/Applications/0578A160- /SomeApp.app

P RE — TS A 1
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# otool -1 /0578A /SomeApp.app/SomeApp |grep —A4 LC_ENCRYPTION INFO
cmd LC_ENCRYPTION INFO

cmdsize 20

cryptoff 4096

cryptsize 4096

cryptid 1

=LA AT MK 2R (N Y gdb 72 cydia 71—~ 223 40)

# gdb /SomeApp.app/SomeApp

FVLHE— TN

(gdb) x/31 0x2000

0x2000: addge r4, r7, r4, asr rll
0x2004: bl Oxfeld7a48

0x2008: ldrbcc r5, [r4, #3476]

BT WEME K BP, RJ5iki0S BT ARATM

(gdb) break *0x2000
Breakpoint 1 at 0x2000
(gdb) r

Breakpoint 1, 0x00002000 in 2?2 ()
(gdb) x/31i 0x2000

0x2000: 1dr r0O, [sp]

0x2004: add rl, sp, #4 ; 0x4
0x2008: add r4, r0, #1 ; OxI

TE58 20 cryptsize JEAlt - #5Aif i % I S

(gdb) dump memory decrypted.bin 0x2000 (0x2000 + 4096)

& T 1) HEX 4% 2344 decrypted.bin & JF [81 NI 1) app (i 2 HicHfs i AR XS ST % Bk 23 M
mach Sk & 0x1000) .

B A AERICEE cryptid, ARt B HoAth T H0K 2 [FIRELEFRATT Bl 5 1 — il o A,
Cryptid &N 0.



*$en: KIL LC_ENCRYPTION_INFO(Ox21)if i f F otool-1 #irHh 32-bit [+ 5 it il Bl 48 &
KB AT w2

1. cmd LC_ENCRYPTION INFO (21000000h)
2. cmdsize 20 (14000000h)

3. cryptoff 4096 (00100000h)

4. cryptsize 4096 (00100000h)

5. cryptid 1 (00000000h)

N.YoXé) M SomeApp o

AEEE 21 PR AP BA 14 PO GO PA OB 10 BA BB A0 10 B8 B8 |.....ee.iee....
AE7A B AR AR AR AC Bo 0 AR B4 AR BA AR 15 AR AR AR ........ Toeenen. r

AN B T 3 R —HER AL, RNOZAR TR XNU A

#if CONFIG_CODE_DECRYPTION
case LC_ENCRYPTION INFO:
if (pass != 2)
break:
ret = set_code_unprotect(
{struct encryption_info_command *) lecp,
addr, map, vp):
if (ret != LOAD SUCCES8) {
printf("proc %d: set_code_unprotect() error %d "
"for file \"%s\"\n",
p=-*p_pid, ret, vp->v_name);
#* Don't let the app rum if it's
* encrypted but we failed to set up the
* decrypter #*/
psignal(p, SIGKILL);

break;
#endif

B 17 ST AT INER Mach B FAT il SCAF ¥ Mach ki
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#if CONFIG_CODE_DECRYPTION

static load return ¢
set_code_unprotect|
struct encryption_info command *eip,
caddr t addr,
vm_map_t map,
struet vnode *vp)

int result, len;

char wvpath[MAXPATHLEN];
pager_crypt info t crypt infeo;
conet char * eryptname = 0;

size t offset;

struct segment command 64 *segbd;
struct segment command *seg3l;

vm_map offset t map offset, map size;
kern return t kr;

f* get up decrypter first #/
if (NULL==text crypter create) return LOAD FATLURE;
kr=text crypter create(&crypt info, cryptname, (veid#®)vpath);

if(kry {
printf{“"set_code_ unprotect: unable to create decrypter %s, kr=%d\n",
cryptname, krj;
return LOAD RESOURCE;

A, IS EAR SR T %

http://www.opensource.apple.com/source/xnu/xnu-1228.9.59/osfmk/kern/page_decrypt.h

/%
“Interface for text decryption family
*/
struct pager crypt info {
/* Decrypt one page */
int (*page_decrypt) (const void *sro_vaddr, veoid *det_ vaddr,
unsigned long long src_offset, void “crypt_ops);
/* Pager using this crypter terminates - crypt module not needed anymore */
void (*crypt_end) (veid *crypt _cps);
/* Private data for the crypter *+/
void *orypt_ops;
}i
typedef struct pager crypt_ info pager_crypt_info t;

typedef int (*text_crypter_create_hook_t | (struct pager_crypt_info *crypt_info,
const char *id, wvoid #*crypt_data);
extern void text_crypter_create_hook_set|{text_crypter_create_hook_t hook);
//extern kern return t text crypter create(pager crypt info t *crypt info, const char *id,
// void *crypt data):
extern text_crypter_create_hook_t text_crypter_create:;

http://www.opensource.apple.com/source/xnu/xnu-1228.9.59/osfmk/kern/page_decrypt.c

text_crypter_create_hook_t text_crypter_create=NULL;
void text_crypter_create_hook_set(text_crypter_create_hook_t hook)

{
}i

text_crypter_create=hook;
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AFHERE AR, FSSURINER T 154 K g OS X — N IIfg.

MySnowLeopardMac$ nm /mach kernel |grep text crypter
ffffff8000623410 D text crypter create

fff£f£f800027cdac T text crypter create hook set

BB EEAE—HE, ik F&A11c(E: DBADB=Dont be a D-bag, #¥#F)

HiHH

5 T I8 I e A 4 1 1) k| 4k 2K . Objective-C Method Hooking
AT RIA SR B ) ety 152

7

Generated by class-dump 3.3.2 (64 bit).

class-dump is Copyright (C) 1997-1998, 2000-2001, 2084-2010 by Steve Nygard.

SomeApp AppDelegate <UIApplicationDelegate=

UIWindow *window:

}

- (void)applicationDidFinishLaunching: (id)argl;

- (id)doSomethingWithArg: (id)argl;

- (void)dealloc;

@property(retain) UIWindow *window; // @synthesize window;

Objective-C Method Hook S5, ik"swizzle" [NSObject -init]
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#1import =F
#import -
#import -

ff This macro sets up a hook into the objective-C runtime
#define HookObjC(cl, sel, new, bak] %\
(*(bak) = method setImplementation(class getInstanceMethod((cl), (sel)), (new)))

// Holds a pointer to the original [NSObject init]
static IMP orig init;

ff our overridden [NSObject init] hook
id hook init(id self, SEL ) {
NSLog(@"Class Initialized: ", [_self class]);
rig init{ self, ):

}

// compile with -dynamiclib -init _override init
void override init(woid) {
/f hook [NSObject inmit]
HookObjC{objc getClass("NSObject”),
{init),
{(IMP) hook init,
(IMP *) &orig imit);

Produces something like:

SomeApp[B858] <Warning>: Class initialized: UIRuntimeOutletConnection
SomeApp [B858] <wWarning>: Class initialized: UIProxyObject
SomeApp[858] <Warning>: Class initialized: SomeApp AppDelegate
SomeApp (B50] =warning>: Class initialized: UIRuntimeQutletConnection

B AR 2 E ] DYLD_INSERT_LIBRARIES()E(# LD_PRELOAD 7% A\ Z| 3 A1#) libs 24+,
{H& MobileSubstrate 5 Ji —£&, v DL EOB3RATTHT dylib A EASSCECR H bR

Filter

Bundles com.apple.apringboard
22 A Hirth AT Bl

Filter

Bundles com.apple.UIKit

{FL 2 L8k G MSHook* 7 FE A8 A1y S BR o L sz — 8 FLA Ry AR, 1 A FRATTPT BAIZFE < .

B R 87 1)/System/Library/LaunchDaemons/*.plist J-i5 . o -
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<key>EnvironmentVariables</key>
<dict>
<key>DYLD FORCE_ FLAT NAMESPACE</key>
<string>1</string>
<key>DYLD INSERT LIBRARIES</key>
<string>/path/to/your.dylib</string>

</dict>

MIBENFFEE M T i0S.

HHH

WA TR, mAEEGHLT:

Objective-C £/ |11 rootkit ({1152 /& AF 4 s, [AIFE AT AR HE 2] iphone L%, 5341 Mach
WHZAE OS X LI ZhREARH I ATk, Ha 45wl 2 R A8 i0S A ZHE K 5 OS X
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25 5@ 44 40 2D 31 2E 33 APDF-1.3
BA 25 C4 ES F2 ES EB A7  .W......
AB DB C4 Co BA 3428 ......4
28 28 6F 62 64 B4 3C 3C 2 obj.=<
¢d 2F 4C 65 6E &7 74 o JLength
28 30 33 31 28 3C 3C B4 631 =

[ R T Y R ]
M
oa

18968

KRR dERE U0 pdf SO, WIBEER TG & — AN B I, SA)E 2T EE iphone ¥4 ) PDF
IR SE, —ANH—1 zlib FR4E R0 50 S ME— [ X i)

45 (R F 43 A5 AN 1 5 2 F — 5249 5 R — A4 MACH-O dylib 1A, 5\ — AR5y
#| extract_payload J53-4& CFF Font egg. Macho_1. Macho_2 =AM &k47 .

Q0000000 01 00 04 01 00 01 01 01 13 41 42 43 44 45 46 2B |cvuuuccns RBCDEF+ |
00000010 54 69 6d 65 73 2d 52 6f 6d 61 6e 00 01 01 01 1f |Times-ROMAN..... |
00000020 £8 1b 00 £8 1c 02 £8 1d 03 £8 19 04 1lc 6f 00 O0d |.cecicecaaca. o0.. |
00000030 fb 3c fb 6e fa 7o fa 16 05 @9 11 8b 8b 12 00 03 |.<.h.|ccccccasns |
Q0000040 01 01 08 13 18 30 30 31 2e 30 30 37 54 69 6d 65 |.:c... 001.007Time |

00000050 73 20 52 6f 6d 61 6e 54 69 6d 65 73 00 00 00 02 |s RomanTimes....|
00000060 04 00 00 00 01 OO0 OO0 OO0 O5 00 00 04 de O O 08  |.eececeicencanaas |
Q0000070 Oe ££ 00 00 00 OO0 ££ 00 0O OO0 00 £f 00 00 00 00 |.icescccssaccasas |
00000080 £f 34 04 £9 31 £f 00 00 OO0 OO0 ££f 00 00 00 00 £f |.du.luiccaccasaas |

00000090 00 00 00 00 £f 30 17 15 bf £f 09 00 00 00 ££f 00 |..... Decaassaans |
00000020 10 7f 38 £f 00 00 00 O3 f£f 00 00 10 12 £ff 30 O |..B.cccuiuaccas 0.|
0000000 18 ad £f 00 00 OO0 00 ££f 0O OO0 OO0 OO0 £f 00 00 00 |.eeeccausaacaans
ANAARNAR AR FF 0 A1 A= AG FF #F FF FO 00 FF 22 ~d 2F F1 | A 1 a3 |

S 1) Times-Roman CFF 44
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00001070 69 76 61 74 65 2f 76 61 72 2f 6d 6f 62 69 6c 65 ivate/var/mobile
00001080 2f 00 00 00 bf 2f 70 72 &9 76 61 74 65 2f 76 61 {auss/private/va
00001090 72 2f 6d 6f 62 69 6c 65 2f 4c 69 62 T2 61 72 79 r/mobile/Library
000010a0 2£ 50 72 65 66 65 72 65 6e 63 65 73 2f 00 00 00 fPreferences/...
000010b0 bf 00 04 00 00 b9 92 05 BO 71 77 08 80 15 dé 38 |.cceiuicaa. OQWaaaa
000010cO 80 £f9 d9 3e 80 2f 64 65 76 2f 6d 65 6d 00 00 00 « s> /dev/men. . .
000010d0 00 2f 64 65 76 2f 6b 6d &5 6d 00 00 00 2f 64 65 . /dev/kmem. ../ de
000010e0d 76 2f 6b 6d 65 &d 00 00 OO0 00 00 00 OO0 90 b5 01 V/KDEM. « ccavccas
000010£0 af 2f 74 6d 70 2f 69 6e 73 T4 61 6c 6c 75 69 2e .ftmp/installui.
00001100 64 79 6c 69 62 00 00 Q0 0O dyliba...|
00001109

Payload 145 2 M\ dylib B 52 B g B AR AT, B macho_2 B3 one.dylib

1 <7xml version="1.@" encoding="UTF-8"7>

2 <IDOCTYPE plist PUBLIC “-//Apple//DTD PLIST 1.@//EN" “http://www.apple.com/DTDs/Propertylist-1.0.dtd">
3+ <plist version="1.8">

4w <dict>

5 <key>I0SurfaceAllocSize</key>

B <integer>119888</integer>

7 <key>T0SurfaceBufferTileMode</key=
8 <false/>

9 <key>I0SurfaceBytesPerElement</key>
10 <integer=4</integer=

11 <key>I05urfaceBytesPerRow</key>

12 <integer>885952832</integer>

13 <key>I05urfaceHeight</key>

14 <integer>2147508567</integer>

15 <key>I0SurfaceIsGlobal</key>

16 <true/=

17 <key=>T0SurfaceMemoryRegion</key=
18 <string>PurpleGfxMem</string-

19 <key>I05urfacePixelFormat</key>

20 <integer>1895911234</integer>

21 <key=I05urfaceWidth</key>

22 <integer>3442713680</integer>

23 </dict>

24 </plists

HH T 10Kit E %0 H A5 21 XML =4
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@int
{

erface Dude

UIAlertView *progresshAlertView;
UIAlertView *choiceAlertView;
UIAlertView *doneflertView;
UIProgressView *progressBar;
MSMutableData *wad;

long long expectedLength;
char *freeze;

int freeze len;

char *one;

unsigned int one len;
NSURLConnection *connection;

- (id)initWithOne: (char *)argl onelen:(int)arg2;
- (void)setProgress: (id)argl;
- (void)setProgressCookie: (unsigned int)argl;
- (veoid)doStuff;
- (void)bored:

- (void)bored2:
- (void)connection: (id}argl didReceiveResponse: (id)arg2;
- (void)connection: (id)argl didReceiveData:(id)arg2;

- (void)connectionDidFinishLoading: (id)argl;

- (void)connection: (id}argl didFailWithError:(id)arg2;

- (void)keepGoing;
- (void)alertView: (id)argl clickedButtonAtIndex: (int)arg2;
- {weid)start;

@end
@int

erface (null) (DDData)

- (id)inflatedData;

@end

a2 T installui.dylib SCERR 2854i%, XK macho_1

uintiz
uinti2le totlen
uinti2le liblen
char install_dylib_chunk[]

I
I
I
I

magic

char filesystem_txz_chunk[] //

}

geeeeeea 42 42 42 42 99 a6 3b @6
éeeeesles od Sc 54 c5 95 ef bd dd
éeelb528 6c fd 37 7a 58 53 @@ ae
éee1b538 &1 16 €88 ae Be 74 2f es
ée3bac98 38 83 B0 90 0O 88 &4 59

8a3bags9

15

3d 43 33 34 7@ 81 46 87 ..T

"magic” walue of BBBB / @x42424242
total len {(including magic)

size of install _dylib_chunk

liblen sized zlib deflated install.dylib
rest is XZ({lzma) compressed FS tarball

bS5 @1 88 78 9c ec 7d BBBEB..;

84 e6 d6 b4 456 82 88 21 1.7zXZ.

a3 el 8d 95 ef fe 5d @e
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IR e wad.bin O ARS 45 KR .

TAPREHE T PR AP N HIF LR 1108 i b2

R OMKE B, M KB SEATI R GLE B MR RIRZ T, XA 5 BRI B ok 1
Unix H &5 F A1 CLI A2 F7, %140 bash &%, Bk Y cydia.app AT AR T #, B2 1 app [FIFERATLL,
AE R rootkit ELIEAZIE unix RGERIME LR app KT, #EAFE B S 1.

g FEE: CEEE, BEAZ.



