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FEMAEHAGET, RBHEFEIFAR. M EHLF R,
1) MirERRE

1.1 {£2% HTTP 3L&8
XE—PIESR HTTP LEMER
HTTP/1-1 200 OK
Date: Fri, 20 May 20711 18:37:50 6MT
Server: Apache/2-2-17 (Win32) PHP/5-2-8
X-Powered-By: PHP/5:2-8
Set-Cookie: PHPSESSID=hakhoeidtbikv78dh%4aik8arc6; path=/
Expires: Thu, 19 Nov 71987 08:52:00 GMNT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Set-Cookie: lang=italian; expires=Sat, 19-May-2012 18:37:50 GMT
Vary: Accept-Encoding
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html

%, arcoiis v - i Ee T :
T php.n - Notepad S PSS REETT] (Build 050515.1129)

Fle Edt Format Wiew Heln

GRS Arache Service Monitor || &9 IEM HEAEQ) #EEH
H ignore,user,ago -4 A |z | A

Siptt: | areciris - m B CEIE I T (R =TT e
Fhmmen: [ T WOEAO [ SFROSEhhEig o

Determines the
be increased aon
the file operat
realpath_cache_

; puration of tim M= er—feent: hitp:/fuwr. caview. net
P File or directo Connection Keep-ilive

;
P val

3 walue.

: MITP/1. 1 200 OK

: realpath_cache_ Date: Fri, 20 May 2011 15:39:38 GNT

Server: Apache/Z.2. 17 (H1n32)

Sei-Cockis: PHTSESSID: 1bsnonpr D1 alnT231Zales; pathe/

H
;5 Misc Expires: Thu, 19 Fow 1981 05:52:00 GN
H Cache-Conirol: ne-stors, no-cache, musl revalidate, post—checkel, pre—check=0
; pecides whether Prasma: no—cache
i (e.o. by adding |TheApache2d service i restarting. Set-Conkie: lang=italian; expires=Sat, 19-Wa-201Z 18:39:38 oMI
; threat in any w The Apache2.2 service has restarted, Vary: Accept-Encoding
ToOn your server The Apaches. 2 service is restarting, Keep-Alive: timeeut=S, max=100
expose_php = off The Apache?.2 service has restarted. Comnection: Keep—ialiwe
The Apache? 2 service is restarting. Content-Type: text/html
The Apache? 2 service has restarted.
IR R R R RN R 5= . . ~ - .
Vhebhures Lidt |Anachei2 2,17 (Win32) PHPJS. 2.6 [2011-05-21 02:33:38 T73] 127.0.0. 1:62266 AIEHEE| weeiris. tv:80
R
max_execution_time = 120 1 Maximum exec ==
max_input_time = 60 5 Maximum amount of —
;max_'lnH:uut nestwng Tewel = &4 ; Maximum inp
memory_1imit = 3 Maximum amount o T —

CCView NetBayo ZEiERET

; Error hamd'hng ind Tlogging ;

<

Soi2 PHP RISLER : {8 php-ini(Windows TEIRER phpS-ini , EAAETRERSSENERER ) BER
BER apache/bin/php-ini , {EBM THISEL :

Expose_php = off

RFE  EEMuEERERIATERL.
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1.2 Z5F IS fR3358 HTTP MY trace 1Y

NLFEHHIIE R Nessus IRETZ X-Scan HIRESEHSIRTIREEIF trace MU B BEMIE
WhELE.

H—T /1S OERE S

c:\\windows\\system32\\inetsrv\\MetaBase-xml
IERuLECEERERY TRACE MBRIRARER 1S ATLAT -

\inetsrv\asp-dil,5,GET,HEAD, POST, TRACE

XEBH) TRACE K1 | SIRIRSZEHI WebDAV , BB PUT. Copy. Delete ERIMNN—FHER , &
TIERHFAERL. /15 73 Windows HIMuLZESRS BEERREAERNE IXE (Apache FRINRSHHXLMNI)

Ty g ASE.WET  HRHD |ETE | |
ek B
BT ISAFI JE )

iR R O

TS | arhaTimtieisl | =hiE

aza C: WINDOWS sy . | | FOST, TRACE

casax  C:A\WIHDOWS\Mi... GET, HEAD, FOST, DEBUG 2
casex  C:A\WINDOWS'Wi... GET, HEAD, POST, DEBUG

cashx  C:AWINDOWSMi... GET, HEAD, POST, DEBUG

casmx  C:A\WINDOWSMi... GET, HEAD, FOST, DEBUG

BilsE @), ..

& ) Casp O \WTWDOWS\sy .. GET, HEAD, FOST, TRACE
B aspx CoSWIFDOWS\Mi... GET. HEAD, POST, DEBUG
Em/REEHERT BEpH
BTN IC: WWINDOWSh system32hinetsrviasp. 11 it
FRBsEE: =
ZhtE
j' O 2ERENTE (A
) & BRI L): ,

R ITRRE 5] AR

1.3 3 Apache &3
R 1 ([ F 404, 403, 500 FERHETF ):

Error 404
s -

03/24/01 20:28:38
Apache2.2.9 (Win3l) DAV mod ssl2.2.9 Open3SLA0.9.8h mod_autoindex_color PHF/5.2.6

1E extrall http-defaut-conf iR E ServerSignature Off BIEIfRFEEANASE., TE

Silic. Org
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BIREEZN of FITSER :

Error 404

03/24/11 20:32:13
Apache

B2 2(IR5528 HTTP header FHEINES) :
Server: Apache/2:2:3 (Cent0S) Server at xxxxxxx Port 80
RBIEXE : extra/httpd-default-conf

# ServerTokens

# This directive configures what you return as the Server HTTP response
# Header- The default is ‘Full’ which sends information about the OS5-Type
# and compiled in modules-

# Set to one of: Full | OS5 [ Minor [ Minimal [ Major [ Prod

# where Full conveys the most information, and Prod the least-
ServerTokens Full

B FERNXMNERETUESHON © ServerTokens Prod

iE : M EBIERE % ServerTokens ProdfuctOnly] R4E8HY , &BREIBEES

& arcoiris.tv

[* httpd-default.conf - Notepad
Ele Edit Formab Yiew Help Sy PR EREEET] (Build 050515.1139)

# AccessFileMame: The name of the file to = -

# 'Fgr adq!"lt"lona'l configuration directives. #fF9 IED ERQ #=EHH

it directive. Apache Service Monitor jj I »’
accessFilename . hta

St | ereeiviz tw b m I CTIR I Ve S R = i

% Rt CROSRW [ MIREOSEhh e )

servarTokens
This directive cc :
Header. The defal Service Status
and compiled in m F p—
set to one of: F .

whare Full convey

rkgfnqbBefovaj3; path=/

T}m 19 How 1981 03 52 00 GNT
CacheControl: mo-store, no—cache, must-revalidate, posi-check=0, pre-check=0
Frasma’ mo-cache
Set—Cookie: lang=italian; expires=Sat, 19-Ma—2012 19:09:07 GNT
. Vary: Accept-Encoding
optionally add a Kesp-Alive! timeout=5, max=100
name.to Server-ge Connection: Keep—Alive
1istings, mod_sta The Apachez 2 service is restarting | |ContentType: text/html

#

#

#

#*

#

#

#

serverTokens prod
#

#

#

z

# documents or_cust
- The Apachez. 2 service has restarted) | rony ) ooy 03:10:34. 8401 127.0.0.1:53030 FTHEES] arcoiris. tv:80
#

#

se

#

#

F

#

#*

#

#

#

H

Set to EM&"; . TC | The Apache2 2 service is restarling,
S8t TO one of:  Clrpe ApacheZ. 2 service has iestated] | (201 1-n5-21 n3-10-36 0551 ‘EEEIES HEAD / HITE/1 0
The Apachel 2 service is restarting, | [Host: areoiris. tv

The Apache? 2 service has restarted] |Aocept: */+

lepacher2 2,17 (Wing2) Referer: hitp:ffarceiris. tv/

User—Agent: http://www. i t
HOsThameLookups | TUG THE TEMET 0T T TTETT| | oanans: on KEE?_M‘;’:Z ceview. ne

m

rversignature off

B0, W, apache org (on) or 204.62.129.
The default s off because it'd be overa
had to_knowingly turn this feature onC

Date: Fri, 20 May

each client reqguest will result in AT{LE||Server: Apache

namesarvear. Set-Cookie: FHPSESSID=whdvlftssiadwrd0TIZhbEakiS; pathe/
n o ow 1981 08:52:00 GNT
ostnameLookups OfF CacheControl: mo-store, no-cache, must-revalidate, post-check=l, pre-check=(
Pragma: no-cache -
141

| | EEREo |
Sniz100
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XEXFERER

server:Apache

WNERE ServerTokens Major WER(Minor WE7= 2-0) :

server:apache 2

1.4 1IS BF8E
INREARE  BiEATCREIBE)F a0
TEETHNEIESER FEERICRA

- JREE 1P MAEC s-ip )

e e ! - [ EEERO ( sport )

‘fg I E B ﬁi‘f%:ﬂf‘method 1

o - [w] UET iB( csuri-stem )
= = | |E j | e mU'RI %g( cz-uri-query )

F = F BARRE ( sc-status )

:g Internei: =4 o HHEFER [ so-substatus )
=5 HIIT-LAS i 5 [z - [ Win32 455 ( se-win32-status
B AR - [ EIEATHE ( sc-bytes )
= Pt TP Hidk () [z0z. - [ BT esbytes )

o8 et . [ FRFART(E] ( time-taken )

a TCF B0 (1) Baat DA  envaraion )
) [ ZFEHL( es~host )
o EE———— W AP os (User-hgent] )
-~ AR ) [ Cookie( czCockield )
:j ®): I_ ol A s (Referer) )
B [¥ (F5F HITE 55 &)
_,_J .
=) —Iv BREBZERE — B Wi |
i #Eeh BT v

ey [#3C 5B BRI EE | Be. |

RASRERRSIERNMG , WAFECRAY  XHEERSHFATHAY | IURFEECR
B{RRGIE , HREAMETLUTEFERTE , #XAIRE.

TEITLEYYREERT

BFim ip,J3i& uri SRAEE , BRI XBEEF R User-Agent SLER)
FRUBIERR

FF& | IRSSesm0 , iSASFIAIRE | cookie

BEEAARICR | iCFE—EZSNH  BVWEZLMA GB HIKRE , FF&ic
F , MEESESR.
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1.5 nginx BIERES%
nginx BEEZMubiREE , ATLABEEEFIIEE nginx NECEX : nginx-conf

server {
iR
listen 80 default;
#EE
server_name localhost;
#AE
#access_log logshost-access-log main;
#EE IR RIBIRTE R
server_name_in_redirect of¥:
#uk B RANZRS 324

location {

root  E:/Web/forum/htdocs;
index index-html index-htm;

}
#HARNES

location ~ -php$ {
#HFHERXA root BEE
# root html;
#phpfastcgi T2

fastcgi_pass  127-0-0-19000;

H#IA S 25|
fastegi_index index-php;
TR ARERR
fastcgi_param  SCRIPT_FILENAME E:/Web/ forum/ htdocs$fastegi_script_name;
#ITH
include fastcgi_params;
}
#error_page 404 404 -html;
IR 50X TUH

error_page 500 502 503 504 50x-html;
location = 50x-html {

root  html;

XMEEX AT , REET server(}) #53 , RIBR—RNSEERED , EEEXHHTRING
HAEER. EER EENEES | XERERKIERSSRINERSUH TR E.
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1.6 Nginx [&5E http sLEBrhAORR SR
WTE , WuLH HTTP Header R EET Server : nginx/1-1-15 BHEE :

=eEs) TET) EWO) ®EH)
22 4 | &= |

EipHgt: | 119.84.126.89 . |80 | Hpe: TCE -
AR - [ ROBRA WM [ EifgOS8chhirnigs

[2012-02-28 15:07:15.891] 535S HEAD 7 HITE/1.0
Host: 11984, 126,59

hrooept: ¥ %

Referer: http: /119 84, 126,59/

User—hgent: http:/fwwew. coview. net

Connection. Keep—hlive

HITE/1.1 200 QK

Serwver’ ngimefl.1.15

Date: Wed, 29 Feb 2012 00:07:15 GNT
Content—Type: text/himl

Content—Length: 9

Last-Modified: Tue, 28 Feb 2012 20:50:07 GMT

Connection. keep—alive
Accept—Ranges: bytes

BRRELSIE - FTFF nginx-conf

£ http { [SENN : server_tokens off; ix4—aENH., ARER :

FIiEL =

stwirwn: [ 1 ROEMQ) [ RO SHhhEiRe o

Eiptiyt: | 1198412689 sery- 80w ey TP« | sy

[2012-02-25 18:12:13. 8321 192, 165.0. 1753445 REINEIER| 119,84, 126. 5980

[f012-02-25 18:12:15. 181] F1EIES HEAD / HITE/L. O
Host: 119.54. 126. 59

hocept: ®/%

Feferer: http:/f119. 8412659/

Uzer—Agent: http: /S www. coview. met

Conmection. Keep—flive

HTTF/1.1 200 0K

Serwer: nginx

Date: Wed, 29 Feb 2012 00:1Z:14 GNT
Content-Type: text/html

Content—Length: 9

Last-Modified: Tue, 28 Feb 2012 20:50:07 GMT
Conmection. leep—alive

hecept—Ranges: bytes

Silic. Org
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2) Apache + PHP

2.1 Apache + PHP EaaaSthit

HE apache i) conf/ httpd-conf XIHFHHRIE , 1ERX$ER : AddType application/x-9zip

ROZAT LAREIN FECEIR
AddType application/x-compress -Z
AddType application/x-9zip -9z -tgz
XER gzip FIREAIECE ( —RREVABCEXHEREIXNMECEDN | AIEIRSZ IS 92ip B2 |, A
FREERREER # TR )
EREMI—

AddType application/x-httpd-php -abc

XEBH-abe BPERBITHISAERRE | XERILURRL -heml, -htm , xxo0 Fl “jsp. -asp FF , 34
HERRREEILL, A0 -gif |, iR, BRNREN , JLUEEAEERN -gif TUEKA x-httpd-php
REEEEMLEE  WHER -
<?php
highlight_file( __FILE__ );
phpinfo();
2>

RN a-abe IBIRIRDAERY | LLBSRILUERTE php BUBK abe ( SRERHEESBIIETRIEN ) -

|E§ ohpinfol L

i~ B - TAEP) > =209~ IEO)~ @~ | & 7 ~E & & [d

£?php

highlight_file{ __FILE__ !;

phpinfao ()

T
PHP ¥Yersion 5.2.6
System Windows NT WEEB-SERYER 6,0 build 6002
Build Date May 2 2008 18:01:20
Configure cscript /nologo configure, js "--enable-sna
Command extra-includes=C :WProgram Files (86

WICROS~ 28 C OB ATLWINCLUDE. C 45t
*h7E

REN -gif RRENTAUG BIER gif XHHBDEILER (B2 php 8T gif RESUFHIFEATHE |
B2 php BB gif LUSHLUEREN php B9, REAEOA 9if RRABEITIRBIEN.

FRLAEEY U heml ff%% FIEIN google RIWIRIBI , Google R gif RIREFNEEITAL html T
EREE.
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NRZBREPNEN , EATLUXHECE | EESAWUARERA -htaccess S, AN -
<IlfModule mod_setenvif-c>
AddType application/x-httpd-php -php
AddType application/x-httpd-php -html
AddType application/x-httpd-php -htm
</lfModule>

BITRY php —EABEXIE | KIFRUEN Apache TOERRNT php S5
B, ANRBEA -htaccess T urlrewrite ELE , R THHIA AllowOverride None BLEIMELEK
73 AllowOverride All 24t , BRBHHA httpd-conf BEINET rewrite 1R,

IR EENEEBAEEEERNT , TLUBBAS—F mod NEX , BiEEM
<IfModule mod_mime:c>
TypesConfig conf/mime-types
AddType application/x-tar -tg9z
AddType application/x-rar-compressed -rar
<lfModule sapi_apache2-c>
AddType application/x-httpd-php -php
AddType application/x-httpd-php-source -phps
</lfModule>
</lfModule>

EHAY , IXEBRY.php EREVEITA RS AR , BNIRS BT SHIIAISE. 7%
N
2.2 [ PHP SRS

PHP BSURERETLATE PHP HOECESUE php-ini FiRE,

BB EEIXANERRBHITIEE , fi8 php-ini 33 disable_functions If , EECEIR
NETSEmE EEZERRIREERIR,
ERNRSTFASERESRENIES HINEER exec() R WAZTEESHES REBES !

disable_functions = exec
WMRZE Windows BEG NI PHP , 18T EEZRFTEIISURREIAIN  KEIE dl REBEER. EN

Windows ZFZEBEFIPRANTE , 2 dl BETLHLERZEISENEEN php I EHEHERE , FHEA
PEIREEHITIEN,
TEREERER phpinfo BERTE :
Silic. Org
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|
.php.ini - Motepad
File Edit Format Wiew Help

; Note: If this directive is empty, PHF will let the user modify awny
3 environment variable!
safe_mode_allowed_env_wars = PHP_

; This directive contains a comma-delimited 1ist of emvironment wvariables that
i the end user won't be able to change using puterw(). These variables will be
i protected even if safe_mude_a11Dweg_env_vars is set to allow to change them.
safe_mode_protected_env_wvars = LD_LIBRARY_PATH

i opern_basedir, if set, Timits all file operations to the defined directory
; and below. This directive makes most sense if used in a_per-directory

i or per—virtualhost web server configuration file. This directive is

;o WNOT® affected by whether safe mode iz turned on or Off.

sopen_basedir =

i This directive allows you to disable certain functions for security reasons.
; It recei omma-delimited 1ist of function names. This directive 1s
; afe Mode is turned on or off.

e affecte ;
|[disabTe_functions = phpinfo

; This directive allows ¥DU to disable certain classes for security reasons.
; It receives a comma-delimited Tist of class names. This directive is

3 WNOTw affected by whether safe mode is turned on or Off.

disable_classes =

H CD1DFS for syntax Highlighting mode. Anything that's acceptable dn
: Ean style="color: ?777777"> would work.|
h1g Tight. string

= #DD0O000
yhighlight. comment = #FF5500
;h1gh1ight.keyword = #007700
yhighlight. by = #FFFFFF
shighTlight. default = #0000BE
yhighTight. html = #000000

3 If enabled, the reguest will be allowed to complete even if the user aborts
i the reguest. Consider enabling it if executing Tong request, which may end up

4]

5 3b, Windows TMER Apache HZSBRM0E | BIfE PHP 2R 7 EMSURRETIAZER d/ %Y , B
BEHIAZEFHBEEN PHP iR , REEER d REEN PHP FIARNSHERERE | sinJLAEHiE
FAtREEFBRYIERER , ATLA , WNRER T SURREIMASER d REFTHE.

XEHLEHAT— MR

£ Windows W Apache + PHP TRILMERE PHPENSHEEEEARI].

RHNERAFTEMDS,; RYESRHFELIESHER , ARLTE |, BINEER phpinfo LIS , B
ﬁﬁﬁiiﬁ\@%ﬂlﬁdﬁﬁ :

Warning: phpinfo() has been disabled for security reasons in XX.XX line x

XEREE LEEN  IeERiE.

XEZ PHP RI—{nBUkeREFIER

System()

shell _exec ()
passthru ()

exec ()

popen ()

proc_open ()
allow_url_fopen()
fsockopen ()
pfsockopen ()

Silic. Org
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=]

A—AH

TE—RIERERER)

allow_url_fopen,apache_child_terminate, apache_get_modules, apache_get_version,apache_getenv,apach

e_note,apache_setenv,chgrp,chown,closelog,dbmopen,debugger_on,debugger_of¥,define_syslog_variabl

es,dl,dll,error_log,escapeshellcmd,escapeshellarg,exec,fsockopen, ftp, ftp_exec,fpassthru,ini_alter,leak,|

ink,listen,ln,lynx,myshellexec,readlink,shell_exec,show_source,symlink, system,ocinumcols,openlog,pass

thru, penti_exec, pclose, pent|_alarm,pentl_fork,pentl_waitpid, pcnt|_wait, pentl_wifexited, pentl_wifsto

pped, penti_wifsignaled, pcnt|_wexitstatus,pcnt|_wtermsig,penti_wstopsig,pentl_signal,penti_signal_dis

patch,pcnti_get_last_error,pentl_strerror,pentl_sigprocmask, pentl_sigwaitinfo,pentl_sigtimedwait, pc

ntl_exec, pcntl_getpriority, pcntl_setpriority, pfsockopen,popen,proc_open,proc_close,proc_get_status

,proc_nice, proc_terminate, prus, popen, posix_get pwuid, posix_kill, posix_mkfifo, posix_setsid, posix_setui

d,posix_setpgid, readfile,show_source,shell,socket_bind,suexec, symlink,syslog,system,virtual, wget

KL 177 S5 T B SR ] A 1 A A

2.3 Apache ZBXH4FHES|
8 Apache BaISUFFRLL , BiLEBIBERHENARE. KARHE Apache NEEXHF |, HKEITE
FEINIE :
;'_- rrrr s e e et e s e ey L= == e e

<Directary "C:/xampp/htdocs">

Possible walues for the options directive are "Ho
or amy combination of:

Indexes Includes FollowsymLinks SymLinksifowner

Mote that "Multiviews" must be named *explicitly*
doesn't give it to you.

The options directive is bhoth complicated and imp
http: s httpd. apache. org/docs /2. 2 /mod,/core. html#op
for more information.

ptions EEEEH

FollowsymLinks Includes ExecCsI

* OFRFEEEREEEEEEE

# Allowoverride controls what directives may be pla
# It can he "Al11", "Mone", or any combination of th
# options FileInfo AuthZonfig Limit

#

Al Towoverride ATl

A

¥ options Indexes HH Indexes {5 , B Apache BT,
WATLATE -htaccess G (HETFMUGRBER)HIMNXTIE :

Options —Indexes

REER Apache FARBHFIHBERT.

Silic. Org
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2.4 Y ENEEHRAEEY
R LR ARBERERER MySQL BY root IKF |, X2 Apache ZILRECER IEE JEN EE
Apache BLEXMHHITTIE ( Windows J3fl ),
£ httpd-vhost- conf PRIREH) ENECE XA EBIREHMBY xx- conFBCE XY | PAIE vhost HIBCEIR
XS :

Include “D: /Apache/Vhosts/ [ #]*"

XEFRNE | TE apache/vhosts PRIRILUXMECE T :

2/htdocs/vhosts/[ " . #]="

£ TAE@ #FEHW
Tk | [

&f_ |
[Elitxepb. gov. on. conf i

EE_J wsjy. conf

EE_J z1dy. conf

EE_J xdy. conf

MySQL RIENRILAER load_file() BRELA text #8TCEERY |, BERXNREAEEFIER | FrLUE
XA LR E XHHIEE |, XEFRARIFESOAR S B IRS2E ERORMIGH TR E B,

RERFNERIZE MySQL.user KPR file_priv ZEREVEA N
XERARIFESL RS EETE.

2.5 ZBiEEH php socket
php B Socket BRESAILATEZERR PHP BUREREIRIBIN TRGE Web RPRTHY emd SAIGRIRIN RS
FESATIT php-ini , HEIXE :
extension=php_sockets-dll

FERIE R OK 7. BN , ARE Windows fRFEE , A SEUXHRARRIRE

AL ATINDDES v systemd2iend. exe — ne -ww -1 —p 5555

ving on [anyl 5555 ...
5.91.5%3: inverse host lookup fFailed: h_errno 11884: HO_DATA
connect to [218.199.92.19] from <UNKHOWW}» [282.205.91.53] 6iB8B: HO_DATA

Silic. Org
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2.6 fALE php EERIESEMH
BrlE PHP BEBRAILURE php-ini IR SR

safe_mode = On

RIS Gid )9 off:

safe_mode_gid = Off
REHIRE basedir BIA] , WEHRRERURE—&KRHTE
PIRNEERENBERE x:/a/b/c | LFREHDERA x:/a/b R,
EREAR x:/a/b/e/ |, WEBRRELIRIBRA @ x:/a/b/c
safe_mode_exec_dir =E:/Web/forum

safe_mode_include_dir IAREE , B, dir BR windows BBHS , linux BES

2.7 FIHSEBFNIT CGL A
FELRIBRININ -htaccess XM, B :

Options -ExecCG/

AddHandler cgi-script -php -php5 -pl -py -jsp -asp -aspx -shtml -sh -cgi -sql -rb
HIRZRNHAESIEER 500 iR

2.8 IMFEHITERIGIE
EHERIE RN -htaccess X, BE :
AuthType Basic
AuthName “Silic Group Hacker Army*
AuthUserFile /home/blackbap/blackbap-org/bbs/-htpasswd

Require valid-user

SAISTELEM -htpasswd & :
#silic:bbs
silicbbs:532UWkhU9SF/iQ
#bbs:silic
bbs:85QINg/2GZWGY

2.9 PHP 3Ei% Session {E/RYIIBIEEAX
PHP IR REREFHIGRER , SEREBRREEICH , WEEFIRER—BEENXH session ,
FERA session REBERAREFFIAINHNE | php XSRS | FHRE php SXHHWIIERRZ.
RNEIEEIFIRNEXKF, 2072 FIEERNUERE , BXERSE—KEEEMATES= =
http://9-blackbap-org/index-php/ first/admin
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XANRES |, 18 cookie BURK, PHPSESSID=123";;; SAIGRIETT , PHP HIEERRIZFIE php HIPIE
RIRRIBHET -

‘ () WD A RSETATAA
+ < " http://g blackbap. org/index. php/first/admin v

arning: session_start() [function session-start]: The session id is too long or contains illegal characters, valid characters
are a-z A-Z, 0-9 and '-.' in /home/hackgame2012/hackgame2012/config.php on line 3

m

% ¥ Rhid X

| PHPSESSID=

{Z*Cookies [g blackbap. org]

600 BzhRIEF G2

The session id is too long or contains illegal characters, valid characters are a-z, A-Z, 0-9 and *-,’

1Mo 600

Config-php S8=1712 session_start();
RRAR  REBXNREUERS : @session_start();

php RERIEN ot 55 "@ HIEERNESEPEERNET.

2.10 Apache ZS|BFHEBBERAR :

Index of /pdf

Hame Last modified Size Description

Parent Directory -
L wariant of IT3 alg..>» 25-Nowv-2012 03:10 T3K
Attack and Defense.pdf 25-Nov-2012 03:10 169K
CMUcam? Graphical Us..> 25-Nov-2012 03:10 668K
DES Controller Synth..> 25-Nov-2012 03:10 117K
Detecting DDoS A 25-Hov-2012 03:10 4TK
Digical UNIX.pdf 25-Nov-2012 03:10 438K
Distributed Password..> 25-Nov-2012 03:10 246K
Efficient Collision ..>» 25-Nowv-2012 03:10 201K
Finding Collisions i..> 25-Nov-2012 03:10 212K
Getting Started Unix..>» 25-Nov-2012 03:10 3.7K
How to Hack Jawva Lik. 25-Nov-2012 03:10 164K
Incroduction to Data..> 25-Nov-2012 03:10 343K
Mobile Computing.pdf 25-Nov-2012 03:10 7.7K
Hetwork Security.pdf 25-Nov-2012 03:11 4.0M
Froblems in..> 25-Nov-2012 03:10 59K
ecture 19.pdf 25-Nov-2012 03:10 246K
The rsync algorithmj..> 25-Nov-2012 03:10 149K
Web Hacking.pdf 25-Nov-2012 03:11 1.5M
WesternCivilizationD..> 25-Nov-2012 03:11 3.1M
Writing Your COwn Uni..>» 25-Nowv-2012 03:10 30K
25-Nov-2012 03:11 2.0M
25-Nov-2012 03:10 107K
- B00° EouhFfekbOET AL . .> 25-Nov-2012 03:11 2.9M
‘pi£:EEG» Hash Visua..> 25-Nov-2012 03:10 905K
b 1= -0 LEWMEES 25-Nov-2012 03:11 2.3M
25-Nov-2012 03:10 932K
25-Nov-2012 03:10 208K
25-Nov-2012 03:10 376K
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HENNBERRENRN :
options Indexes FollowSymLinks

XNHE  BEEEENERERS INEHEBERR | B2 Apache BASKH X ERAFEERELS |, #
RITERBRNI—EIRE !

IndexOptions Charset=GB2372

Index of /pdf

Hame Last modified Size Description

Parent Directory -
A wvariant of IIS alg..> 26-Now-2012 03:10 T3K

Attack and Defense.pdf 25-Now-2012 03:10 163K
CMUcan? Graphical Us.. > 25-Now-2012 03:10 668K
DES Controller Svnth.. > 25-Now-2012 03:10 117K
Detecting DDoS Attac.. > 25-Now-2012 03:10 47K
Digital TNIX.pdf 26-Now-2012 03:10 438K
Distributed Password.. > 25-Now-2012 03:10 246K
Efficient Colliszion ..» 25-Now-2012 03:10 201K
Finding Collizsions i..» 25-Now-2012 03:10 212K
Getting Started Unix,.» 25-New-2012 03:10 3.7K
How to Hack Jawa Lik..» 25-Now-2012 03:10 164K
Introduction to Data..> 26-Now-2012 03:10 343K
Mobile Computing. pdf 25-Now-2012 03:10 T.7K
Network Securitw. pdf 25-Now-2012 03:11 4.0M
Security Problems in.. > 25-Now-2012 03:10 52K
Securitv-Lecture 19, pdf 25-Now-2012 03:10 246K
The rsync algorithmO.. > 25-Now-2012 03:10 148K
Veb Hacking. pdf 25-Now-2012 03:11 1.5N
VesternCivilizationD.. > 25-Now-2012 03:11 3.1M
Writing Tour Own Uni.. > 25-Now-2012 03:10 30K

h¥s

R

e e [ s s

lirmx—kernel. pdf 25-Now-2012 03:11 Z2.0M
nasl?EE F M. pdf 25-Now—-2012 03:10 107K

ERRpI2EHENE. . > 25-Now-2012 03:11 2. 8N
Fg 3 Al 1 {hHash Visua..> 25-Now-2012 03:10 905K
HIERamAMEAE. . > 25-Now-2012 03:11 2.3M
g I E FHiug. pdf 26-Now-2012 03:10 932K
EEEBFEWM AR 4., > 25-Now-2012 03:10 208K
B AR A S {TU. . > 25-Now-2012 03:10 376K

XEEFIGTARRELAZIRBIST 92372 FRIBHIEIHATILT .
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3) BRSSREE

MAEZLinux IREBRAMALAE, 275&

3.1 EEE (<) Wscript.Shell
E5F) Wscript.Shell B, B end HATLA TSR] ¢

regsvr32 /u %windir%/system32/wshom-ocx

C:“Users wser>regsvrdZ su xwindirx/system3d2 ushom.ocx

C:“Users wser>

_ | DllUnregisterServer £
= CA\Windows/system32/wshom.ocx BRETI.

B A Fp it ey

IR (XF)FSO . regsvr32 /u %windirls/system32/scrrun-dll
MR (X)) Shell-application : regsvr32 /u %windirZ/system32/shell32-dll

B2 /u xwindirx/systemd2/shelld2.dll

. CAWindows/system32/shell32.dll BT,

ENEL () Wscript-network : regsvr32 /u %windir%/system32/Wshext-dll

regserd2 Ju Xuwindirvissystemd2sUshext . dll

| DllUnregisterServer £
ChAWindows/system32/Wshext.dll ERETI.
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3.2 SUERFERRSTRE RIS
iBIE—L webshell FHRSAIMAEMES  XEAIBERHKERZE T/ai) , B

Destination Folder Access Denied >

You need permission to perform this action

.35
Type: BEPX File
Size: 193 byytes
Date maodified: 53/23/2011 #:09 Pk

Try Again Carcel

BNfEER cmd At BAAELEA) |, XRi&PTRERIRE 7R AR,
RELPREFM , —FPRIXERT

i 1 =IPR 1wl 1AnS 1> - | —
Generetalls Previous YWersions l g ey =

Object name:  C:hs

“htdocsha asps Security |

Group or user names:
82 SYSTEM
52 Administrators [WEB-SERWYERWadminRrators]
52, Users (WEB-SERVER\Uzers)

Object name:  C:\sampphhtdocsha aspx

Group ar LIZer names:

54, Administrators [WEB-SERVER\Administrators)
52, Users WEB-SERVER \Users)

To change permissions. click Edit.

Permizzions for STSTEM Allow
Full contral A | ALY |
Madify Permizsions Deny
Fead & execute
Flead Full contral o =
Wite < Madity O
) . Fead & execute a
Special permizsions
FRead O
<]

For special permiszions or advanced settings, Advanced | wite
click Advanced. %
Learn about access control and permizzions
Leamn about access control and permissions
Qg I Canhcel | Apply

LA, B, &, B

8 SYSTEM FBF4B#0 Administrators/Users FIFPZEEBIZENIEHEEAN |, Bl A~iET. ZSf8ilis , R
EBRBENEEHIT T,
F—FEE cmd TI0 system R :
attrib +a +r +s +h {§IEE
FEXMPRRAFEESHTLEN cnd <, BFEE NS + B8 BS - T
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3.3 ESEHRINEERTLERTEH
Ki3i% - KRBTSRI SYSTEM 475
BAEERAEEATICR

B BB B BR BIER , "BakEE" REN MRE

Fgm® 0.\
g Erdh iy K E
— | EheE | we = |o@Er| s |
AR REEEMEAE » A ERITELEE - AR
s EER{FEFRME:
fRESrE - [SIEARHEE « SR HEIIERTIEE T nd) ard " foexecute=a -
s I BETIEZE FiE B ARERE] (T): |3|J =
=Ed [ EERRSTE R EBRIeERAI: |30 = @
—ERESERE MEME L FERFARIREERER - 35iE [(RER] - EHE
RS M M B R AR e —I
— s i
SEE | [ e R D
 BEENE [ EEFRAEE S
PR - FRARESEN [~ B@EsEER)
RAESEHN
RIET
_=ED | e =
= so TBENiEEE:
mEEew | it b [FEystemR oot EMOR T DME
¥ FREREREEZ D)
EE HTiH %
- l = e | mm |
RRBEBIRRR © C:\windows\system32\ config
LZeMHIBER | SECURITY-Evt
2008 RIB&IR : C:\Windows\ System32\winevt\ Logs
e ARz BT, ERE :
7= . Ziil | 132 S8R =
-
;i ;m:%gljg I B | | e | e |
$HE (@) = e __ s B =
r Y T e R A EEHRENEIHAEREN  BE EEREE ¢ i (5
ERE (T
FeED. | #Re |
Apache File Manager BIHERR () JLEF bk
R m] e
= = FeD. | sEE. | #Be |
AEUEBAT 0 [ S B R ERER I BRI T  SEERERN B W
Ay O
= O
BB O ]
R AEIR S, SRR TSR (R - ) TREEhERAE A -

e | mm | =AW
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B "M ESPR RN IR 734, EiEEmEN TR " SRk
TEFTEARRIEIN—MEEAR |, RENA |, BIEEZRAFBERIEEALE , 15 SYSTEM
Administrator B REEER , BEMITRCRINEAT.
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4) HiRERSHEX

4.1 Mysql.user 2igE

MySQL #uERFEFBEHEA mysql BESR , HHRY db RERFIREE MySQL IKFXIRLAUERS
I,

£ User_info 3RER (BUARBRXNR ) FEIR , BSEKFEEME.

£ User £+HH mysql FiBRIKFER | THETA file_prive FB , RIFEFIREIIAAI N, root
WBATLURE A N, 824 root iIRE 9 N B8 , (BRI LIEE BB KBHIA/NF, EEER host FER
REERBRA "%" RE,

BEMNEREER Func , R udf IRIVEEXRE , BRSEEN , =512 dIIE#EA func PLEE
MERERE func ARIERIE]), BEXBEREXNREEEBRE].

MySQL EiERERILASIEFZ , (BRERNX mysql EfiRGEHERBERERSE,

4.2 MySQL (S T{EiRO
MySQL RIERATRiRO79 3306 , (BRIEXTTEREER , #E MySQL REBRAIEEH my.ini,
EXHHPEXANEEED

[mysqgld]
# The TCP/IP Port the MySQL Server will listen on
port=3306

IEX—TRELAT |, 540
[mysqld]
# The TCP/IP Port the MySQL Server will listen on

port=53306

BB MySQL #8845, {B2EME PHP FEEEESEY host ENEE BAIZHMIERNIEH
localhost it sg localhost:53306
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